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Preparations / Running servers in Windows

Preparations

NOTE: Before using this guide, make sure you have already installed beSOURCE
Enterprise. For more information about beSOURCE Enterprise installation, please refer
to the beSOURCE Enterprise Installation Guide.

Running servers in Windows

NOTE: The beSOURCE Analysis Server and View Server must be run by the beSOURCE
administrator.

Analysis Server

To run the beSOURCE Analysis Server in Windows, use one of two methods:

e From the Windows start menu, select beSOURCE > Start {Name} Server.

 In Windows, open Command Prompt, go to the CE_HOME directory, and then execute
the startServer. cmd file. In the command window, verify the Analysis Server has
been successfully executed.

BN Start CE Server - m] x

View Server

To run thebeSOURCE View Server in Windows, use one of two methods:
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e From the Windows start menu, select beSOURCE > Start View Server.

 In Windows, open Command Prompt, go to the VW_SERVER/bin directory, and then
execute the startup.bat file. In the command window, verify the View Server has
been successfully executed.

EX Command Prompt - catalina run — m} X

initial

tartup.Catalina start

If you want to create a detailed log of beSOURCE View Server in a specific log file, do the
following:

1. In Windows, open Command Prompt.

2. Open the web application server’s bin directory (for example, CD
C:\beSOURCE\WAS\bin).

3. Run the View Server with following command: catalina run >
../logs/catalina.out. The catalina.out log file will be created in the
C:\beSOURCE\WAS\1logs folder.

Running servers in Linux

Analysis Server

To run the beSOURCE Analysis Server in Linux, do the following:

1. Go to the CE_HOME directory.

2. Execute startServer. sh file (for example,
/home/ci/besource/analyzer/server/CE] sh. /startServer.sh)

3. Open the nohup. out file and verify if the Analysis Server is running.
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For example, /home/ci/besource/analyzer/server/CE] tail -f
nohup.out

/home/ci/besource/analyzer/server/CE] tail —-f nohup.out
[18:36:40:745] cm80 <INFO> Start beSOURCE Analyzer Server-
[18:36:40:745] cm80 <DEBUG> Thread for Log-Started
[18:36:40:745] cm80 <INFO> * CM -$SRevision: 1.23 $
[18:36:40:745] cm80 <INFO> * vm-name -Java HotSpot (TM) Server
VM
[18:36:41:697] License <INFO> Load license file-
/besource/analyzer/license/license.xml
[18:36:42:080] License <INFO> Check Server License-
[18:36:42:115] License <INFO> ** —-ok [18:36:42:937] cm80
<DERBRUG> initialize Resource-
[18:36:43:001] cm80 <DEBUG> beSOURCE-Monitor-Started
[18:36:43:001] CMAnalyzer <INFO> beSOURCE -Monitor-Thread
started ..
[18:36:49:953] cm80 <DEBUG> Database Information-oracle : 0 : O
18:36:50:757] cm80 <DEBUG> beSOURCE-Execute ( 01 )-Started
18:36:50:760] cm80 <DEBUG> beSOURCE-Execute ( 02 )-Started
:36:50:788] cm80 <DEBUG> beSOURCE-JOB ( 01 )-Started
18:36:50:817] CMScheduler <DEBUG> beSOURCE-Schedule-Started
18:36:50:843] CMAnalyzer <INFO> beSOURCE-Scheduler-Helper-

— o/ /o
=
[00]

[18:36:50:843] cm80 <DEBUG> Thread for Listen-Started
[18:36:50:844] cm80 <INFO> Listen-Open Port : 50103

View Server
To run the beSOURCE View Server in Linux, do the following:

1. Go tothe VW_SERVER/bin directory.

2. Execute the startup. sh file (for example, /besource/WAS/bin] sh
./startup.sh).

3. Open the catalina.out file in the VW_SERVER/1logs directory and verify if the
View Server is running.

2017. 9. 10. PM 6:55:0
org.apache.coyote.httpll.HttpllBaseProtocol init Info:
Initializing Coyote HTTP/1.1 on http-50202

2017. 9. 10. PM 6:55:31
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org.apache.coyote.httpll.HttpllBaseProtocol start Info:
Starting Coyote HTTP/1.1 on http-50102

2017. 9. 10. PM 6:55:32 org.apache.jk.common.ChannelSocket init
Info: JK: ajpl3 listening on /0.0.0.0:9009

2017. 9. 10. PM 6:55:32 org.apache.jk.server.JkMain start Info:
Jk running ID=0 time=1/270 config=null

2017. 9. 10. PM 6:55:32
org.apache.catalina.storeconfig.StorelLoader load Info: Find
registry server-registry.xml at classpath resource

2017. 9. 10. PM 6:55:32 org.apache.catalina.startup.Catalina
start Info: Server startup in 31895 ms

Running the Admin Console

After installing the beSOURCE Admin Console, you can open it with the desktop shortcut

icon. For information on installing the Admin Console, refer to the beSOURCE Enterprise
Edition Installation Guide.

£ m
==

beSOURCE
Management

To run the Admin Console, do the following:

1. Double-click the beSOURCE Management shortcut icon on your desktop.
2. Onthe log in window, select Config.
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&SOU RCE

Admin

Server beSOURCE Server S _

M 5ave Password

3. Select Add.
4. In the Server box, enter your server's name.
5. Inthe IP Address box, enter the IP address of your beSOURCE View Server.
6. Inthe Port box, enter the port number of your beSOURCE View Server.
7. Select Save or Save & Close.
| B8 Connect Config X
| Server Information
Server IP Address Port Encoding User ID Password S50
[]|besOURCE server  |127.0.0.1 50102 150(is0-8853-1) O |
Add Delete Save Save & Close Close

8. On the log in window, enter the administrator's User ID and Password. The default
user ID is besource and the password is besource.

9. Select Log In.
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b\?SOU RCE

Admin

Server beSOURCE Server ~ _

M 5ave Password

Running the beSOURCE Client

After installing the beSOURCE Client, you can open it with its desktop shortcut icon.

=
s

beSOURCE
Client

Adding users

Before you can add users, you must create two user groups.

Creating user groups
To create user groups, do the following:

1. Select User/Permission > Group Setting.
2. Select the Insert icon (+) in the upper-right corner.
3. In the Group box, enter Developer Group.

NOTE: The System Manager group has all rights for beSOURCE administration. Do
not remove the default group.
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Preparations / Adding users

4. Select Apply.

5. In the dialog that appears, select OK.

i Group Setting m] *
Group List{1) Group - y 6 o e
Group Description Creator Created Date
System Manager System Manager
¥ { Developer Group
Assigned User(0) User ID - p View Deleted Users Select Al
Assigned User ID User Name Title Department Contact |E-mail Created Date | Deleted Activated
¥ éB besource System Manager Projec... Department Category - V|
oK Cancel Apply

6. Select the Insert icon (+) in the upper-right corner.

7. Inthe Group box, enter QA Group.
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i Group Setting O *®
Group List(1) Group - P @ O °
Group Description Creator Created Date
System Manager System Manager
Developer Group
» [QA Group
Assigned User(0) User ID - P View Deleted Users Select All
Assigned User ID User Name Title Department Contact | E-mail Created Date | Deleted Activated
» é}) besource System Manager Projec... Department Category - |
oK Cancel Apply

8. Select Apply.
9. Inthe dialog that appears, select OK.

Adding users

Now that you have created user groups, you can add users. To add users, do the following:

1. Select User/Permission > User Setting.

2. Select the Insert icon (+) in the upper-right corner.

3. Inthe following boxes, enter these values:

a.

® o o0 T

User ID - besourcedev

User Name - Your user name
Password - Your password

Confirm Password - Your password
Title - Developer

Enterprise Quick Start Guide www.fortra.com
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4. In the lower Assigned Group panel, select Developer Group.

& User Setting m] i
User List(1) User ID - J View Deleted Users g & & © @
User ID User Name Password Confirm Passw... | Title Department Contact [E-mal | Alow DuplicateLogn | Authorized [P API Kay

& besource System Manager Project Manager Department Cat... | - - ¥z
+ | besourcedev Kay e e e Department Cat... ]
>
Assined Group(1) Group
Assigned Group
» ¥ Developer Group
QA Graup
System Manager
oK Cancel Apply

Select Apply.

In the dialog that appears, select OK.

Select the Insert icon (+) in the upper-right corner.
In the following boxes, enter these values:

User ID - besourceqa

User Name - Your user name

Password - Your password

Confirm Password - Your password

© N o o

Title - Engineer
9. Inthe lower Assigned Group panel, select QA Group.
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& User Setting

User List(1) User ID

User ID

& besource
@ | besourcedev | Kay
» & besourceqa

User Name

System Manager

Maria

<
Assigned Group(1) Group

Assigned Group
Developer Group
QA Group
System Manager

i ¥

Password

e

Confirm Passw.

e

[m] X

sl View Deleted Users & 3 & ©O O
Title Department Contact |E-mail | Alow Duplicate Login | Authorized P AP Key
Project Manager Department Cat... - - ¥
Developer Department Cat... %
Engineer ~ | Department Cat... %

P

OK Cancel Apply

10. Select Apply.

11. Inthe dialog that appears, select OK.

To change the user and password management policy, select Tools > Options > User
ID/Password Management Rules. You can set a variety of options like below.

%] Options
tem

=} Environment Configuration

Language

User ID/Password Management Rules

User ID Management Rules

/] Minimum Maximum length

_+} Source Viewer
% User Input Info.

55 0w~ ke
/1 Mot Allowing Mumber

m Mot Allowing Special Character

Password Management Rules

/] Minimum Maximum length

55 0w~ 50 %

[ Mot Allowing Same Password as ID

M Include At Least 1 Alphabet

Include At Least 1 Lowercase Character
[C] Include At Least 1 Uppercase Character
[C] Include At Least 1 Numeric Character

[C1 Include At Least 1 Spedial Character

0K

Cancel
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Analyzing Java Source Files

Overview

This chapter how to analyze Java sample source files on the server and view their results.

Analyzing Java sample source files

To analyze Java sample source files,

1. Open and log in to the beSOURCE Admin Console.
2. Under Project Explorer, select the Add Project Items ( (@~ ) icon.

[ beSOURCE Admin Console - Local Host (http://127.0.0.1:50102) - o x
Edit View Analysis User/Permission Code System Schedule Tools Window  Hely

File di
|l B [ Defuklyot - F D B E|S| SR W B O

< >
B Analy... [7 View ... |EF Rule/... g Repo... [ @ Proje...
Ready (& & besource I

3. Select New Project(Wizard). The Project Wizard opens.
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Analyzing Java Source Files / Analyzing Java sample source files

Project Explorer o x
L=
B3 Create Mew Category ALl

s MNew Project
£d  Mew Project(Wizard)

4. In the Please input the name of the project box, enter a name.
5. In the Please input description box, enter a description for the project.

NOTE: The Local Copy option in the Importing mode box refers to the beSOURCE
server computer’s local hard disk.

& New Project Wizard e

It will create a project. Please input the project name and select a option.

Please input the name of project.
Java Sample Project

Please input description.
Java Sample Project

Please select mode of importing source, Please select location of source file,
Local Copy hd ;is0-8859-1; b

Cancel

6. Select the Please select location of source file box.
7. Select the base-directory box.

8. Move to your beSOURCE Server (Enterprise Edition) installation folder (for example,
C:\beSOURCE\).

9. Select and double-click the sample\Java folder.
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(& New Project Wizard X

It will create a project. Please input the project name and select a option.

Please input the name of project.

| Java Sample Project |
Please input description.
Java Sample Project ‘
Please select mode of importing source. Please select location of source file.
|Loa\ Copy | - | ;is0-8858-1;
| base-directory |
,'“"d—l Mame
+ B analyzer
» B gtweb
[x] » [ itpweb
4 [E Sample
rEcC
» B cre

T
v [ Ped Cancel

» [E Uninstall_beSOURCE

b B3 was
» 3 config.msi
» [ cPPlugin
+ [ Documents and Settings
b [ edipse v
e
10. Select Next.
& New Project Wizard b4
It will create a project. Please input the project name and select a option.
Please input the name of project.
|Java Sample Project |
Flease input description.
Java Sample Project
Please select mode of importing source. FPlease select location of source file.
|Lom| Copy ‘ - | |C:\,beSOURCEVS\Sample\Java;iso—SSSQ—l; |v |

11. The Project Wizard scans the source files and recommends a preset configuration.
You can change the configuration preset depending on your project language. For
example, if your source files are just java files without any XML, JS, JSP and so on,
you can select Java preset instead of Java Web preset.
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Analyzing Java Source Files / Analyzing Java sample source files

& New Project Wizard

Searched File's Extension
File Extension
java
ini

jar

File Count

b 8

Followings are configuration presets. Please select preset!
Sel.. | ... Preset

]

« 'y JavaWeb

2]

ASP.NET
C#4.5
CH++
co9

HEHBEE

Java
Objective C
PHPS
Python 2.7

[l Duthian 2

Rule Set | Java/Web OWASP Top 10 2013

HEHE

If you dick the Next button, the project will be set with the selected analysis configuration.

Description Parser

JavaWeb ~
ASP.NET
C#4.5

CH++

C99

Java

Objective C

PHP

Python 2.7

Durthiana

Cancel

12. In the Rule Set box, select a rule set.

& New Project Wizard

Searched File's Extension
File Extension
java
ini

jar

File Count

b 8

Followings are configuration presets. Please select preset!
Sel... | ... Preset T

]

« 'y JavaWeb

2]

ASP.NET
C#4.5
CH++
co9

HEHBEE

Java
Objective C
PHPS
Python 2.7

[l Duthian 2

HEHE

Description Parser

JavaWeb ~
ASP.NET
C#4.5

CH++

C99

Java

Objective C

PHP

Python 2.7

Durthiana

Rule Set [Java/Web Security Ruleset

If you dick the Next button, the project will be set with the selected analysis configuration.

Next(N) > Cancel

13. Select Next.

14. Select Finish. The Project Configuration window opens.
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& New Project Wizard %

The project setting is completed.

Click the Finish button to complete the wizard

15. Select Execute Collection/Analysis ( () Execute Collection/analysis | ).

" Project Configuration-Java Sa... «x |

Project Name | Java Sample Project

Java Sample Project
Description

Collection Target | Analysis Target (@) schedule Setting (&) Execute Callection/Analysis [igf] Generate Statistics 30

Collection Target Q0 -8 -® 0 32
Colle... | Collection Target Basic Setting Filter Setting Status
» #;  Java Sample Project C:\beSOURCEVS\Sample\Javajiso-8...  [Indude: =]

Application Filter 9 & Q
Filter Type(*) Collection Target Filter Condition(*)

b | Indude ~ | Java Sample Project =

16. On the Monitoring window, select Start.
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Bl Monitoring — O *
Execute CollectionfAnalysis | Java Sample Project ] Select all
Job Type Collection/... | Collection/Analysis Job... Progress JOBID Start Time End Time Error Mesg
v ¢ | iCollection Target Local Copy Java Sample Project
|  Analysis Target  Java Web Java Web
< >
Refresh Logs Start Close

17. On the dialog, select Yes.

beSOURCE

:l Execute the automatically generated analysis job?

18. The Monitoring window shows the progress of importing and analyzing source files.
You can safely close the Monitoring window once the collection and analysis jobs

B Monitoring = O X
Execute Collection/Analysis Java Sample Project | Select Al 10/3/2019 3:14:46 PM
Job Type Collection/... | CollectionfAnalysis Job... Progress JOB ID Start Time End Time Error Messages
b | Collection Target Local Copy Java Sample Project Completed 201910030... 2015/10/03 15:13:52 2019/10/03 15:13:55
Analysis Target  Java Web Java \Web Processing 201910030... | 2019/10/03 15:14:00
< >
[ ] Logs Stop Close

19. To see detail job logs, select Logs. The Monitoring window will close and the View
Job Log window will open. Select View to refresh the window.

I NOTE: The analysis job will ~10 minutes depending on your server's performance.
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View Job Log | Project Configuration-Java Sam...
10/3/2019 - | 12:00 AM o~ [10/3/2019 - |11:59PM = Download Log File Analyze Job Count(1) |
Collection | Analysis | Statistics/Mart
Structure Analysis Usa Metric Secu
Status Type Job Target Message Al | Success | Fail Al | Success | Fail Al | Success | Fail Al | sy
» Processing Manual Job Java Web 33 33 [] [] [] [] [] [] [] []
< >
Detail List | USA Warning Log
Job Target Job Type
m Child Path Job Target Error Messages - .
g
z
]
i
8
g
=
z
=
=
=z
]
2
g

NOTE: If you didn’t close the monitoring window, a dialog will appear asking if you want
to "run default statistics job." Selecting Yes starts a job on the beSOURCE Server that
will generate default statistics for dashboard and reports.

:l Do you want to run the default statistics job?

Yes | Mo |

Viewing Analysis Results

Using Application Explorer

Users can view the analysis inspection results on the beSOURCEServer using beSOURCE
Client.

To view the inspection results, do the following:
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1. Open beSOURCE Client.

2. Login as a beSOURCE developer user. You will not see a project or application in the
Application Explorer. The administrator will need to grant access permission to the

user.

bCSOU RCE

Client

Server beSOURCE Server ~ _

M Save Password

Open the beSOURCE Admin Console again.

Select User/Permission > Application Permission Setting.
Select the Group tab.

Under Group, select the Developer Group.

Under Application, select Java Sample Project.

Select Apply.

Select OK.

© N o kW
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i Application Permission Setting

o x

User | Group | [Appicaton = | o [ Select al ] Indlude Lower 7] include Upper
[sroup =] | P [ Apication

= A‘Dﬁmp >| [+/] i | Java Sample Project
»  Developer Group

QA Group

System Manager
< >

T I o ] [ o

10. Open the beSOURCE Client again.
11. Select View > Application Explorer.
12.

the Java Sample Project.

Select the Refresh ( & ) icon in the top tool bar. The developer user can now see

beSOURCE Client - Local Host (http://127.0.0.1:50102)
File Edit View Search Tools Window Help

4 & B (2] ocfaultlayout ERmolell  Jai@

Java sample Project

File/DB \ Logical Name | Path

File/DB | Deleted Fie
[T File/DB Explorer & Object Explorer |
Ready

= o x
| [
Q) search o
B name search
[Q keyword Search
7. Dashboard -

44 Source Code Quality Analysis ~
¥ Vulnerabiity Analysis ~

13. Select the Java Sample Project.

14. Select Code Quality/Security Inspection > Show Rule Violations. The Rule Violation

Result window appears.

Enterprise Quick Start Guide www.fortra.com
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15. Select a violation from the list (for example,

Path Traversal). The Rule Description

panel will display the description of the rule.

[ beSOURCE Client - Local Host (http://127.0.0.1:50102)
File Edit View Seach Tools Window Help

B | B [® | Defautt Layout IE B -| [+
|/ Rule Violation Result - Java Sa... |

- x [Rndionbplorer e ax|

| ¥ || ctical, Rec.High, Rec.-Midelle Rec.-Low, Info

Java Sample Project
= ple Proj o

RelatedSt. < [LineNumber  « [ Code Srippet

4 P crtical 85

[y —

» [5P] Defensivly copy private mutable class members before retuming their references (1)
}[5P] Exposure of System Data to an Unauthorized Control Sphere (75)
» [5P] Leftover Debug Code (8)

4 [57] Path Traversal (1)

e
Actve Gude Q, Search R
B rame search
Q Keyword Search
7 Dashboard .
£ Source Code Qualty Analysis 5

Vulnerability Analysis v

4 cUsTConfig java (1)

[C.... | Jeomfgtone [dafustomer/confia/ E] almprap.Jozd(new FilInput
4 [P Rec.+igh (149)

»  [5°] Hard-Coded Password (1)

»[5P] Information Leak through Error Message (75)
[FiefOBBglorer -
T =

» [5P] NULL Pointer Dereference (72)

b Rectdde (51)
Fie/oB Logcal Name | path £
» Pk

2

fon [ Trace

An attacker can include.

Criteal (5P Path Traversal

invaiid resource.
The following & a program that opens the data file corresponding to the identifier input from the outside,
String fle = request. getParameter(‘fie")

FieltutSmea T = hew eI StreamC ar dataf” + fe)

external input value like *../.Jetc/passwd”, the unexpected fie wil be opened as folow:

var fdataj.....fetcfpasswd = fetc/passwd

Seveibie and sast) o of e o1 e ot e st tering). Inviably, when ou e ta
, you mustremove i\

For example, the abave prablem can be soived by inserting code that removes the risky string s follws:
Standard

FlefDB | Deleted File

Desaipton | Sample

Using an extemnaly entered value s a resource identifier, such 2s a file path or port number, an attacker can use it to gain access foan &

Perhaps the devclope has assumed that only dentfers of the curec type are ented, However, fan atacker maniates an

a st of resource identifiers that are
e an external nput
tc.) 5o that only the correct identifier i used

B Pr. [N Bo.. [eFRe. [@5e

=L

e

[ File/DB Explorer [G Object Explorer |
Ready

8 & besourceder

16.
code and bad code examples.

Rule Description | Trace

Under the Rule Description tab, select the Sample tab in the lower area to view good

Critical [SP] Path Traversal

Bad Code

Good Code

public void f{Properties request) {
e

String name = request.getProperty(filename™);
File file = new File("fusr flocalftmp/~ + name);
file.delete();
e

H

Description Sample Standard

public void f{Properties request) { -
e
String name = request.getProperty(Tuser”);

if (name !=null && 1™, equals(name)) {
name = name.replaceAl(”/", ™)
name = name.replaceAl(Y, ™7
name = name.replaceAl(".”, ™);
name = name. replaceAII( & ¥
name = name + “report
File file = new File( fusrﬂoca\fhnpf" + name);

if (file 1= null) file.delete();

i v

17. Select the Standard tab in the lower area to view the related international standard
about the violation. For example, the Path Traversal is identified with CWE (Common

Weakness Enumeration) ID 22.

Enterprise Quick Start Guide
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Analyzing Java Source Files / Viewing Analysis Results

18.

maly, obajen

19.

k]

Rule Description | Trace

Critical [5F] Path Traversal
Related Standards No Content
CWE 22 Improper Limitation of a Pathname to a Restricted Directory (Path Traver...
CWE 92 Improper Control of Resource Identifiers (Resource Injection’)
CWE/SANS Top 25 2011 13 Improper Limitation of a Pathname to a Restricted Directory (Path Traver...
OWWASP Top 10 2004 AB Injection Flaws
OWWASP Top 10 2007 A2 Injection Flaws
OWASP Top 10 2007 At Insecure Direct Object Reference
OWASP Top 10 2010 Al Injection
OWASP Top 10 2010 At Insecure Direct Object References
OWASP Top 10 2013 Al Injection
OWASP Top 10 2013 At Insecure Direct Object References
OWASP Top 10 2017 Al Injection
MALAER Tam 40 AR i immlimm A mmmmm mminnl
Description Sample Standard

Reference

https: ffcwe. mitre.org/data/definitions/22.html f)
e.mitre,org/data,definitions99.html

itre. org/top25farchive/2011/2011...
owasp.orgfindex.php/AS_2004_1...

asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_10_20...
asp.orgfindex.php/Top_

iimmm mm b sl Fomm 40001

NOTE: Positioning your pointer on the rule name will display its description.

Rule Violation Result - Java Sa. | - X
7 Critical, Rec.-High, Rec.-Middle, Rec.-Low, Info.
Related 5t... |Path 4 |Line Number 4 | Code Snippet Active Guide Message T
4 [P critical (85) -
¥ [5P] Defensively copy private mutable dass members before returning their references (1)
b [SP] Exposure of System Data to an Unautharized Control Sphere (75)
b [5P] Leftover Debug Code (8)
4 [5P] Path Traversal (1)
4 CUsTConfig.java (1)
[C.. om/gtone/da/customer feonfig) 29 almprop.load{new FileInput... An attacker canindude a t...
4 [P Rec.High (148)
¥ [5P] Hard-Coded Password (1)
¥ [SF] Information Leak through Error Message (75)
b [SP] NULL Pointer Dereference (72)
» [P Rec.Middle (51)
v [P info. (7) v
< >

The Source Viewer will appear and highlight the corresponding code line.

| CUSTConfigjava | - x
2 SearchUp ¥ SearchDown & (3 &) Western European (150) |Ln:32 Col:1 Chr1 | [ | Critical, Rec-High, Rec.-Middle, Rec.-Low, Info.
23 E =
24 public synchronized static void initConfig() throws Exception
25
2 try
27 {
28 almprop = new Properties();
[Critical][SP] Path Traversal, Line :29 »Trace Info.
[Rec.-Midd1e][SP] Improper Resource Shutdown or Release, Line :29 »Trace Info
[Info.][5P] Release needless resources, Line 129 bTrace Info
8 | almprop. load(new FileInp SysUtil.getRealPath(Constants.ALARM_PROPERTIES)));
30
31 catch (Exception ex)
3 {
3 throw ex;
34 }
35 ¥
3
37 ')
38 Get variable value
38 = @@@Bparam paramName String
40 turn ini file's env value.
4 rows Exception
2 .

Double-click the rule violation Path Traversal: CUSTConfig.java Line Number 29.

20. Select the Trace Info. link for the Path Traversal violation. The flow Trace tab will
appear.
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NOTE:
» Double-clicking a code line will display the corresponding code.

» The last code line in the list is a violation point and the first code line in the
list is a starting point of method call sequences. For example, line number
29 of CUSTConfig. java in the above sample is a violation point. Line
number 120 of Sysutil.java in the above sample is the starting point of
method call sequences.

Rule Detail Information by
Rule Description | Trace
Name Path Line Column | Code Snippet
4 Trace Info. Group : 1

B SysUt java feom/gtone dafcustomer futi 120 55 while ({ine = reader.readLin0) ! = nul)

The reader.readLine() value is a string that an attacker can maniplate. Do not make paths with these strings. Attackers can attempt to manipulate strings to create a path manipuiation attack that
creates the path they want. If you need to configure the path with this value, remove the dangerous string s follows:

while ((ine = reader.readline(.replaceAll("Y, =) 1= nul)

SysUtl.java feom/gtone dafcustomer futi 120 33 while (fine = reader.readlin0) ! = nul)

SysUtl.java fcom/gtone dafcustomer futi/ 121 43 sb.append(ine +sep);

SysUtil.java Jcom/gtone dafcustomer futil/ 121 43 sb.append(line +sep);

SysUtl.java feom/gtone dafcustomer futi 121 42 sb.append(ine +sep);

SysUtl.java fcom/gtone dafcustomer futi/ 123 43 return sb. toString(). trimQ);

SysUtil.java Jcom/gtone dafcustomer futil/ 123 50 return sb, toString(}. trim({);

SysUtl.java feom/gtone dafcustomer futi 80 50 | envval = getvalus(ps.getinputStream();

SysUtl.java fcom/gtone dafcustomer futi/ 30 33 envval = getvalue(ps.getinputStream();

SysUtil.java Jcom/gtone dafcustomer futil/ 106 32 return envval;

SysUtl.java feom/gtone dafcustomer futi 57 43 String envvalus = getEny(envname);

SysUtl.java fcom/gtone dacustomer utl/ 57 32 5tring envvalue = getEnvienvname);

SysUtil.java Jcom/gtone dafcustomer futil/ 58 32 return envvalue + path.substring(index);

SysUtl.java feom/gtone dafcustomer futi 53 32 | return envvalue + path substring(indes);
B CUSTConfig.java fcom/gtone da/customer fconfig/ 2 35 aimprop.load(new FielnputStream(SysUtl.getReaPath(Constants. ALARM. .

o An attacker can indude a tainted string into the value SysUtil.getRealPath(Constants, ALARM_PROPERTIES).

Grid Chart

21. Check the code correction guide which is based on actual source code and is an
Active Guide feature.

Rule Description | Trace
hame Path Line Column | Code Snippet
4 Trace Info. Group : 1

Bl sysUtijava Jcom/gtonefda/customer/utiy 120 55| while ((ine = reader readLine() = nul)

The reader.readline() value is a siring that an attacker can manipuiate, Do not make paths with these strings. Attackers can attempt to manipulate strings to create a path manipultion attack that
creates the path they want, If you need to configure the path with this value, remove the dangerous string as follows:

v e while ((ine = reader readLine() replaceAl"\, null

NOTE: Positioning the point on a rule violation will display its description and
active guide.
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% beSOURCE Client - Local Host (hittp://127.0.0.1:50102)

File

[ 3ava Sample Project

Edit

=]

View

Search  Tools Window Help

R | Default Layout - - (]

[ EETEETEEEE S | Fuic Violtion Resuf - Jave o |

Related St... |Path « | Line Number

 hobagesy

4 [P critical (85)
[P [Criticall[SP] Path Traversal

Using an extemally entered value 2s a resource identfier, such as a file path or port number, an
attacker can use it to gain access to an invalid resource.

The following is a program that opens the data fle corresponding to the identifier input from the
outside.

String file = request.getParameter (‘fle);
FieInputStream fis = new FielnputStream(*jvarfdata/" + fi);

Perhaps the developer has assumed that orly identifiers of the correct type are entered. However, if
an attacker manipulates an external nput value ike *,. /.. fetc/passnd®, the unexpected fie wil be
apened as follows.

Jarfdata)..[..etc/passwd = fetc/passwd

Do not use externally entered values as resource identifiers. Ttis recommended that you prepare st

¥ | Critical, Rec-High, Rec-Middle, Rec.-Low, Info.

| Gode Snippet

& returning ther references (1)

Active Guide Message

ree Identifiers (Resource Injection’)

thname to a Restricted Directory (Path Traver...

thname to a Restricted Directory (Path Traver...

Reference

ttps:/jcwe. mitre.org datadefinitons/22.nmi
mitre org data/definitions 99
mitre.org/top25/archive/2011/2011...
wasp. orgjindex. php/A6_2004 1.
wasp.org/index. php/Top_10_20...

of resource dentifers that e accessble and select ane of them as an exterralinput value (shitest |51 =p.orgfindex: php/Top_10

fitering). Inevitably, when you need to use an external input value 35 a resource identifier, you must

remove the risky string (., J» | €tc.) so that oy the correctidentifer s used. s 5 e

For example, the above problem can be solved by inserting code that removes the risky string 2 sp.0rgjindex.php/Top_10,
lows: ferences owasp.orgjindex. php/Top_10_20...

String file = request.getParameter (‘e );
[0 e

sp.org/index. php/Top_10-201.
T~ FielnputStream fis = new FilelnputStream("fvar/data/ + fie);

Fie/DB Alternatively, if the identifier consists of arly alphabet and number, you can akso resolve it by chedking
thatitis in the correct format:

String file = request.getParameter (Fie; pean (150) | Ln:32 Cok:1 Chrl | 37 | Critical, Rec.-High, Rec.-Middle, Rec.-Low, Info.
Pattern pattern = Pattern, compile(™[0-92-2A-2]*$7);
if (pattern.matcher (fle) matches() {

Flelnputstream fis = new Flelnputsiream("fvar/data/” + fie);
L

Active Guide
An attacker can indude a tainted string into the value
SysUtl.getRealPath(Constants. ALARM_PROPERTIES)

initConfig() throws Exception

28 almprop = new Properties();
i [Critical][SP] Path Traversal, Line :29 »Trace Info.
™ [Rec.-Midd1e][SP] Improper Resource Shutdown or Release, Line :29 »Trace Info.
F [Info.][SP] Release needless resourees, Line :28 »Trace Info
29 almprop. load(new FileInputstream(SysUtil.getRealPath(Constants . ALARM PROPERTIES)));
30
k| catch (Exception ex)
an .

22. Under the Trace tab, select the Chart tab in the lower area. The flow trace

information will display in a diagram format.

NOTE: The last code line in the chart is a violation point and the first code line in
the chart is a starting point of method call sequences. When you double-click
each code line, the Source Viewer will display the corresponding code.

Rule Detai Information X
Rule Description | Trace
=]
Syslil gz return sh.toString() trim{;: (123,50)(123.51)
Sysllilpa  envval =9el\lalue{pszeﬂnmﬁtfean0) (80,50)(80,70)
Sysil v eam(T)) (80.32)(80.28)
Syslhil jpa retumal?wd; (106,32)(106.37)
Sysliil jpa Stringenwa{w:glEnv(envnarml (57.49){57.57)
SyslUtilpa Slfmgerlwa\ue=9etEw(erwnarrt)‘ (57,32)(57 57)
Syslil jma gtmdl\ (58.32)(58,39)
SysUiiljpa retumeuwa\ue+ba£substnrwﬁrlb0. (58.32)(58.63)
CUSTCorfigia.. almprop load{ne * (29.85)(29.112)
o o
Grid | Chart

23. Close the Rule Detail Information window.
24. Close the Source Viewers.

25. Select the Category View tab in the upper-left corner. A sliding window appears.
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/" Rule Violatian Result - Java Sa.. - x
£ | category View =
] Message Trace Info. | DefectStatus | Review Comment
= || [ovoibich sty ] - [0
g [ Ruie Name(Violation Count, Exclusion Count) Related Standards Vilation C.... |Exlusion C...
4 EcrE) s 0
[P [sP] Defensively copy private mutable dlass ... ), [CERT JAVA](OBI05-1) 1 0
[P [5P] specify locale before using locale-depen. WE](20), [OWASP Top 1 )
17 [5P] Do not leak memory(4,0) [CWE](401), [CERT JAVA](MSC04-7) a 0
1 [5P] Release needless resources(3,0) [CWE](404), [CERT JAVAI(FIO04-1) % 0
4 [ source Code Vunerabiity(282,0) E 0
4 [ Insufficient Encapsuiation(83,0) | 0
I [5P] Exposure of System Data toan Una...  [CWE](457), [OWASP Top 10 2007](46) 75 0 =
[P [5°] Leftover Debug Code(3,0) [CWE](489) 8 0 sinted string int.. i
4 [ Data Handling(1,0) 1 0
[P {[5F] Path Traversal(1,0) | [CWE](22), [CWE](SS), [CWE/SANS T. i 0
4 [ Security Functions(1,0) 1 0
P [5P] Hard-Coded Password(1,0) [CWEI(258), [CWESANS Top 25 2011. i 0
4 [ Error Handing(122,0) 12 0
P! [5P] Information Leak through Error Mess... [CWE](209), [OWASP Tap 10 2007](A... 75 0
1P [5P] Improper Check for Unusual or Exce...  [CWE](759) 47 0
4 [ Poor Code Quality Indicatar(75,0) 75 [l
[P [5P] NULL Pointer Dereference(72,0) [CWE](476) 72 0
1P [5P] Improper Resource Shutdown or Rel... [CWE](404) 3 0

26. You can select a secure coding standard from the middle box. When you select a
standard, only violations belonging to it will appear. Dimmed violations are not
applicable.

Rule Violation Result - Java Sa... ]

g Category View ]
o
-9‘( Java/Web Security F| ~ || 0] |v
§ Rule Name(Violation Cour él.l,E (o) Related Standards Violation C... | Exdusion C...
4 [ ECP(3,0) CWE/SANS Top 25 2011 B 0
'F [5P] Defensive QwWASP Top 10 2004 ... [CWE](398),[CERT JAVA](OBI05-1) 1 1]
™ [5P] specify lo| OWASP Top 10 2007 h... [CWEI(118),[CWE](20), [OWASP Top ... 1 0
[ [5P] Do notle| OWASP Top 10 2010 [CWE](401), [CERT JAVA](MSCO4-3) 4 0
¥ [5P] Release ranear TR 102013 M1 [cwE](404), [CERT JAVAI(FIO04-]) 3 0
4[4 Source Code Vulnerability(252,0) 282 o]
4 4 Insuffident Encapsulation(83,0) 83 o]
[ [5P] Exposure of System Data to an Una...  [CWE](497),[OWASP Top 10 2007](A8) 75 [u}
[P [5P] Leftover Debug Code(s,0) [CWE] (485) 8 0
4 3 Data Handling{1,0) i 1]
® [5P] Path Traversal(1,0) [CWE](22), [CWE](39), [CWE/SANS T... 1 0
4 3 Security Functions{1,0) 1 1]
¥ [5P] Hard-Coded Password(1,0) [CWE](259), [CWE/SANS Top 25 2011... 1 0
4 [ Error Handling(122,0) 122 1]
]—J [5F] Information Leak through Error Mess... [CWE](209), [OWASP Top 10 2007](A... 75 1]
!]]] [5F] Improper Check for Unusual or Exce... [CWE](754) 47 1]
4 [ Poor Code Quality Indicator(75,0) 75 1]
]—J [SP] MULL Pointer Dereference(72,0) [CWE] (478) 72 1]
!]]] [SP] Improper Resource Shutdown or Rel...  [CWE](404) 3 o]

27. Select any window other than Category View to hide it.

NOTE: If you double-click a project in the Application Explorer, the File/DB
Explorer shows the list of source files. By using the shortcut menu of a source
file in the File/DB Explorer, you can see the analysis results. When you select a
source file in the File/DB Explorer and open the Object Explorer, it will show the
parsing tree of the selected source file.
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beSOURCE Client - Local Host (http://127.0.0.1:50102)
File Edit View Search Tools Window Help

| H % ‘ . [9- \ Default Layout

* -

|55 Java Sample Project
T b
File /DB ‘ Logical Name |Paﬂ’|

Pl Java Sample Project
4 [£5 fC:\beSOURCEVS\Sample)Java
4 [£5 action JC:\beSOURCEVS\SampleJava

FERIeEIe] []wiE

e T ———
[3] TB_cDo24| Code Quality/Security Inspection  » \ Show Rule Violations
% E_EE::Z av— . Rule Violation Detail Report

[¥] TB_CUSTOMERZ0Act... paramargs  /C:beSOURCEVS\Sample\laval...
[¥] TB_CUSTOMERAction.... paramargs  /C:beSOURCEVS\Sample\laval...
» [d com fC:\beSOURCEVS5\SampleJava
» [d dao fC:\beSOURCEVS\Sample\Java

File/DB Deleted File
[ File/DB Explorer-Java Sample Project [ Object Explorer-T8_CDO1Actionjava |
Finished receiving data.

Using Function Explorer

The Function Explorer provides another way to see server-side analysis results with the

beSOURCE Client.

To view results with the Function Explorer, do the following:

1. Select View > Function Explorer.

2. Select Vulnerability Analysis > Vulnerability Analysis Results.
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Function Explorer +* 0 X
8L
L, Search =
) Name Search
Q Keyword Search
7~ Dashboard v
#4 Source Code Quality Analysis v

 Vulnerability Anabysis

i‘; All vulnerability Analysis Trends
~~ Vulnerability Analysis Trends by Application
Vulmerability Analysis Results

Vulmerability Analysis Results by Date

3. In the Search Condition window, select a project.
4. Select Run.

Search Condition o x

Vulnerability Analysis Results

Search Target

#®) Application Program

Application [Java Sample Project e

[  Run

5. Any project rule violations will appear.

l NOTE: You can adjust the Ul layout by dragging and dropping each tab.
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File Edit View Search Tools Window Help
B (R Defautt Layout - B E

Java Sample Project

-7

x

| LIE)

Q search
1 Name Search
Q Keyword Search
7 Dashboard
£ Source Code Qualty Analysis
¥ Vuherabity Analysis

% Al Vuerabitty AnalyssTrends
~ Vulnerabiiity Analysis Trends by Application
Vulnerabity Analyss Results

Vulnerabilty Analysis Results by Date

] beSOURCE Clent - Local Host (http://127.0.0.1:50102)

- o x
B [ @ B
Vulnerability Analysis Results -.. | - X
4
o T | Critical, Rec-High, Rec.-Middle, Rec.-Low, Info. HE
& [Relategst... [patn < [line Number = | Code Snippet Active Giide 0 Qverview
g 1 Java Sample Project
S|4 ol 2.Fie DB ObjectName  TB_CDAction java
2 3.Logical Name param args
e P @ 4path Co1beSOURCEVS\Sample\ava/actio
ceb et 5iLast Colecton/Analysis 10/5/2013
6.0bjectType Javasource Fle
[C... fdao/ 26 retun comn; 7.Analysis Succeeded
» [5°] Exposure of System Data to an Unauthorized Control Sphere (75) Sfbimber oflies 7]
» [5°] LeRover Debug Coce (3)
b [5P]Path Traversal (1)
» P Rec.igh (195)
» P Rec.tdde (57)
» P k. ()
< >
Rule Description| Trace
| cribcal |21 P
Defersively ass mermbers ther
o a : both by breaking encapsulation
and by providing an opporturity t cormupt the nternal tate of the dass (whether acadentally or malicously). Therefore, programs:
must ot return references to internal mutable dasses
n the reference exposes the intermal bt el
Appication Name of Seected Object
Bemped || Be Ehand A7 Prop... ][9] Book... | e Repo.. |G Searc... []Searc

/[ File/DE Explore... [@ Object Explorer... =] Function Explo.

e

To generate reports, see Generating Reports on page 42.
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Analyzing C Source Files

This chapter describes how to analyze C sample source files on the server and view their
results.

Analyzing C sample source files

To analyze C sample source files, do the following:

1. Open and log in to the beSOURCE Admin Console.

2. Select View > Project Explorer.

3. Select the Add Project Items ( [@- ) icon in the Project Explorer (without selecting
any project).

4. Select New Project(Wizard).

Project Explorer o x
Ligal =
E3 Create Mew Category Aglc

Wy Mew Project
64 Mew Project{Wizard)

5. In the Please input the name of the project box, enter a name.
6. Inthe Please input description box, enter a description for the project.
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& New Project Wizard

Flease input the name of project.

It will create a project. Please input the project name and select a option.

| C Sample Project

Please input description.

C Sample Project]

Please select mode of importing source.

Please select location of source file.

| Local Copy

‘V|

[siso-s855-1;

Next(N) =

Cancel

7. Select the Please select location of source file box, and then select the base-

directory list box.

NOTE: The Local Copy option in the Please select mode of importing source box

refers to the beSOURCE server's hard drive.

9. Select the Sample\C folder located within your beSOURCE Server installation
directory (for example, C: \beSOURCE\Sample\C).

& New Project Wizard

Please input the name of project.

It will create a project. Please input the project name and select a option.

|C Sample Project

Flease input description.

C Sample Project

Flease select mode of importing source.

Please select location of source file,

|Loal Copy

|v|

7is0-8859-1;

Enterprise Quick Start Guide

4 [E7 beSOURCEVS
v B9 analyzer
» B otweb

» B itpweb
4 [ sample
© £
» (3 fix
b [ orig
» E3 PP
» [ Java
b [E Perl
» B Uninstall_beSOURCE
» B was
» [ Config.Msi v

B

Cancel
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10. Select Next.

11. The Project Wizard will scan the source files and then recommend a preset of
configuration. Select the C99 preset (C language standard).

& New Project Wizard e
Searched File's Extension Fallowings are configuration presets. Please select preset!
File Extension File Count Sel... | ... Preset Description Parser
< 14 W C++ C++ lal
ASP.NET ASP.NET
Cx45 C#45
1E [ 99 99
Java Java
Java Web Java Web
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
] Duthan 3 Duthan3 hd
Rule Set | C CWE/SANS25 -

If you dick the Next button, the project will be set with the selected analysis configuration.

Next(M) = Cancel

12. In the Rule Set box, select the desired rule set.

& New Project Wizard e
Searched File's Extension Fallowings are configuration presets. Please select preset!
File Extension File Count Sel... | ... Preset Description Parser
< 14 W C++ C++ lal
ASP.NET ASP.NET
C#45 C#4.5
3 | 99 (1]
Java Java
Java Web Java Web
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
] Duthan 3 Duthan3 hd
Rule Set [iC Security Ruleset i
If you dick the Next button, the project will be set with the selected analysis configuration.
Cancel

13. Select Next.
14. Select Finish. The Project Configuration window opens.
15. Select the Execute Collection/Analysis ( () Execute Collection/analysis | ) icon. The Monitoring

window opens.
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Project Configuration-C Sampl... - x

Project Name | C Sample Froject ]

C Sample Project
Description

Collection Target | Analysis Target (@) Schedule Setting (G} Execute Collection/Analysis (] Generate Statistics 3

Collection Target QO -&-% 013
[ Cole... [colection Target [ Basic Setting [ Fitter Setting [ status

v £ 15y csample Project C:\beSOURCEVS\Sample\Criso-8859-1; [indlude:*4]

Application Filter 9 @ Q
[Fiter Type(*) | Collection Target Filter Condition(*)
b ‘]ndude [+] © sample Progect =

16. Select Start.

[ Monitoring — O X
Execute CollectionfAnalysis | C Sample Project
Select ‘ Job Type ‘ Collection/... | CollectionfAnalysis Job... Progress JOBID Start Time End Time | Error Mess
» Collection Target Local Copy C Sample Project - -
Analysis Target €39 cag
< >
Refresh Logs Start Close

17. On the dialog that appears, select Yes.

beSOURCE

pr—

Execute the automatically generated analysis job?
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18. The Monitoring window will display progress as the sources files are imported and
analyzed. To view detailed job logs, select Logs. The Monitoring window will close
and the View Job Log window will open. Select View to refresh the window. For more
information on the View Job Log window, press F1 to open online help.

19. Once the jobs are complete, select OK on the dialog.
M L -
C Sample Project | Select Al 10/5/2019 12:54:48 PM

Select Job Type Collection/... | Collection/Analysis Job... Progress JOB ID Start Time End Time Error Mess
v | [] Collection Target LocalCopy  C Sample Project Completed 201910050... 2019/10/05 12:54:23 2019/10/05 12:54:25

] Analysis Target €39 o] Completed 201910050... | 2019/10/05 12:54:30 2019/10/05 12:54:42

beSOURCE X

'0_' All jobs are completed.

>

Refresh Logs Close
20. On the default statistics dialog that appears, select Yes.

':9:' Do you want to run the default statistics job?

Yes Mo

21. On the next dialog, select OK.
22. Close the Monitoring window.

Viewing analysis results

Users can view analysis results on the beSOURCE Server using the beSOURCE Client.

To view the analysis results, do the following:

Open the beSOURCE Admin Console.

Select User/Permission > Project Permission Setting.

Select the Group tab, and then select Developer Group in the left panel.
Select C Sample Application in the right panel.

Ao~
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Select Apply.

Select OK.
Open the beSOURCE Client, and then log in as a developer-based user.

Select the Project Explorer to view the C Sample Project.

© N o o

NOTE: Select the Refresh ( & ) icon if the C Sample Project does not appear. The

default system administrator (besource) can view any projects without access
permission.

Using the Function Explorer to view analysis results

You can now use the Function Explorer to view the server-side analysis results.

To view server-side analysis results with the Function Explorer, do the following:

1. Select View > Function Explorer.
2. Select Vulnerability Analysis > Vulnerability Analysis Results.

Function Explorer = 0 X

L2

1 '1
., Search

Mame Search

Q Keyword Search

7. Dashboard v
#4 Source Code Quality Analysis -
Vulherability Anabysis

|_ All Vulnerability Analysis Trends
~~ Vulnerability Analysis Trends by Application
Vulnerability Analysis Results

Vulnerability Analysis Results by Date

3. In the Search Condition window, select the C Sample Project.
4. Select Run.
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Vulnerability Analysis Results

Search Target

#® Application Program

Application | C Sample Project Q8 p

Run

5. Any rule violations in the project will appear.

[ beSOURCE Client - Local Host (http://127.0.0.1:50102)

o X
File Edit View Search Tools Window Help
B (R | Defautt Layout - B B8 Q|
| Application Explorer = 8% | Vuinerabiity Analysi Results . | x|
" ETEITI Y | i Rec-tigh, Res-Mitdl, Rec-Low | vuinerabitty Analysis Resutts
Samle Project g
1| & |Related St... |Path | Line Number 4 | Code Snippet. Active Guide Message
va Sampie Project g L 9|~ searchTarget.
21 L ® sovicaten rogan
4 [SP] Array index out of bounds (3)
Applcation C Sample Project o)
4 bof0Lc (D)
(o fong] =

cb.buff] = chin; [{ ARRAY_IND.

» bof 02.c(2) _) Run

» [5P] Inproper Resource Shutdown or Release: Resaurce Leak (3)
> [5P] NULL Pointer Dereference (3)
> [5P] Retum of Stack Variable Adcress (2)
> [57] Use of Uninitialized Variable (2)

b P RecHigh ()

b [P Rec.tidde (5)

» Pk

% >
v
Rule Description [ Trace
Critcal [5P] Array index aut of bounds
Vulnerabiles are possble when unverified external arguements are used a5 array index references, When an external srgument s used for abuffer A
index, you shoud determine whether the index is reater than or equal to 0 o smaller than the buffer size before using the index. IF you use
i for array indlexes o the array index for refer ch tem faure are possile.
You shouid not use ntrusted input when calculating or using an array index.if the product does not or cannot ensure that the index references 3 valid
position within the array. Also, for a comparison statement ina loop, "= i better than >
You shouid detect any of the following cases:
(1) out-of-bounds array index (2) wrong access to array operation ( array v

Description | Sample  Standard

FP... [TB... [ ok |5

- [
B & besourcedey |

To generate reports, see Generating Reports on page 42.
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Analyzing C++ Source Files

This chapter describes how to analyze C++ sample source files on the server and view their
results.

Analyzing C++ sample source files

To analyze C++ sample source files, do the following:

1. Open and log in to the beSOURCE Admin Console.

2. Select View > Project Explorer.

3. Select the Add Project Items ( [@- ) icon in the Project Explorer (without selecting
any project).

4. Select New Project(Wizard).

Project Explorer o x
Ligal =
E3 Create Mew Category Aglc

Wy Mew Project
64 Mew Project{Wizard)

5. In the Please input the name of the project box, enter a name.
6. Inthe Please input description box, enter a description for the project.
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& New Project Wizard

Flease input the name of project.

It will create a project. Please input the project name and select a option.

| CPP Sample Project

Please input description.

CPP Sample Project|

Please select mode of importing source.

Please select location of source file.

| Local Copy

‘V|

[siso-s855-1;

Next(N) =

Cancel

7. Select the Please select location of source file box, and then select the base-

directory list box.

NOTE: The Local Copy option in the Please select mode of importing source box

refers to the beSOURCE server's hard drive.

9. Select the Sample\CPP folder located within your beSOURCE Server installation
directory (for example, C: \beSOURCE\Sample\C).

@l New Project Wizard

Please input the name of project.

It will create a project. Please input the project name and select a option.

|cPP Sample Project

Please input description.

CPP Sample Project

Please select mode of importing source.

Please select location of source file.

|Loal Copy

|'|

1is0-8859-1;

Enterprise Quick Start Guide

| base-directory

x

4 [ beSOURCEVS
v B3 analyzer
» 3 gtweb

» E7 itpweb
4 [B7 sample
B c
=
» B Java
» [ Perl
» [ Uninstall_beSOURCE
» B was
» B Config.Msi
v B cPPlugin
+ [ Documents and Settings v

B

Cancel
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10. Select Next.

11. The Project Wizard will scan the source files and then recommend a preset of

configuration. Select the C++ preset.

@ New Project Wizard X
Searched File's Extension Fallowings are configuration presets. Please select preset!
File Extension Sel... | ... Preset Description Parser
<pp v Yy C++ ~
h ASP.NET ASP.NET
C#45 C#4.5
Co9 C99
Java Java
Java Web Java Web
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
] Duthan 3 Duthan3 hd
Rule Set | C++ OWASP Top 10 2017 -
If you dick the Next button, the project will be set with the selected analysis configuration.
Cancel
12. In the Rule Set box, select the desired rule set.
& New Project Wizard e
Searched File's Extension Fallowings are configuration presets. Please select preset!
File Extension File Count Sel... | ... Preset Description Parser
<pp 264 | » v Yy C++ ~
h 4 ASP.NET ASP.NET
C#45 C#4.5
Co9 C99
Java Java
Java Web Java Web
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
] Duthan 3 Duthan3 hd
Rule Set [{C++ Security Ruleset R
If you dick the Next button, the project will be set with the selected analysis configuration.
Cancel

13. Select Next.

14. Select Finish. The Project Configuration window opens.

15. Select the Execute Collection/Analysis ( () Execute Collection/analysis | ) icon. The Monitoring

window opens.

Enterprise Quick Start Guide

www.fortra.com

page: 37



Analyzing C++ Source Files / Analyzing C++ sample source files

Project Configuration-CPP Sam... - x

Project Neme | CPP Sample Project |

CPP Sample Project
Description

Collection Target | Analysis Target (@ Schedule Setting () Execute Collection/Analysis [igf] Generate Statistics 38

Collection Target QO -&-% 0203
[cole... | collection Target [ Basic setting [ Fiter setting |status

v Gy PP Sample Project Ci\beSOURCEVS\Sample\CPPiiso 8853-1;  [Indude:™]

Application Filter 9 & Q
|F|\cer Type(®) |cu\|ecnnn Target Filter Condition(*)
b | Include [+ cep sample Project =

16. Select Start.

B Monitoring — O X
Execute Collection/Analysis | CPP Sample Project Select All
Select ‘ Job Type ‘ Collection/. .. | Collection/Analysis Job... Progress JOB ID Start Time End Time | Errar Mess
3 : Collection Target Local Copy CPP Sample Project - -
Analysis Target  C++ C++
< >
Refresh Logs Start Close

17. On the dialog that appears, select Yes.

beSOURCE

—

Execute the automatically generated analysis job?
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18. The Monitoring window will display progress as the sources files are imported and
analyzed. To view detailed job logs, select Logs. The Monitoring window will close
and the View Job Log window will open. Select View to refresh the window. For more
information on the View Job Log window, press F1 to open online help.

19. Once the jobs are complete, select OK on the dialog.
2]
CPP Sample Project | Select Al 10/5/2019 1:21:46 PM

Select Job Type Collectiony... | Collection/Analysis Job... Progress JOB ID Start Time End Time Error Mess
» | [] Collection Target LocalCopy  CPP Sample Project Completed 201910050... 2019/10/05 13:16:06 2019/10/05 13:16:22
| | Analysis Target | C++ C++ Completed 201910050... | 2019/10/05 13:16:28 2019/10/05 13:21:41

beSOURCE x

'0" All jobs are completed,

Refresh Logs Start Close

20. On the default statistics dialog that appears, select Yes.

':9:' Do you want to run the default statistics job?

Yes Mo

21. On the next dialog, select OK.
22. Close the Monitoring window.

Viewing analysis results

Users can view analysis results on the beSOURCE Server using the beSOURCE Client.

To view the analysis results, do the following:

Open the beSOURCE Admin Console.

Select User/Permission > Project Permission Setting.

Select the Group tab, and then select Developer Group in the left panel.
Select CPP Sample Application in the right panel.

Ao
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Select Apply.

Select OK.
Open the beSOURCE Client, and then log in as a developer-based user.

Select the Project Explorer to view the CPP Sample Project.

© N o o

NOTE: Select the Refresh ( & ) icon if the C Sample Project does not appear. The

default system administrator (besource) can view any projects without access
permission.

Using the Function Explorer to view analysis results

You can now use the Function Explorer to view the server-side analysis results.

To view server-side analysis results with the Function Explorer, do the following:

1. Select View > Function Explorer.
2. Select Vulnerability Analysis > Vulnerability Analysis Results.

Function Explorer = 0 X

L2

1 '1
., Search

Mame Search

Q Keyword Search

7. Dashboard v
#4 Source Code Quality Analysis -
Vulherability Anabysis

|_ All Vulnerability Analysis Trends
~~ Vulnerability Analysis Trends by Application
Vulnerability Analysis Results

Vulnerability Analysis Results by Date

3. In the Search Condition window, select the C Sample Project.
4. Select Run.
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Search Condition

Vulnerability Analysis Results

Search Target

#®) Application

Program

Application fCPP Sample Project

o

Run

5. Any rule violations in the project will appear.

5 beSOURCE Clent - Local Host (http://127.0.0.1:50102) - o X
Fle Edt View Seach Tool Window Help

BB © st - B JaE

Velnerability Analyss Results - - x
= ¥ | Citicol, Rec-High, Rec.-Middle, Rec.-Low, Info. Vuinerability Analysis Results

iilaic s 3 [remast. [pamn e Nunber = [code Snppet e G C

et iEEEE < tinetumber__ < | Code e cive Guide =) I,

ava Sample rosec 2| | 7] Avay ndexoutof bound (53

Java Sample Project : Iy = ®) Appiication Program

» [57] Cros-Ste Srptn, X55 (1)
Apphcation [CPP Sample Project ol

[5P] Detect and handie errors (265)

[5P] Divide 8y 7ero (8)

[5°] Do ot take the size of 2 pointer to determine the size of the pointec-to type (4)
[5°] Double Free (6)

57 Exposure of System Data to an Unauthorized Conrol Sphere (1)
57 Improper Resource Shutdown or Release: Resource Leak (50)
[5P] LDAP Injection (1)

[5P] NULL Pointer Dereference (452)

571 OS Command Injection (1)

[5P] Path Traversal (3)

5P 5QL Injecton (1)

[5P] Use After Free (4)

[5P] Use of Hard-coded Passnord (4)

5°] Use of Unintialized Variable (11)

crtcal

inde, you shoud determine whether

[5P] Array index out of bounds

Vulnerabiles are possble when Unverified externsl arquements are used ss array index references, hen an external srgument s used for abuffer A
e buffer size before using the index. IF you use
unirusted input values for array indexes ar do not validate the aay index for reference, errors such as a system faiure are possidle.

e index is greater than or equal to 0 or smaler than

vou
position within the array. Also, for  comparison statement ina loop, '>=' i better than'>",

Desaription

calculating or using an or cannot ensure

Vou shouid detect any of the following cases:
(1) out-of-bounds array index (2) wrong aceess to array

operation ( bound: array.

Sample  Standard

valid

Tl

To generate reports, see Generating Reports on page 42.
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Generating Reports

The beSOURCE Client generates several types of reports. However, the administrator must
first setup report authority for users or user group.

Setting up the Report Authority Setting

To set up the Report Authority Setting, do the following:

1. Open the beSOURCE Admin Console.
2. Select View > Report Explorer. The Report Explorer will appear.

Report Explorer q x

% =
Report Mame

4 T Source Code Inspection
Code Inspection Report by Application
Code Inspection Report by Priority
Code Inspection Report by Standard
Code Inspection Summary Report

Description i

3. In the Report Explorer window, select the Report Authority Setting ( > ) icon.

4. In the Report Authority Setting window, set a group or user for each report.
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% Report Authority Setting X
User or Group who has SystemManager authority can access to all reports without additional settings.
Mame Graoup User
4 T Source Code Inspection
|li] Code Inspection Report by Application Developer Group, QA Group
|li] Code Inspection Report by Priority Developer Group, QA Group
lla] Cede Inspection Report by Standard Developer Group, QA Group
|l Code Inspection Summary Repart éDe‘veIoper Group, QA G... | -
flv| (Select Ally
+| Developer Group
| QA Group
OK Cancel i
OK Cancel

5. Select OK.

Generating a report
To generate a report, do the following:

Open the beSOURCE Client.

Log in as a developer.

Select View > Report Explorer.

Double-click a report (for example, Code Inspection Report by Application).

On the toolbar, select the View Full Screen ( 3 ) icon. Select the icon again to

a ko~

restore the Ul layout.
Select a project or application name.
7. Select Preview. The report will generate.
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=] beSOURCE Clent - Local Host (http://127.0.0.1:50102) - o x
file Edt View Search Tools Window Help
B B @ plintayout & B Ja @
 Code Inspection Report by Ap - x
Select Application Sava Sample Project Tl Preview
~
Report for Analysis Results
201971005 1207
Summary
Application: JavaSample Project Detected Files by Priority _Detected Rules by Priority
Tarest File Count tobe Checked: 3¢ P Critical 2 [P Critical 85
Tereet Line Gount o be Checked: 2303 ¥ Rec-Hieh 19 [P Rec-Hish s
Vioksted Rl FileCount(Ratio @~ 29 ( g5 ) T FesrMidle 2 P Reormiade o
Violsted Rles Gount: 291 [P Rec-Low 0 P Reslon o
V¥ Info & P 7
Violation Trend Information __ (Lastest )
Based on the Violated Files
e
0s I et
v I Rec-victe
I Rec-Low
s e
@ Sum
. PPPo FORY
2019-10-05 111206 2019-10-05 112682
Based on the Number of Viglations
| B
0e I o —ien
0 B Rec-vice
I Rec-Low
0s I o v
Request completed. 61 & besourcedev

8. Select File > Export > PDF.
9. Enter a file name.
10. Select Save. Open the newly created PDF to view the report.

i | B code Inspection Report X E = @ X
& = 0O W ® | fil Users/gtone/Deskd Olnspection%20Report% %20Application.pdf =4 = L o' |
B 1 | P -+ A 7 Fittopage L[ Pageview | A) Readaloud # Addnots & E B | B
Report for Analysis Results
20i8-10-03 1247
Summary
Applisation:_Java Sample Praject Detosted Files by Priority  Dotested Rules by Pricrity
Target File Count to be Checked: 34 P Gritical 28 [P Gritical 85
Target Line Count to be Checked: 2,303 P Rec.Hign 19 P Rec-Hign 148
Vilated Rule Fle Count(Ratio®; 20 ( 8sn ) T heeMidde 25 it o
Violated Rules Count: 291 P RecLow 0 P RecLow °
V' Info. 6 [info 7
Violation Trend Information (Lastest 5)
W Crtionl
| Rocrign
I Roc Moo
I Roc-Low
TED
- 5um
W crtes
08 | Roc-High
i I Roc-Micde
I Rec-Low
03 B
- sum
o E
I
i Detectad Filas Info
File: Path Defects
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Analyzing Source Files in
beSOURCE Developer

This chapter describes how to analyze sample source files on the developer computer using
beSOURCE Developer.

You can analyze source files using either of the following two modes in beSOURCE
Developer:

e Local - Uses a local rule set to scan source files on the local computer.

« Server - Uses server-side setting information such as rule sets and libraries by
synchronizing with the beSOURCE Server.

NOTE: It is recommended to copy sample source files from the beSOURCE Server to your
local computer. The sample file directory on the serveris [beSOURCE
Installation Directory] \Sample.

Running beSOURCE Developer

After installing beSTORM Developer, you can open it by using the desktop shortcut icon. For
information on installing beSOURCE Developer, refer to the beSOURCE Developer Edition
Installation Guide.

heSOURCE

Developer

To open and log in to beSOURCE Developer, do the following:

1. Double-click beSOURCE Developer desktop shortcut icon.
2. Onthe log in window, select Config.
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bGSOU RCE

Developer

Server

User ID

Password

M 5ave Password

3. Select Add.
4. Inthe Server, IP Address, and Port boxes, enter the beSOURCE View Server's
information.

5. Select Save or Save & Close.
:I':‘_?f'.::"e::.::"':: .

| Server Information

Server IP Address Port Encoding User ID Password S5L
[] | beSOURCE Server |127.0.0.1 50102 1S0(is0-8859-1) 1 |

Add Delete Save Save &Close Close

A

6. Back on the log in window, do the following:
a. Inthe Sever box, select the server you created in step 5.

b. Inthe User ID box, enter a developer's user ID. For example, besourcedev that
you created in the previous chapter.

c. Inthe Password box, enter the user's password., and enter a developer's User
ID and Password.

7. Select Log In. You will see your connected server information in the title bar of
beSOURCE Developer.

Local mode analysis in beSOURCE Developer
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To analyze Java sample source files in beSOURCE Developer, do the following:

1. Select File > New Project, or select New Project on the Start Page. The Project
Wizard opens.

2. On the first page of the wizard, do the following:
a. Select Type the Project Name.
b. In the Project Name box, enter a name.
c. Inthe Language box, select JavaWeb(Java 1.8).

" Project Wizard — [m] x e

Project Name Local Java Sample Project

| Type the Project Name

Language HJavaWeb(Java 1.8) [Rs

Project Path C:\Users\gtone\DesktopProject Find

3. Select Next.
4. On the Select Ruleset page, select Local Ruleset, and then select a rule set.

["e Project Wizard - [m| X P
Select Ruleset
®) Local Ruleset Server Ruleset Ruleset Details
Ruleset

Android Security Ruleset

CERT Java

Java Web Quality Ruleset

Java Web Ruleset

Java/Web OWASP Top 10 2013
Java/Wieb OWASP Top 10 2017
Java\leb Security Ruleset

< Previous Mext > Cancel

5. Select Next.
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6. On the Select Analysis Target Source page, do the following:

1. In the Importing Path box, enter or select the file path to your sample source
files.

2. Select Add (+).

o Project Wizard — [m] = e

Select Analysis Target Source

Collection Target Local v w MNew
Importing Path C:/beSOURCEVS/Sampleflava -
Collection Filter °
Collection Target Imparting Path Filter Type Filter Condition
Local C:/beSOURCEVS/Sample/Java Indude = java; =.jsp; =.js; = xml;. ..

< Previous Mext = Cancel

7. Select Next.

8. On the Summary of Project Configuration page, review the summary of your project,
and then select Create.

NOTE:
e If your computer has enough RAM, you can adjust the max heap memory
size like below: Java Execution Option: -Xms256m —Xmx2048m.

« If you want to multi-threaded analysis, you can adjust the thread count like
below: CodeMRI Option: sasp.thread=3 The max thread count must be your
physical CPU core — 1.
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| 4 Project Wizard - m} e

Summary of Project Configuration

3 Project Info.

_g] Project Name Local Java Sample Project

_;] Path C:\Users\gtone\Desktop'\ProjectLocal Java Sample Project

= Language JavaWeb(Java 1.8)

=] Source File Collection Filter 1 Count

2 Ruleset Java/Web Security Ruleset

=] Encoding UTF-3 -
A Analysis Config. Info.

_5] File Extensions * java;* jsp; . js; = xml; = jar

=] Java Execution Path

_g] Java Execution Option -¥Xms256m -Xmx512m

2l CodeMRI Option sasp.thread=1

< Previous Cancel

Z

9. On the Finish creating the project page, select Open the Project and Start Its
Analysis, and then select Finish.

| 4 Project Wizard — [m] = e

Finish creating the project.

Summary Details
Project creation has started.
Creating directory......... Complete
Creating database...Complete
Impoarting source files. .. Complete

Project has been created.

Open Project | Open the Project and Start Its Analysis

10. The Console window will show the analysis' progress.
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| Console

Analysis | Error

[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP
[trac] [13:43:47] CP/SP

\Warning

<TRACE> CodeMriAnalyzer-proc 45113032; 45113033; 45113034; 45113035; 45113040; (]
<TRACE > CodeMriAnalyzer-proc= 45113053; 45119102; 45119103; 45119121]

<TRACE > CodeMriAnalyzer-proc [info] Process: [336] C:\Users\gtone\BeyondSecurity beSOURCEWS.0.0'beSOURC. ..
<TRACE > CodeMriAnalyzer-proc= 3.3.1

<TRACE> CodeMriAnalyzer-proc [info] Process: [332] C:\Users\gtone\BeyondSecuritybeSOURCEWS.0.0'beSOURC. ..
<TRACE> CodeMriAnalyzer-proc [info] sasp: Loading the configuration file: C:/Users/gtone Desktop/Project/Local Jav...
<TRACE > CodeMriAnalyzer-proc= [info] sasp: PID: 1396

<TRACE> CodeMrifnalyzer-proc [info] sasp: session.mode = save

<TRACE> CodeMrianalyzer-proc= [info] sasp: Working directory: C:\Users\gtone'\Desktop'Project\Local Java Sample P...
<TRACE> CodeMrifnalyzer-proc [info] sasp: Starting SASP analysis...

<TRACE> CodeMriAnalyzer-proc [info] extension: coil_transformers: 1 extensions. 0 transformers ready. 0.000000 sec.
<TRACE> CodeMriAnalyzer-proc> [info] sasp: Loading RDL: [C:\Users\gtone\BeyondSecurity\beSOURCEWS.0.0%es5...

[P List of Rule Violations

[&f Surmmary of Violations |l Console

11. On the dialog that appears, select OK to open the project.
12. The List of Rule Violations tab shows rule violations.

QM a8

Tocalava— | -x

P |y

Descroten | e

Analysis Summary for Local Java Sample Project

susd O

b (5P] Exposare of System Data toan Unauthorized Control Sphere (75)

13.

P Listof Fule Violations [ Surmany o Varation

R —r—
» T Recotigh (108)
+ P e e (51)

¥ wlo- )

(e Descrption [ Fow Trace [ Viaon iy |

[T ye—

Double-click a rule violation to open the Source Viewer. You can refer to description

of the rule, code examples, and related secure coding standards in the right panel.
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it (Ao sy To s ==
« Sexchlp v SeochDown § @B G Weter Euopsan (Windows) |29 Cob1 Chr 1 | e, Rec-Hih, Rec Middli Rec-Low, e tiane
18] || Priority : P citical

5P Path Traversal

il

Desaption | EBxample  Standard  Option
Using an extermally entered vake a5 a resource dentier, such as a fle path or
port nunber, an attacker can use It t Gain access to an nvaid resource.

ception
The following s 2 program that opens the data fe corresponding to the dentier
onized static void initConfig() throws Exception input from the outsde

public syn

String fie =request. getParameter(
Siream fe = pew Flelny

try Fielnpu puts atef + fie);
{ perh
. erhops oper has assumed thersof the comrect type are
28 nprop = new Properties(); n extemal nput vabe ke
» [Criticall[SF] Path Traversal Line 20 »Flow Trace unexpected fe il be opened 25 folows;
» [Rec-Middil[SP] Improper Resource Shutdonn or Release, Line: 20 HFlon Trace
i TnfoISP] Release neediess resources, Line: 20 +Flow Trace Ivarfdata..[..Jetcpasswd = fetcfpasswa
s | alnprop. load(new FileInp 1. tants. ALARM_PROPERTIES)));

Yy otae o
them as an external iput value (whit-ist fiterng). Inevtably, when you ned fo
the iy

cateh (Exception ex)
€ \ 1c) 50 thatony the correct denter 5 used

throw ex;
the above problem can be soived by nserting code that removes

FielnputStream
variable value o

Alternatvely, if the dentiier consists of only aphabet and rumber, you can aso
resolve it by che is i the correctformat:

43 public synchronized static String getConfig(String paramliame, String defaultValue) throws Exception

Relted Standards | Path tne Comn | Source Code Snippet Actve Gude Detaied De.. | Vioaton Status | Review Comment | Trace Info. | Managers
4 P critical 85) 3
» I5P) v copy pr

» [5P] Exposure of System Data to an Unauthorized Control Sphere (75)
» [5P] Leftover Debug Code (8)
4 [SP] Path Traversal (1)
4 CusTConfigjava (1)
[CWE22.... fcomigtone.. » 46 aimprop.load{new Filnpu...  The reader.readline vai.. v
» [P Rec-High (148)
b [P Rec-tiddie (51)
b Info.() v

PP List of Rule Viletions | 55 Summary of Viclations [ Console | [ Rule Description Jo- Flow Trace (33 Violation History |

14. Select a PFlow Trace link in Source Viewer to view the method call chain which
provides a trace back to the first method call of the problem.

|/ CUsTConfgjava | Anslyss Summry - Local Javas... | - x

: Feone |path ne. | Coam | source ode Snppet
4 SerchUp ¥ SeorchDown &) (3 G Westem Euopean (Windows) | Criicl, Rec-High,Rec-Middie, Rec-Low,nfo.

1 Jre .y | 4 Trace Info. Group: 1

5 Al [sumsove | romtoneidar. | 120] 33| wie e = reade
20 QUSTCanfii. fcomitanefdd 3 33 dnpropioadpenFi..
2 2 Trace Tnfo.Growp 2

g Syiiove | fomigoki..| 20| 47|l (e =reser.
24 public synchronized static void initConfig() throws Exception Sysuti java 21 3 &

2 Sysisava w =

Zf try E) 42

airpron = new properties(); e e we w
" s Po Tonso i A o] Srtiovs ol 57 33 songenbe =3

" [Rec-Middie](SF] Impraper Resource Shutdown or Relesss, Line: 29 [+Flow Trace | SysUtljava  fcomjgtone/da/. £ 32 retum envvalue +p...
g Trace

Dinfo ISP Release needless resaurces, Line: 23] CUSTConfg... Jcomgtone/dal. 2 74 amprop.oadfnen Fi...
29 almprop. load(new FileInp: i tants. ALARM_PROPERTIES)) )3

30 3

31] catch (Exception ex)

throw ex;

Relsed Standarcs_|Path e Colan [ Source Code Sippet Actve Gude Detaied ... Volaton Staus | Review Conment | Trace nfo. | Manager’s
4 [P critical (85) 2
, Data

» [5P] Leftover Debug Code (8)
4 [5P]Path Traversal (1)
4 cusTConfigjava (1)
(CWEI22... feomigtone... £ 46 aimpropload(new Flelnp... The reader.readtineQ vk v
» [P Rec-High (148)
» I Rec-Hiddie (51)
< 2
|1 List of Rule Violations [ Summary of Viclations [ i Console | [T Rule Description [o-s Flow Trace [ Violation History

15. Move your pointer over the link of the Path Traversal rule violation to display the
active guide (a correction guide based on actual source code).

NOTE:
« The detected rule violation is located at the bottom of the active guide
window.

e The PFlow Trace link is not provided for every rule violation.
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CUSTConfigjava | Analysis Summary - Local Java S... |

- X
& SearchUp ¥ SearchDown &) (3 G Western European (Windows) | Ln:29 Col:1 Che1 | Critical, Rec.-High, Rec.-Middle, Rec.-Low, Info.
18 | jreees =
~
19 * Reading ini file.
20 * @@@param
21 * @@g@return
22 * @0AFthrows Exception
23 +/
24 public synchronized static void initConfig() throws Exception
25 {
26 try
27 1
28 almprop = new Properties();
" [CriticalllSP] Path Traversal, Line: 29 +Flow Trace
I [Rec-Middle](SP] Improper Resource Shutdown ar Release, Line: 28 +Flow Trace
J _ [nfo IISF] Relesce [Critical][SP] Path Traversal
23 almprop.load(n
30 1
31 catch (Exception ¢ Active Guide
32 { The reader.readLine) value is a string that an attacker can manipulate. Do not make paths with these
33 throw ex; strings. Attackers can attempt to manipulate strings to create a path manipulation attack that reates
) ﬁi"\i‘* they want. If you need to configure the path with this value, remove the dangerous string as
H
while ((ine = reader readUine 0. replace A\, ™) 1= nul)
* Get variable value
] * @@@@param paramName String
0 @freturn ini file's env value.
a1 * @0AFthrows Exception
a2 +/
3 public synchrenized static String getConfig(String paramame, String defaultValue) throws Exception .
i

16. Select Report > Report for Analysis Results to generate a report. To export the
report to a PDF, select File > Export > PDF or select the PDF icon. Select Help to read
more about the beSOURCE Developer Ul.

beSOURCE Developer Edition (Connected to http://127.0.0.1:50102) - &
iy Report Tools Window Help
[ ] % | Rule Name - QR A ?R
‘Analysis Summary - Local Java S... | CUSTConfigjava ) Report for Analysis Results | - X
PGS ~1||FieName Path
» e 4 Trace Info. Group: 1
Systiava | jeomjgtone/da/
CUSTConfig.... fcomgtone/da/
: 4 Trace Info. Group: 2
Report for Analysis Results
SysUtljava | fcomgtone/da/
" Sysutljava | fcomgtone/da/
ProjectNeme: Lacal Java Sarple Project Langings: Java Web e e
Ruleset: Javal/eb Security Ruleset Analysis DateTime: 2019.10.05 13432 Sysitijava  fcomgtone/da
Sysitljava | fcomgtone/da
Summary
Sysitijava | fcomgtone/da/
Sysutljava | fcomgtone/dq/
Detected Files by Priority Detected Rules by Priority L E
» | cUsTConfg ... fcomfatone/dy/.
File Count a4 P Gritical 2 [P ritial 8
Loc 3108 P Rec-High 19 [P Reo-High 18
st o P Rec-Micle 2 [P Reo-Middle 51
Detected Rules 291 P Rec-Low 0 [P Rec-Low 0
Detected Rules Count: 12 ¥ Info. 6 P hfo. 7
Detected Files Info
File Path Defects
T8 GUS TOMER 11java =) B
THCUSTOMER java e 5
THGUS ToMERDjava ey 5
[GtegoyView  Rx Bt e e i
THEUST HOSEN ey i
Al B THEUST GRDEUM ava iz i
Rule Name TEGUST PLACEjava i i
AEI0) ~ THDTTVPE 57D VAL jaa it i)
P [5?] Defensively copy private mutable c TETTEN A TERjava i i
[P [5P] Eiminate noncharacter cede points TB_MAIL DOMAINjava Fdo n
P [5P] Normalze strings before vaidating TRORDFRi i dien it ¥
P [5P] runtime. exec)
1P [5P] specify locale before using locale-d
¥ [5P] Detect and handee flereltederro. | [E[Z [Z]] ¥ | B
¥ (5Pl Detector prevent nteger overfon || Rlated Standards | Path e Coumn | Source Code Sippet Actve Guide Detaled De... | Vilaton Status_|Review Comment | Trace 1
P [5P] Do ot alow priviieged blocks to et - =
P [5P] Do not alow serisization and dese: || ! I Critical (85)
P [57] Do ot trust the valuss of envion ||, [0 pec.-tigh (148)
¥ [5P) Ensure that division and moduo op
V¥ [5°] Do notleak memary (4) » [P Rec-Hiddle (51) Ny
P [57) Release needess resources (3 v || < =l =
< > |[IP Listof Rule Violations [ Summary of Vialstions M Cansale | [ Rule... [o=e Flow .. [& Violat.
] B besourceder

Server mode analysis in beSOURCE Developer

You can analyze the same source files on the beSOURCE Server and in beSOURCE
Developer.

If you use the Server mode analysis in beSOURCE Developer, the beSOURCE Server’s
analysis setting information (for example, rule sets and libraries) are automatically
synchronized with beSOURCE Developer.
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NOTE: The Server mode will not synchronize source files. beSOURCE Developer analyzes
the local computer’s source files with the server-side rule set configuration and libraries
required to analyze them.

Server preparation
To use the Server mode analysis, the administrator must do the following:

Open and log in to the Admin Console.
Select Tools > View Self-inspection Results.
Select the New Project ( @ ) icon.

p owDbd -

In the Project Name cell, enter a name (you can use the same project name currently
in Project Explorer).

5. In the Group box, assign a group.

View Self-inspection Result* - X

Selfinspection Projects(0) [N -]
Project Name Created Date ¥|  User Count Upload Count | Recent Upload Date/Time | Group User
I Java Sample Project 1] 1] :Develop‘.. -

6. Select File > Save.

NOTE:
« The administrator must finish setting up the project analysis settings
before allowing developers to initiate the server mode analysis.

« These steps assume that you have already copied sample source files from
beSOURCE Server to your local PC. The sample file directory on the server
iS [beSOURCE Installation Directory] \Sample and this
document assumes that you have copied them to the
C:\beSOURCE\Sample directory.

Server mode analysis

To analyze sample source files with beSOURCE Server synchronization, do the following:

1. Open and log in to beSOURCE Developer.

2. File > New Project, or select New Project on the Start Page. The Project Wizard
opens.

3. On the first page of the wizard, do the following:
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a. Clear the Type the Project Name checkbox.

b. In the Project Name box, select Java Sample Project (previously added by the
administrator).

c. Inthe Language box, select JavaWeb(Java 1.8).

3 Project Wizard

Project Name iJava Sample Project

Type the Project Name

Language JavaWeb(Java 1.8)

Project Path C:\Users'gtone\Desktop\Project Find

3. Select Next.
4. On the Select Ruleset page, select Server Ruleset.
5. Expand Java Sample Project, and then select Java/Web Security Ruleset.

& Project Wizard

Select Ruleset

Local Ruleset ®) Server Ruleset Ruleset Details

ProjectfAnalysis Target Ruleset

4 Java Sample Project

Java Web JavafWeb Security Ruleset

< Previous Cancel

6. Select Next.
7. On the Select Analysis Target Source page, do the following:
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a. Inthe Importing Path box, enter or select the file path to the sample source
files.

b. Select the Add (+) icon.

& Project Wizard - m} X

Select Analysis Target Source

Collection Target Local - Edit w Mew
Importing Path C:/beSOURCEVS/Sampleflava v
Collection Filter °
Collection Target Importing Path Filter Type Filter Condition
Local C:/beSOURCEVS/Sample/Java Indude = html; *jar; *.java; *.js;...

< Previous Next > Cancel

8. Select Next.

9. On the Summary of Project Configuration page, review the summary of your project,
and then select Create.

10. On the Finish creating the project page, select Finish.

NOTE: If you do not select Open the Project and Start Its Analysis, you can select
the Start Analysis (| I ) icon to start analyzing the project.

3 Project Wizard - m} X

Finish creating the project.

Summary Details
Project creation has started.
Creating directory......... Complete
Creating database...Complete
Importing source files...Complete

Project has been created.

Open Project /| Open the Project and Start Tts Analysis:
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11. The Console window will show the analysis' progress.
12. On the dialog that appears, select OK to open the project.
13. The List of Rule Violations tab shows rule violations.

Uploading and sharing a developer’s analysis results

A developer can upload the analysis results in beSOURCE Developer to beSOURCE Server
in the sever mode analysis.

1. Open the project in beSOURCE Developer.
. Select the Transfer ( ¢ )icon.

2
3. Inthe Tag box, enter one or more tags for the transfer.
4. In the Description box, enter a description for the transfer.

Transfer the results of analysis to the server. ®
Identifier Java Sample Project -
Tag Kay, Local scan

inti Server mode analysis -uploadin
escription

5. Select OK.

The administrator can then view the uploaded analysis results by doing the following:
1. Open and log in to the Admin Console.
2. Select Tools > View Self-inspection Results.

3. Double-click Java Sample Project. The Project Details opens, displaying a summary
of the developer’s inspection results.

4. Double-click the uploaded item. The Self-inspection Details window appears,
displaying details of the analysis' results.
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Seif-mspection Details |/ Project Detals || View Sef-inspection Result

Project Name:
Display Options:

Related Standards:

Java Sample Project User I0;

Display the exclusion file

Display the analysis falure fle

~ | Reference o,

besourcedev

Analysis Tme: | 20:

191005 14:03:47

& search || X dlear

Sk et | T o e wokioe ot v
Priority | Rule Name +[Related st... [FieName NE [ Line Number & | Defect Col...  |Summary of Source | Defect Status [ Review Comment.
P Critcsl | [5P] Exposure of Syste... | [CWEI497 ... DAO.java CrheSOLRCEVS\Samp, 3 2 0oy
[P Critcal | [5P] Exposure of Syste.., | [CWEI497 .. DAQ.java CrPESOLRCEVS\Sampl.. z 2 0 i
[P Critcal  [5°] Lefover Debug Code | [CWEI483 | CustomerDetaiRunjava | C:beSOURCEVS\Saml, 2 z » -eeee
PP Citcsl | [5P] Lefover Debug Code [CWEI48  CustomerMasterRunjava | C:beSOURCEVS\Saml, E) ) 35 -eeee.
[P Citcal | [59] Leftover Debug Code [CWEI483 B CDOtActon.java C:1peSOLRCEVS\Samp, 2 b} 9 ¥
[P Citcel | [sP] Lefiover Debug Code [CWEJ489  TB_CDO2Acton java CrpeSOLRCEVS\Samp, 2 b s
[P Critcal  [5°] Leftover Debug Code [CWEI483 T8 CDActon.java CrpeSOLRCEVS\Samp, 2 B E]
[P Cribcsl | [5P] Leftover Debug Code | [CWEI483 | TB_CUSTOMER 10Acton java | C:1beSOURCEVS\Saml, 2 ) B
PP Criticsl | [5P] Leftover Debug Code | [CWEI48 B CUSTOMER20Acton java | C:beSOLRCEVS\Saml, 2 2] 3
[P Cibcsl | [5P] Lefover Debug Code | [CWEI48 T8 CUSTOMERActonjava | C:beSOURCEVS\Saml, 2 » El
P Criteal  [5°] Path Traversal [CWEI229... | CUSTConfig java CrpeSOLRCEVS\Samp, » % ® by
P Rec.High | [5°] Herd-Coded Passw... [CWEI2S3 ... DAO.java C:1peSOLRCEVS\Samp, 2 % 18 Stingdb_
PP Rec.+igh  [5°] Information Leak ... | [CWEJ209 ... DAOLjava CrpeSOLRCEVS\Sampl, 5 2 0 oy
P Rec.High  [5°] Tnformaton Leak ... | [CWEI209 ... DAOLjava CrpeSOLRCEVS\Samp, ) 2 0 oy
P Rec.... [5P] Inproper Check fo... [CWEI7S4  CustomerDetalRunjava | C:lbeSOURCEVS|Sampl. 2 5 E) .
P Rec. ... [5F] Improper Checkfo... [CWEI7S  CustomerMasterRunjava  CibeSOURCEVS\Saml, B 5 52 .
PP Rec.M... | (5P] Improper Check fo... | [CWEI7S4  Sysliava CrpeSOLRCEVS\Samp, 2 » 7
PP Rec. ... | [5P) Improper Resource. .| [CWEI404 | CUSTConfigjava CrpeSOLRCEVS\Samp, » % ®  wy
[ Rec. ... [5P] Inproper Resource... [CWEJ404  DAOjava C11peSOLRCEVS\Samp, 2 % 18 Stingdb_
[P Rec.M... | [5P] Improper Resource...| [CWEJ404  SysUfijava CrpeSOLRCEVS\Samp, 117 ® w7
PP Rec.M... | [P] speciy locdle befo... | [CWEILI6,... | SysUiava CrpeSOLRCEVS\Samp, 17 & 114
P onfo. P w41, |G v CrheSOLRCEVS\Samp, 2 3 29 public dass Cu,

17 Info. | [5°]Donotleskmemory | [CWEJ401... | CustomerasterRun java

Cr\beSOLRCEVS\Sampl.

2 31 24 publc dass Cu.

Manager Comment

5. Select some violations in the list, and then select Write Comment.

6. Inthe Write Comment dialog, enter a comment and then select OK.

[ beSOURCE Admin Console - http://127.0.0.1:50102 - o
File Edt View Anclysis UserfPemmission Code System Schedule Tooks Window Help
B etuklyon < @ T T & » B ©
inspection Detais | |/ View Seffinspection Result_|
ProjectNme: Java Sanple roect User besourcedey | AnalysisTme: (20191005 140547
Display Options: Display the exdusion fie Display the analysis failure file
Relsted Standarc ] Reference o & sexcn |[ X cear
b inteComent | (B viewsame viotors ofserver
Proty | Ruk Name: < [Rebtedst.. [rie tame <Jrath < Line tmber | Defect Col... ~ | Summary of Source | Defect Staus | Review Comment | ansger Comment
» [/ critical  [SP] Exposure of Syste...  [CWE]497... DAO.java C:\peSOURCEVS Sampl.. 13 2 0wy
VI P cical | [SP] Exposure of Syste... | [CWE487... DAO.java CibeSOURCEVS\Sampl.. 23 12 2 oy
[P Criticel | [SP] Lefover Debug Code | [CWE]489  CustomerDetaiRun java CibeSOURCEVS\Sampl.. 2 2 3 =eeeer
[P Criticel | [SP] Leftover Debug Code | [CWE]489  CustomerMasterRunjava | C:\beSOURCEVS\Sampl. E) 23 35 *eeeer
[P Criticsl 5P Lefover Debug Code [CWE]489  TB_CDO1ACton.java CibeSOURCEVS\Sampl.. 2 23 ]
[ Criticsl | [5P] Leftover Debug Code  [CWE]439  TB_CDO2Acton.java Ct\beSOURCEVS\Sampl.. 12 23 9
[P Critical | [SP] Leftover Debug Code | [CWE]489  TB_CDActon java CibeSOURCEVS\Sampl.. 2 23 3

=& \Write Comment

We must fix DAD.java before releasing date.|

Cancel

The developer can then view the comments of administrator by doing the following:

1. Open beSOURCE Developer.

Select File > Close Project.

. Select the Java Sample Project project to open it again.

2.
3. Select the Start Page ( 51 ) icon.
4
5

. Select the List of Violations tab to view the administrator's comments.

Enterprise Quick Start Guide

www.fortra.com

page: 57



Analyzing Source Files in beSOURCE Developer / Server mode analysis in beSOURCE Developer

NOTE: The Uploading Analysis Results feature is also available for Local mode
analysis.

List of Rule Violations 2 x
BEELY ®
Related Standards | Path Line Cokum Source Code Snippet Actve Guide Detaled De... | Vidation Status | Review Comment | Trace Info. | Manager's Comment

4 [ critical (85) fal

» [SP] Defensively copy private mutable class members before returning their references (1)

4 [SP] Exposure of System Data to an Unauthorized Control Sphere (75)

4 DAOJava (2)

[CWEIS... | fdao 13 12 e privtstackTrace(); Do ot print the exception.. v Ve must fix DAO java before releasing date
[CWEl®... | fdao 3 12| e privtstackTrace(); Do not print the exception.. v We must fix DAO.java before releasing date

} SQLQueryjava (1)

» TB_CD.java (2)

» TB_CD10java (2)

» TB_CD20java (2)

» TB_CODE_ANAL_LOAD.java (4)

» TB_CUST_HOUSEH.java (4)

[P List of Rule Violations |7 Summary of Violations M Console |
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Analyzing Source Files in the
Eclipse Plugin

This chapter describes how analyze sample source files on the developer computer using
the beSOURCE Eclipse plugin.

You can analyze source files using either of the following two modes in the beSOURCE
Eclipse plugin:
e Local - Uses a local rule set to scan source files on the local computer.

« Server - Uses server-side setting information such as rule sets and libraries by
synchronizing with the beSOURCE Server.

NOTE: It is recommended to copy sample source files from the beSOURCE Server to your
local computer. The sample file directory on the serveris [beSOURCE
Installation Directory] \Sample.

Setting up the Eclipse plugin

After installing the beSOURCE Eclipse plug, do the following to set up connection
information:

NOTE: For more information on installing the beSOURCE Eclipse Plugin, refer to the
beSOURCE Eclipse Plugin Installation Guide.

1. Select Window > Preferences > beSOURCE.
2. In the Address box, enter the beSOURCE Server's address.
3. Select Connection Test. The Login dialog opens.

Enterprise Quick Start Guide www.fortra.com page: 59



Analyzing Source Files in the Eclipse Plugin / Setting up the Eclipse plugin

R E Preferences

| type filter text beSOURCE Gv -

General A
Ant Enter Rule Server Information:

beSOURCE Input server address for updating rule and analysis engine.

» Cloud Foundry -
Data Management Address: | hitp://1 Con
Gradle zample]

http: 4 zerver. homepage. com: 507102
httpe://100.10.1.1:50102

Help
» Install/Update
5 Java Update Rule, Analysis Engine:
Java EE
Java Persistence

m !

Recent Update:  <Mone>
» JavaScript
2 » JSON

B Maven
Mylyn

Initialize rule and analysis engine

Java Setting for Analysis Engine:

» Comph

nection Test

View Details

Initialize

Enter JOK or JRE home directory of Java 1.6 or higher version.

Plug-in Development Select Directory: | ChJavaljdk1.8.00re

| Search

Remote Systemns .
. vm option: | -Xms128m -Xmx1024m -Xss1024k
Run/Debug

v Server
» Team
Terminal
b Validation
> Web e |

OFVIYO

Restore Defaults

[*5]

Apply

Cancel

24 T T

4. Inthe User ID and Password boxes, enter besourcedev.
5. Select Login.

5 E Legin

15 Login

Accessing Server!

User ID: | besourcedey

[T = T = T - N = |

Password: | sessssnsnnn

2

Cancel

L

= 1TmT

a

1 ey I

6. Select OK to close the connection test.
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7. Select Apply and Close to close the Preferences window.

NOTE: License information is located on the server. When you log in, the license will be
checked automatically. You do not need to apply a license for the plugin.

Creating a Java project

Now, you need to create a Java project for this hands-on exercise.

1. Select File > New > Java Project.
2. In the Project name box, enter a name, and then select Finish.

l 18] Mew Java Project O * '

Create a Java Project

Create a Java project in the workspace or in an external lecation,

V-. Project name: | Java Sample Pru:ujecﬂ | iF

Use default location

Ch\Users\gtone\eclipse-workspaced\Java Sample Project Browse...
e al
JRE
(®) Use an execution environment JRE: JavaSE-1.8 ~
o () Use a project specific JRE: jdk1.8.0 b
() Use default JRE 'jdk1.8.0' and workspace compiler preferences Configure JREs...

Project layout

() Use project folder as root for sources and class files

(@) Create separate folders for sources and class files Configure default...
,_E Working sets
[] Add project to working sets Mew...
Select...
il
E

':?:' < Back Mext = Cancel
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3. Select the Perspective icon.

& Java - Eclipse
File Edit Mawvigate Search Project beSOURCE

E_l i) Welcome 51

4. You may see Package Explorer with the new Java project.

8] eclipse-workspace? - Eclipse IDE

File Edit Source Refactor MNavigate Search Project beSOURCE Run Window Help

o~ BE-E N -0 QA BS LD ick Access || i | 2 @
[# Package Explorer 57 = B8 ] Task List 52 =8 |z
BSle ~ =8 o-EEl el @
~ &7 Java Sample Project. B
=\ JRE System Library [JavaSe-12] x 0% 2|9
(® st -

Al b Activat.. (

@ connect Mylyn
onnect to your

L e

w
q

sic - Java Sample Project

5. In Windows, open the C: \beSOURCE\Sample\Java folder.

6. Select all folders and files within the Java folder, and then drag and drop them into
Java Sample Application > src.

7. On the File and Folder Operation dialog, select Copy files and folders, and then
select OK.
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& File and Folder Operation ®

Select how files and folders should be imported into the project:
(®) Copy files and folders
(") Link to files and folders

(") Link to files and recreate folder structure with virtual folders

Create link locations relative to:  |PROJECT LOC

Configure Drag and Drop Settings...

8. The sample Java source files are copied to Eclipse project.

18] cclipse-workspace2 - Java Sample Project/sre/action/TB_CDO1Action java - Eclipse IDE - o X
File Edit Source Refactor Navigate Search Project beSOURCE Run Window Help
Hmd @O P A EFE TR0 R L@ VB O O [avickaceess |1 g | 22 (@
[# Package Explorer 51 = B  [{ TB.CD0Actionjava 5 = O | Tesklist 12 = o [
, =Ky - !5 backage action; o~ %] | @
v i Java Semple Project | F— -
B\ JRE System Library [JavaSE-1.2] bl : x B8
~ @ e 5 public class TB_CDBlAction { -4
“‘ﬂ&ﬂ:;(mmct s » Al b Activat.. (
x ion java E: i
[4) TB_CDO2Action java = i ahes
TB_CDAction,java 18 static TB CD1® cls = new TB_CD10();
[3) TB_CUSTOMER1DAction java 1
[] TB_CUSTOMER20Action.java 128 public static void main(String[] args) { @ Connect Mylyn
1) TB_CUSTOMERActionjava 13 System.out.println(cls.getData()); Connect to your task and ALM toc
f# com.gtone.dg.customer.cont fig B ) or create a local task.
& com.gtone.dg.customer.query 16
1 az - =
& com.gtone.dq.customerserver he 1y oF Outli.. 13 [F be =]
i com.gtone.dq.customer.util 18 PELRY e ¥ v
i dao i action
[2] CUST_testini v ©, TB_CDOIAction
|| logdj-1.2.8jar 2% cls: TB_CD10

@ 9 main(String[]) : voi

1 Problems 32 d De: e E B = e
a 32 errors, 87 warnings, 0 others
Description - Resource Path Location Type
@ Errors (33 items)
% Warnings (87 items)

Writable Smart Insert 1:1:0

Local mode analysis in the Eclipse plugin

A developer can analyze Java source files with the local rule set inside the plugin by doing
the following:

NOTE: When the Eclipse plugin is opened for the first time, it will download some
modules, and then require you to restart it.

1. Select the project's name > Properties.
2. In the left pane, select beSOURCE.
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3. Under the Local Analysis tab, select a rule set (for example, Java/Web Security
Ruleset).

NOTE: The JavaWeb language means it will analyze Java, JSP, XML and Jar files
all together.

@ Properties for Java Sample Project O x

[ type fiter tedt | | besource Gy v [
Resource 6
beSOURCE Local Inspection Project Setting
Builders []Use Project Created on Server.
Coverage Select Identifier
lava Build Path
Java Code Style Please select a ruleset for the project!
Java Compiler a
lava Editor
lavadec Location ~0 Lism RUI_ESEt -
Project Facets | Android Security Ruleset (JavaWeh)
Project Matures U CERT Java (Java)
Project References ][ CERT Java (JavaWeb)
Run/Debug Settings [ B8l Java CWE/SANS2S (Java)
Server O Java OWASP Top 10 2013 (Java) R‘
Task Repository | Java OWASP Top 10 2017 (Java)
Task Tags | Java Quality Ruleset (Java) 0
Validation [ Java Ruleset (Java) ]
WikiText | Java Security Ruleset (Java) i

1 Java Web Quality Ruleset (JavaWeh)

18 Java Web Ruleset (JavaWeb)

1 E Java/Web OWASP Top 10 2013 (JavaWeb)
] B8l Java/Web OWASP Top 10 2017 (JavaWeb)
Java/Web Security Ruleset {JavaWeb)

— [Py . T p—ry

Initialize Project Clear

=

Restore Defaults Apply

If?Jl Apply and Close Cancel

4. Select Apply and Close.

5. Select the project's name > beSOURCE > beSOURCE Analysis. The analysis on the
source files will begin.
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8] eclipse-workspace? - Java Sample Project/src/action/TB_CDO1Action java - Eclipse IDE - o x
|
W File Edit Source Refactor Navigate Search Project beSOURCE Run Window Help
= Diniw G-iPHe WETIH-0 A ISE VB GO [uick ccess ] 9 | 52 8¢
Package Explorer 37 =8 TB_CDOTAction java 51 =g Task List 37 =g
ge bxpl E 5
Sl ® v 1 package action; el ] =
g 2
52 Java Sample Project 2 | smpart dao.*s
21 IRE System Library [JavaSE-1 Al ’ S LI
5 sre 5 public class TB_CD@lAction { -
- , » Al Activat.. (
args
static TB_CD18 cls = new TB_CD1e();
& public static void main(String[] args) { ) -
System.out.println(cls.gethata()); Outli.. 33 =}
) SEER BN
# action
17} ~ @, TB_CDO1Action
18 4% 51 TBCD10
@ ° main(String[]) : void
& Consale 2 BERElME-my=0
- beSOURCE
«<trace>» [trac] [17:22:10] CP/SP  <DEBUG> CodePrisminalyzer- - logical path :C:/Users/gtone/eclipse-workspace: A
<<trace>> [trac] [17:22:10] CP/SP  <DEBUG> CodePrismAnalyzer- - only name : TB_ORDERM.java
«<tracer»> [trac] [17:22:10] CP/SP  <DEBUG» analyzeStarted.-C:/Users/gtone/eclipse-workspace2/.metadata/.plugins/ci
8l <strace>> [trac] [17:22:10] CP/SP <INFO> [CMParseriebExtractor] analyze-cp start> -C:/Users/gtone/eclipse-workspace
<strace>> [trac] [17:22:10] CP/SP <TRACE> CodePrismAnalyzer-CommonData : com.gtone.cm.codeprism.CPCemmonDatagbe:
<ctrace>> [trac] [17:22:16] CP/SP <TRACE> -RuleVisitor Start.
<ctrace>> [trac] [17:22:16] CP/SP <TRACE> -RuleVisiter End

7 <<trace>> [trac] [17:22:18] CP/SP <INFO> CodePrism- Analyzing is ended

<<trace>> [trac] [17:22:18] CP/SP  <DEBUG> End Analyzer-com.gtone.codeprism.standalone.analyzer.codeprism.CodePri
<ctrace>> [trac] [17:22:18] CP/SP  <DEBUG> Memory-max=910.5M, total=225.8M, free=182.99683M, used=42.89317M
«<tracerr [trac] [17:22:18] CP/SP <TRACE> CPStandAlone-ANALYZE FILE : [31/33] :C:fUsers/gtone/eclipse-workspace
«<tracer> [trac] [17:22:18] CP/SP <INFO> [CMParseriebExtractor] commonAnalyze start> C:/Users/gtone/eclipse-workspa:
<strace>> [trac] [17:22:10] CP/SP <INFO> [JAVA:Javamnalyzer]-EXTRACT> begin. C:/Users/gtone/eclipse-workspace2/.met:
<strace>> [trac] [17:22:10] CP/SP <INFO> [JAVA:Javamnalyzer]-EXTRACT> end. C:/Users/gtone/eclipse-workspace2/.metad:
<ctrace>> [tracl [17:22:181 CP/SP <INFO> [(CHParserWebExtractor] commonfnalvze end> 12ms. memorv:d3MB- &2

Writable Smart Insert 11:5:136  Code Analysis...: (43%) [ L=

6. The beSOURCE Analysis Results tab will show any violations.

8] cclipse-workspace? - Java Sample Project/src/action/TB_CDO1Action java - Eclipse IDE - o %
-
|| Fie Edit Source Refoctor Mavigate Search Project beSOURCE Run Window Help

e DiINiE @i -0 R-QIEE VLo [Quickhccess |3 9| 58 @)

T 1 Package Explorer 52 = B  [§) TB_CD0lActionjava 52 = B [ Tasklist 52 =8 &
=[E=N package action; u YEslexiE =
| 2 Java Sample Project import dao.*; P

B JRE System Library [J=

8 sic

public class TB_CDB1Action {

s [Fnd — J» Al b Activat. @

args

static TB_CD1@ cls = mew TB_CD1@();

Outline 52 =a
= public static void main(string[] args) { =
System.out.println(cls.getbata()); SELR BN K e
# action
v g ction
¥ O, TB_CDO1A:
1 2% cls: TB_CD10
18 @ ¥ main(String[]) : veid

{1 Problems @ Javadoc [} Declaration [ Console | X2 beSOURCE Analysis Result 52 |2 beSOURCE Error =a

PEPPE - HYPRSS2E®
85 Critical, 148 High, 51 Middle, 0 Low, 7 Info.
Java Sample Project, Java/Web Security Ruleset, 2019/10/05 17:22:04, 34 files
Rule 7 path Line Co... Code Snippet Details Status DefectS.. "
v 1 Recommended-High (148 items)
[SP] Hard-Coded Password src/daofDAO java 21 3 conn= DriverManagergetConnecti. New
= [5P] Leak through Error \ [ sre/comv/gtone/dg/cu... 35 25 0 New

SP] Information Leak through Error N [ sre/dan/DAO java 13 12 eprintStackTrace(; New
= [SP] Information Leak through Error N [ src/dao/DAC java 3 12 New
= [SP] Information Leak through Error [ src/dao/TB_CDjava 29 20 New
SP] Information Leak through Error \ [ sre/dan/TBCDjava 35 21 eprintStackTrace(; New
SP] Information Leak through Error N [ src/dao/TB_CD10jave 29 20 e.printStackTracef New
= [SP] Information Leak through Error [ src/dao/TB_CD10java 35 21 eprintStackTrace(): New
SP] Information Leak through Error N [ sre/dan/TB CD20java 20 20 eprintStackTrace(; New
= [SP] Information Leak through Error N [ src/dao/TB.CD20jave 35 21 eprintStackTrace] New .
< >

7. Double-click a rule violation to open the Source Editor and Trace Information
window.
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8. Select the Detail Information (%)) icon to view the rule's description, code examples,
and related secure coding standards.

Line Co... Code Snippet Details S A Dese
2 eprintStackTrace(; New

such a2 2 file path or p an sttacker can use itto gain

opens the data ile corresponding to the identifier input from the outside.

clclzlslzisls i

SN EEEEEES

le path or attacker

NOTE: For more information about the plugin’s functions, select Help > Help Contents >
beSOURCE User Guide.

Server mode analysis in the Eclipse plugin
Now, we will change the project property to use the server mode analysis.

1. Select the project's name > Properties.
2. Select Use Project Created on Server.

3. Select Java Sample Project as an identifier (created by administrator in the previous
chapter).

4. Select Server Ruleset > Java Sample Project > Java Web (Java/Web Security
Ruleset).

5. Select Apply and Close.
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i8] Properties for Java Sample Project O X

| type filter text | beSOURCE N Ty
Resource
beSOURCE Local Inspection Project Setting
Builders Use Project Created on Server,
Coverage Select Identifier: | Java Sample Project ~ 1
Java Build Path

E Java Code Style Please select a ruleset for the project!

Java Compiler
Java Editor

Javadoc Location U L =

w []  Server Ruleset
~ []  Java Sample Project
Java Web (Java/Web Security Ruleset)

Project Facets
Project Matures
Project References
Run/Debug Settings
Server

i Task Repository

Task Tags

Validation

WikiText

Initialize Project Clear

3
A Restore Defaults Apply
5 L
5 ':3:' Apply and Close Cancel i
5 i
crefdan/TE ARNER 1 AR 71 T —" Rl

6. Select the project's name > beSOURCE > beSOURCE Analysis. The source files will
be analyzed after synchronizing the rule set and libraries on the server.

7. Select the Transfer ( < ) icon. The Synchronize Analysis Result dialog opens.

8. Inthe Tag box, enter one or more tags for the transfer.
9. In the Description box, enter a description for the transfer.
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i@} Syncronize Analysis Result and ... O et
u
1 Select Transferring Data
i (®) Transfer Defects to Server .
- Download Manager Comment

Identifier Java Sample Project
=g Tag Analysis Results from eclipse plug-in v|
=
Analysis Results from eclipse plug-in|

:
;| Description
= Upload 34 files.. [
u

ot

10. Select OK.
11. On the dialog that appears, select OK.
12. Select the Export ( [x ) icon.

13. Specify the file name, and then select OK. You can export the analysis results to an
Excel file.

NOTE:
 If you run Admin Console and open details of View Self-inspection Result, you
can see the uploaded analysis results from Eclipse plugin.

« The uploading analysis results feature is also available for local mode analysis.
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Analyzing Source Files in the
Intellid IDEA Plugin

This chapter describes how to analyze sample source files on the developer computer using
the beSOURCE Intellid or Android Studio plugin.

You can analyze source files using either of the following two modes in the beSOURCE
IntelliJ or Android Studio plugin:

e Local - Uses a local rule set to scan source files on the local computer.

« Server - Uses server-side setting information such as rule sets and libraries by
synchronizing with the beSOURCE Server.

NOTE: It is recommended to copy sample source files from the beSOURCE Server to your
local computer. The sample file directory on the serveris [beSOURCE
Installation Directory] \Sample.

Setting up the Intellid or Android Studio plugin

After installing the beSOURCE IntelliJ or Android Studio plug, do the following to set up
connection information:

1. Select File > Settings > beSOURCE Global Settings, or select File > Settings > Tools
> beSOURCE Global Settings.

2. Select Register Rule Server.
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Tools beSOURCE Global Settings

» Appearance & Behavior Rule Server
Keymap

» Editor
Plugins

P Version

» Buil ! ploy Rule Engine

» Languages &

¥ Took

3. On the Rule Server Setting dialog, do the following:
1. In the Address box, enter the beSOURCE Server's address.
2. Inthe ID and Password boxes, enter besourcedev.

4. Select OK.

Rule Server Setting =

Register Rule Server

Address: hittp://

besourcedey

EEEEEEEE

5. On the Login dialog, select OK.
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6. When the you log in for the first time, an update will run to download rule sets and
the analysis engine.
Rule & Library update
Update Analyzer_CP.zip (5/17)

Cancel
install...

7. To update the rule set and analysis engine manually, select Synchronize on the
beSOURCE Global Settings window.

Tools beSOURCE Global Settings

Rule Server

» Editor
Plugins egister Rule

» Versio

» Build, Exe oy Rule Engine

» Languages & Frameworks

Troubleshooting

NOTE: If abnormal behavior or an unexpected error occurs in the IntelliJ/Android
Studio plugin, select Initialize Rule Engine to initialize the rule engine and local
rule sets, and then select Synchronize to download the rule engine and rule sets
again.

Now, you need to create a Java project for this hands-on exercise.

l NOTE: The beSOURCE Intellid or Android Studio plugin requires Java 1.8 or later.
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1. Open IntelliJ IDEA.
2. Select Create New Project.

¥ Import Project
= Open

[ Check out from Version Co

QX Configure v GetHelp v

3. Select Java.
4. Next to the Project SDK box, select New.

Empty Project

Ermor: library is

5. Select the location where JDK 1.8 is installed.
6. Select OK.
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7. Select Next.

]
T New Project

Error: library is

9. In the Project name box, enter a name.
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10. Select Finish.

" [E] New Project

Finish

T T T T T

11. Under the new project, select the src folder.

| File Edit View Mavigate Code Analyze Refactor Build Run Tools

& Java Sample Project SIC

12. Copy all files from the [beSOURCE Server Install
directory] \Sample\Java folder, and then paste them into the src folder in the
project window.

13. Select OK.

1J ': O r:: '3

Copy specified files and directories

To directory:  ChUsers\gtonehldeaProjectsiJava Sample Project!srg

/| Open copy

Cancel

14. The Java sample source files are copied.
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Refactor

File Edit Wiew Mavigate Code Analyze

Jawva Sample Project S
Project =

Java Sample Project

ddea

I 1:Project

Src

action

Local mode analysis in the Intellid or Android Studio
plugin

A developer can analyze Java source files with local rule sets inside the plugin.

Select File > Settings > beSOURCE Project Settings, or File > Settings > Tools >

beSOURCE Project Settings.

2. Select the Analysis Setting tab.
Select Local Ruleset > Java/Web Security Ruleset.

1.

w

4. Select OK.
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» Appearance & Behavior
Keymap
» Editor

Plugins

P Version Control

» Build, Execution, Deployment
» Languages & Frameworks

¥ Took

7. The Rule violations list will appear after the analysis job completes.

8. Select a rule violation in the left panel and issue code lines and flow trace
information will display in the Detail tab. When you select an issue line link, the
Source Code Editor opens.
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Server mode analysis in Intellid or Android Studio plugin

Now, change the project property to use the server mode analysis.

1. Select File > Settings > beSOURCE Project Settings, or File > Settings > Tools >
beSOURCE Project Settings.

Select the Analysis Setting tab.

Select Server Ruleset > Java/Web Security Ruleset.

Select Java Sample Project in the Select Self-inspection Project option.
Select OK.

a kD
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Tools beSOURCE Project Settings

» Appearance & Behavior Anal
Keymap

» Editor
Plugins

» Version Control

» Build, Execution, Deployment

P Languages & Frameworks

>

6. Select Analyze > beSOURCE - Analyze Project. It will try synchronization with the
server-side configuration and the console panel shows the progress of analysis.

T8 DT_TYPE ST]

7. The rule violations list will be shown after the analysis job is complete.
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>
>
>
>
»
5
>
>
>
>
»
5
>
>
>
>
»
5
>
>
>
>

= besOURCE B

Q
123:41 CRLF UTF-2

NOTE:
« If you run Admin Console and open details of View Self-inspection Result, you
can see the uploaded analysis results from Eclipse plugin.

» The uploading analysis results feature is also available for local mode analysis.
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Filtering Out False Alarms

If you find a false alarm in the violations list, you can exclude it by using filtering function.
beSOURCE provides status management feature for an individual violation.

Filtering false alarms in beSOURCE Client

The beSOURCE administrator can view the analysis results on the beSOURCE Server and
manage status of each rule violation.

1. Open and log in to beSOURCE_product” style="font-weight: bold;" /> Client as an
administrator (besource).

2. Inthe Application Explorer, select Java Sample Project.
3. Select Code Quality/Security Inspection > Show Rule Violations.

4. Select arule violation (for example, Left Debug Code - CustomerDetail.java Line no
42).

8] beSOURCE Clent - Local Host (http://127.0.0.1:50102) - E X
File Edit View Search Tools Window Help

=] R | Default Layout

er | Code Snippet Active Guide Message

table class members before returring thef references (1)

7+ Dashboard

A Source Code Qualty Analysis
= e Data to an Unauthorized Control phere (75)

Vunerabity Analysis

4 [5P] Leftover Debug Code (5)

4 CustomerDetaiRu

42| public static void main(String[] args... Itis recommended to reme...

after Ifitis deployed with t
] that either of these access.

¥ou should not define main{) in J2EE application. Eventhough you define it for debugding, you should delete main( after debugaing.

Desciiption | Sample  Standard

Ready

5. Select Set Defect Status.
In the dialog that appears, select one value for the rule violation and add a comment.

» Cleared - It is cleared by other actions.
» Defect- It is an explicit rule violation.
 Ignorable - It can be ignored, not critical.
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« Not Defect - It is not a rule violation and a clear false alarm.
* Not Reviewed - It should be reviewed at a later date.
7. Select Not Defect and add your comments.

8. Select OK.
i Set Defect Status %
Defect Status : Mot Defect -
Review Comment : Itis a false positive |

9. The rule violation will disappear in the list and will not be included in any report.

NOTE: The excluded false alarm will be maintained in the next analysis result.

10. Select View Rule Violations Excluded by Filter ( ¥ |) icon. Only the excluded rule
violations appear. Select the icon again to display rule violations.

Rule Violation Result - Java Sa.. | - x|

o [E[E][_[¥] critical, Rec-High, Rec.-Middle, Rec.-Low, Info.

.g Related 5t... |Path 4 |Line Number & | Code Snippet Active Guide Message
T4 [P critl (D i
T

=

4 [5P] Leftover Debug Code (1)

b CustomerDetailRun.java (1)

11. Select Set Defect Status.
12. Set the status to Defect and add a comment.
13. Select OK.
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I set Defect Status X
Defect Status : Defect b
Review Comment : Itis a false positive.

-= Mot falze positive|

14. The rule violation will disappear from the false alarm list.

15. Select the View Rule Violations Excluded by Filter ( ¥ ) icon to return to the
violations list.

Filtering false alarms in beSOURCE Developer

The basic concept is same as beSOURCE Client. Developer can review his own analysis
results and set the status of rule violation.

1. Open and log in to beSOURCE_product" style="font-weight: bold;" /> Developer as a
developer (besourcedev).

2. Open the Start Page, and then select Java Sample Project.
3. Inthe List of Rule Violations panel, select a rule violation.

List of Rule Violations

o x
EEENE A

Related Standards | Path Line Calumn Source Code Snippet Active Guide Detailed De... | Violation Status | Review Comment Trace Inf|
4 [ critical (85) "

¥+ [SP] Defensively copy private mutable class members before returning their references (1)

4 [SP] Exposure of System Data to an Unauthorized Control Sphere (75)

4 DAOjava (2)

[CWEl4s... | fdao 13
[CWEJ4S... | jdao 3

} SQLQuery.java (1)

12 e.printStackTrace(); Do not print the exception....

12 e.printStackTrace(; Do not print the exception....

» TB_CDjava (2)

» TB_CD10java (2)

} TB_CD20java (2)

» TB_CODE_ANAL_LOADjava (4)
} TB_CUST_HOUSEH.java (4)

» TB_CUST_ORDSUM.java (4)

} TB_CUST_PLACEjava (4)

+ TB_CUSTOMER.java (8)

< >
[ List of Rule Violations | [ Summary of Violations |l Console |

4. Select Modify the Violation Status.
5. Set to Ignorable and add a comment.
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6. Select OK.
b Modify the Violation Status W
' Violation Status : Ignorable - i
Review Comment : Itis not u:riﬁu:al.| |
?i
t
[ Cancel p

7. The rule violation will disappear in the list and will not be included in any report.

' NOTE: The excluded false alarm will be maintained in the next analysis result.

8. Select View Excluded Items ( ¥ |) button. Only the excluded rule violation appears.

List of Rule Viclations 1 x

EEELIF ®

Relsted Standards Path Line: Column Source Code Snippet Active Guide Detailed De... | Violation Status | Review Comment Trace Inf
4 [P critical (2)

4 [SP] Exposure of System Data to an Unauthorized Control Sphere (2)

i+ DAO.java (2)

9. Select Modify the Violation Status.
10. Set status to Defect and add a comment.
11. Select OK.
12. Select the View Excluded Items ( ¥ ') icon to go back to the violations list.

Filtering false alarms in Eclipse plugin

The basic concept is same as beSOURCE Developer. Developer can review his own analysis
results and set the status of rule violation.

1. Open and log in to the Eclipse plugin as a developer (beSOURCE > Login).
2. Open the Java Sample Project project. If required, analyze the project again.
3. Select a rule violation in the list.
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@ eclipse-workspace? - Eclipse IDE - [u] <
File Edit Source Refactor Navigate Search Project beSOURCE Run Window Help
i/ Bivi®E-iF B O R AVISE il H GG Bl e@
[ Package Explorer 13 = BCD [J) CUSTConfigjava 3 =0 Ewitx od-|[EElelxfhel9~ =07
~ i Java Sample Project i
:; JRE System Library [JavaSE-1.£] e =0
v e Reading inj, File -
8 action a (35:25) 50l Query java
P ————— i v (3525 eprintStackTracel);
e — s Exception “= (35:25) e printStackTrace(;
i com gtone dg.customer.server public synchronized static void initConfig() throws Exception =
# com.gtone.dg.customer.util
8 dso try
£5] CUST testini 1
el almprop = new Properties();
£ tog4i-1235 almprop. 1oss( T
4
catch (Exception ex)
throw ex;
3
Get variable value v
< >
a 2 beSOURCE Analysis Result 53 FPPrY =-Erase2@®@ -0
€5 Ciitical, 148 High, 51 Middle, 0 Low, 7 Info,
Java Sample Project, Java/Web Security Ruleset, 2013/10/05 17:32:01, 34 fles
Rule Path Line  Co.. CodeSnippet Details Status Defect .. Review Comm...  Manager Con A
1 Gritical (85 items)
(SP] Defensively copy private mutable [P src/dao/DA java % 18 retum conn Same
= 5P Exposure of System Data to an Ut [P sr ERT} Same
= 5P Exposure of System Data to an Ut [P src/dac/DAO java 112 eprintStackTracel; Same.
= [SP] Exposure of System Data to an Ut [ src/dso/DAO,java 23 12 eprintStackTrace(: Same
= [SP] Exposure of System Datato an Ut [ src/dao/TB.CDjava 29 20 e;printStackTrace(; Same
= [SP) Exposure of System Data to an Ut | TBCDjava 35 21  eprintStackTrace(; Same.
= [SP] Exposure of System Data to an Ut [ /TB.CDI0java 20 20 eprintStackTrace(; Same
= (5P Exposure of System Data to an Ut TB.CD10jave 35 21 eprintStackTracel); Some
= [5P) Exposure of System Datato an U [J src/cao/TBCD20java 20 20 eprintStackTrace(): Same
= (SP] Exposure of System Data to an Ut [J1 321 eprintStackTracel; Same.
= (5P Exposure of System Data to an Ut [ 3 20 eprintStackTiacel; Same
= [SP] Exposure of System Data to an Ur [P src/daoy w35 21 eprintStackTrace(; Same
= [SP] Exposure of System Data to an U [P src/dao/TB_CODE_AN... 63 20 eprintStackTracel; Same
= [SP] Exposure of System Data to an U [P src/dao/TB.CODE_AN... 69 21  eprintStackTrace(; Same
# [SP] Exposure of System Data to an Ut [P src/dao/TB CUSTOM... 29 20 ejprintStackTrace(); Same v
2 y: P
< >

4. Select Input Defect Message.
5. Set status to Not Defect and add a comment.
6. Select OK.

E Defect Management >

Defect Type Mot Defect w

Seems a fhlse positive

Defect Message

Cancel

7. The rule violation will disappear in the list.

NOTE: The excluded false alarm will be maintained in the next analysis result.

8. Select the View Excluded Items ( ¥ ) icon. Only the excluded rule violations appear.
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[0 Problems @ Javadoc [, Declaration ) Console |2 beSOURCE Analysis Result 52 | [ beSOURCE Error PIEPPL =-GYasaR® =8

1 Critical, 0 High, 0 Middle, 0 Low, 0 Info
Java Sample Project, Java/Web Security Ruleset, 2019/10/05 17:32:01, 34 files
Rule Path Line Co. Code Snippet Details Status Defect S.. Review Comm. Manager Com..

v I Critical (1 items)
= [SP] Exposure of System Datato an Ut [PV src/dao/DAO java 1B 12 eprintStackTrace(); Same  Not Defe... Seems afalse po..

9. Select Input Defect Message.
10. Set the status to Defect and add a comment.
11. Select OK.
12. Click the View Excluded Items ( ¥ ) icon to go back to the violations list.

l NOTE: This feature is same in the IntelliJ/Android Studio plugin

Active Filtering between beSOURCE Server and
developer PC

The active filtering means synchronization of rule violation status between server and
developer PC. For example, if a project in beSOURCE Developer uses server mode analysis
and beSOURCE administrator excludes some rule violations, the false alarm information will
be automatically applied to beSOURCE Developer project.

1. Open and log in to the beSOURCE_product" style="font-weight: bold;" /> Client as an
administrator.

2. In the Project Explorer, select Java Sample Project.

3. Select Code Quality/Security Inspection > Show Rule Violations.

Select a rule violation (for example, Left Debug Code — CustomerDetail.java Line no
42).

Select Set Defect Status.

Select the Not Defect status and add some comments.

Select OK.

Open and log in to beSOURCE_product" style="font-weight: bold;" /> Developer as a
developer.

9. Open the Java Sample Project project. Its Analysis mode should be set to SERVER.
10. Select the Start Analysis (| > ) icon.

»

© N o o

11. Check the ‘List of Rule Violations’ panel after the analysis is completed.
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List of Rule Violations 3 x

EEELIF®

Related Standards | Path Line Column Source Code Snippet Active Guide Detailed De... | Violation Status | Review Comment Trace Inf
4 [P critical (1)

4 [5P] Leftover Debug Code (1)

| 4 CustomerDetailRunjava (1)

[CWE]488  feom/gtone... 42 23 public static void main(Strin... | Itis recommended to remo... Mot Defect 1tis a false positive.

12. Select the View Excluded Items ( ¥ ) icon. The false alarm set by the administrator
is automatically applied to the beSOURCE Developer’s analysis results.

NOTE:
» This feature is same for Eclipse, IntelliJ/Android Studio plugin analysis.

« The active filtering is available for only server mode analysis.

Automatic filtering in analysis engine

Administrator can set filtering option to exclude some specific rule violations by file or
directory.

o s comsshre 07 ]

s ]

0@ besurce

Assume that the administrator wants to remove the Leftover Debug Code rule violations in a
series of Action java files from Java Sample Project project.

The project imports source files from C: \beSOURCE\Sample\Java base directory. The
base directory has three sub-folders: action, com, and dao. A series of Action java files are
located in the action folder.
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Open and log in to the Admin Console as an administrator.
Select View > Project Explorer.
Double-click Java Sample Project. The Project Configuration window opens.

rwbnn -

Select the Analysis Target tab.
| Project Configuration-Java Sa. | - x

Project Name | Java Sample Project

Java Sample Project
Desaription

(@) Schedule Setting () Execute Collection/Analysis [jgf] Generate Statistics 3§

00 ® -0

Collection Target | Analysis Target

Analysis Target Analyzer
b i[)] | Javawieb Java Web
Application Filter @ @ qQ
Fitter Type(®) Collection Target Filter Condition(%)
+ | Incude ~ | Java Sample Project =

5. Select Detail Setting. The Analysis Setting window appears.
| ——

Project Configuration-Java Sa...

g- x
Project Name | Java Sample Project o
Java Sample Project @ Csample Project
Desaiption @ CoP Sample Project
& Java Sample Project
Collection Target | Analysis Target (@) Schedule Setting (@) Execute Collection/Anslysis (] Generate Statistics 38
0@ -0

Analysis Target Analyzer & Basic Setting

» lﬂ Java Web Java Web @ Detail Setting

6. Select the Code Quality/Security Inspection tab.
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7.

Analysis Setting-Java Web | Project Configuration-Java Sam...

- X

Java Web
Java Web

Structure Analysis USA Metric SecurityPrism

FALES z
gz s
2 3

2l i
HiH &
%

7 AnalysisFiter ), Reference Seting {3} Analysis Option
JavajWeb Security Ruleset

Rule Set Description Java/Web Security Ruleset

Select the Add (+) icon.

lghLiteral {2 Extract Data Type

© Sstart Analysis

[ Code Quality/Security Inspection | | Analysis Target

Exduding Rule

8. Enter ‘**Action. java for the filter condition.

9.

NOTE:

base directory.

Exdusion List

e ** means everything including sub folders. The **Action.java’ means that
all Java files which include Action in the name under all sub folders of the

« If you want to exclude all files in ‘com’ directory of the base directory, you
can set the filter **/com/**’.

()

Filter Condition

Excluding Ruie

1 F**action.javal

f 0 rules) are selected,

In the Excluding Rule box, select the Leftover Debug Code rule.

Enterprise Quick Start Guide

www.fortra.com

page: 88



Filtering Out False Alarms / Automatic filtering in analysis engine

1

[ Analysis Filter ), Reference Settng {3 Analyss Opton b Literal [ Code Quality/Security Inspection || 7] Analysis Target

|me Set ‘ |besource Java Rueset <
|pa,se, ‘ [12va |
Rule Set Desaription beSOURCE Java Ruleset
Exclusion List D
Filter Condition Excluding Rule
3 f v
= Oselect Al Left Q
Rule Name ’
OF ece
={M][ET Source Code Vulnerability
[T AP Abuse
{JE pata Handing
[ Error Handing

=W nsuffident Encapsulation
L& [5P] Data Leak between Sessions
+-[] /] [5P] Exposure of System Data ta an Ui...

[ & [5P] Private Array-Typed Field Returne...
] ] [5P] Public Data Assigned to Private Arr...
[JE3 Poor Code Quality Indicator
[ security Functions
[JET Time and State

10. Select File > Save.
11. Select Start Analysis ( @ strtanalyss ).

12. Select the Search ( “ )icon.

13. Select Select All.
14. Select Execute.

NOTE: These actions are needed to analyze all source files in the project again.

O Start Analysis - Java Sample Application - m} X
Analysis Type Select Al [Search Fiter I | @ [searchinResuits
| Structure Anzlysis
= v |Dependency Filter ‘ | |
” Result : 33
Security [nspection
"
Il]anilmfmderhae to make a group by the column
Indude D 7 Object Type Child Path Anz
1067 Java Source File Jaction/ TB_
1068 Java Source File Jaction/ TB_
1068 Java Source File faction/ TB_
1070 Java Source File faction/ TB_
1071 Java Source File factionf TB_
1072 Java Source File Jaction/ TB_
1073 Java Source File Jjdao/ DAC
1074 Java Source File Jjdao/ TB_w
< >
Temporary depository for search result : 0
l]anilmhaaduhae to make a group by the column
D / Object Type Child Path Analysis Targs
[J1indude Failed Files/Objects
[1Re-analysis
[ Quality/Security Inspection Only
< >
Execute Close
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15. Check if the analysis job is completed.

16. Open beSOURCE_product" style="font-weight: bold;" /> Client.
17. Double-click the Java Sample Project project.

18. Select any Action java file or action folder in the File/DB Explorer.

19. Select Code Quality/Security Inspection > Show Rule Violations. You will see there
is no rule violation for the Leftover Debug Code.

5] beSOURCE Clent - Local Host (http://127.0.0.1:50102) - O x
File Edit View Search Tools Window Help

B Q| Defaut Layout - E® [2] 5] H

Jave Sam.._| Rule Violton Result. ave/action | =

 [path Line Number | Code Snippet Active Guide

Fie/DB | Deleted Fie
Te..T k.- [&5... [ [ 6D | B

Finished receiving data. 8 & besource

NOTE: If your project in beSOURCE Developer or Eclipse/IntelliJ/Android Studio plugin
uses server mode analysis, the above excluding options will be applied automatically to
your project in beSOURCE Developer or plugins.
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Integrating with Jenkins

Preparing for Jenkins

If you do not current have Jenkins environment, do the following:

Go to https://jenkins.io/download/.
Download Jenkins 2.xx.x for: Windows.

Unzip the file.

Ao =

Double-click the jenkins.msi file in the unzipped folder and install Jenkins.

Services - O X
File Action View Help
e |DEc Hm »anw

2} Services (Local)

. Semvices (Local)

Jenkins Name Description  Status Startup Type  Log OnAs ”~
{3, IKE and AuthlP IPsec Keying Madules The IKEEXT ... Running  Automatic (T... Local Syste.

Stop the service &, Infrared monitor service Detects oth.. Manual Local Syste...

Restart the service c

= G Intel Bluetaoth Service Intel(R) Wir... Running Automatic  Local Syste..
Gl Intel(R) Capability Licensing Service TCP [P .. Version: 1.4... Manual Local Syste..

Description: Gy Intel(R) Content Protection HDCP Service  Intel(R) Con.. Manual Local Syste..

Jenkins Automation Server Gl Intel(R) Content Protection HEC| Service  Intel(R) Con... Running  Manual Local Syste.

&3, Intel(R) Dynamic Application Loader Host I... Intel(R) Dyn... Running Automatic (D... Local Syste.

Gl Intel(R) HD Graphics Control Panel Service  Serviceforl.. Running  Automatic Local Syste...
G, Intel(R) PROSet/Wireless Event Log Managesth.. Running  Automatic Local Syste...
©), Intel(R) PROSet/Wireless Registry Service  Provides re..  Running  Automatic Local Syste...
© Intel(R) PROSet/Wireless Zero Configuratio.. Managesth.. Running Automatic Local Syste..
i Intel(R) Ready Mode Technology Intel(R) Rea.. Running  Automatic Local Syste..
Cl: Intel(R) WiDi Software Asset Manager Intel(R) WiD... Manual Local Syste..
‘G Interactive Services Detection Enables use.., Manual Local Syste..,
i Intemet Connection Sharing (ICS) Pravides ne... Manual (Trig... Local Syste..
L41P Helper Providestu.. Running  Automatic Local Syste..
4 IP Translation Configuration Service Configures .. Manual (Trig... Local Syste..
£ IPsec Policy Agent Internet Pro... Running  Manual (Trig.. Network S.

#] Jenkins Jenkins Aut.. Running  Manual Local Syste...
L ktmRm for Distributed Transaction Coordi.. Coordinates, Manual (Trig... Network S.

LG Device Managers [t Manages... Running Automatic Local Syste..
G LGControlCenterSVC LGCentrolC.. Running  Automatic Local Syste...
GhLGSCService LGSCService  Running  Automatic Local Syste...
G Link-Layer Topology Discovery Mapper Createsa N... Manual Local Service
i Local Profile Assistant Service This service .. Manual (Trig... Local Service
i Local Sessian Manager Core Windo... Running  Automatic Local Syste..
£ MessagingService_43cce Service sup... Manual (Trig... Local Syste..

', Edended /{ Standard

5. The program is registered as a Windows service. You can choose Startup Type -
auto or manual in its property.

6. If you want to change the default port number 8080, open C: \Program Files
(x86) \Jenkins\jenkins.xml, locate the --httpPort=8080 argument, and
then replace it.

7. GotoC:\Program Files (x86) \Jenkins\secrets and locate the
initialAdminPassword file. Open the file and get the initial password.

8. Open your web browser and go to http://localhost:8080 (if you changed the port
number, update the URL).
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- a X
e 8 http://localhost:2020/ login?from=%:2F - & Search.. P~
n
Jenkins
N —
[] Remember me on this computer

Page generated: Feb 10, 2018 10:25:13 AMKST REST APl Jenkins ver. 2.89.3

9. In the User box, enter admin.
10. Inthe Password box, enter the initial password from the above file.
11. Select log in.
12. Select admin > Configure.

e B http://localhost:0020, - ¢ Search.. o~

] Dashboard [Jenkins]

@ admin | log out

Jenkins

= New Item

& People

Al - & wy views

< w Namea | 1 act Surrpace 1 act Failura 1 ast Nuratinn

13. Change your password, and then select Save.

Installing the Jenkins plugin
You can download the beSOURCE Jenkins plugin from beSOURCE Server web page.

Open your web browser.

Go to http://127.0.0.1:50102 to access the beSOURCE Server.
Log in as an administrator.

Select the Jenkins plugin icon to determine the download URL.

rwbh -
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beyond

|=3 source Frter

oE@me

5. Open web browser and go to http://127.0.0.1:50102/plugins/jenkins/beSOURCE.hpi
to download the beSOURCE . hpi file.

Installing the Jenkins plugin

To install the Jenkins plugin, do the following:

Log in to the Jenkins server.

Select Manage Jenkins.

Select Manage Plugins on the management page.
Select the Advanced tab.

Attach the beSOURCE. hpi file, and then select Upload.

On the Installing Plugins/Upgrades page, select Restart Jenkins when installation is
complete and no jobs are running.

o gk wnh =

7. The beSOURCE Plugin appears under the Installed tab of Manage Plugins page once
installation is complete

l NOTE: For more information, refer to the beSOURCE Enterprise Edition Installation Guide.

Generating a RESTful API key for the beSOURCE Server

To use the Jenkins plug-in, you need to generate RESTful API key for the beSOURCE server.

To generate the key, do the following:

1. Open and log in to the Admin Console as a beSOURCE server administrator.
2. Select User/Permission > User Setting.
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3. Select default system manager (besource) and copy the API Key column.
4. Select Apply, and then select OK.

(=R

& B+ OO
pppppppppp CreatedDote Deleted  Actvated
4/25/2018 o

Assigned Group(z) [Groue [

Cancel Apply

Connecting Jenkins plugin to beSOURCE Server

To connect Jenkins plug-in to beSOURCE server, do the following:

1. Log in to the Jenkins server.

2. Select New Item.

# Jenkins

Jenkins

= Mew ltem

a. Feople

~# BuildHistory

L Project Relationship
4~ | Check File Fingerprint
7 Manage Jenkins
A Credentials

Ul Samples

3. Enter the name of item, and then select a project type (Freestyle).
4. Select OK.
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Enter an item name
beSOURCE Code Inspection Job

» Required field

i Freestyle project
/;[—_ This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for

"~ something other than software build

0K

5. Select Build > Add build step and add the beSOURCE Plugin.
Build

Add build step -

Execute Windows batch command
|  Execute shell

Invoke top-level Maven targets

beSOURCE Flugin

6. Enter values for the following beSOURCE plugin settings:

a. Server URL - The beSOURCE server URL.

b. API Key - The RESTful API key generated in the Admin Console.
c. Select Analysis Unit - The Analysis Unit set in the server.
d

Analysis Type - Analyze All scans all source files, and Analyze Changes only
scans the changed source files (incremental analysis).

e. Stop the build task when detecting defects - If some defects with the select
priority are found, the build task will stop.

f. Priority - The beSOURCE inspection rule’s priority.
7. Select Save.

Build

beSOURCE Plugin

Server URL hitp://127.0.0.1:50102/

APl Key 73268031204942192a97D8578650f6
Select Analysis Unit | Java Sample Application (20190220000013) ™
Analysis Type @ Analyze All O) Analyze Changes

[ Stop the build task when detecting defects

Add build step ~

Running beSOURCE Jenkins Plug-in

You can run the plug-in by following the below steps.
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1.

Select the Jenkins job to use with beSOURCE plug-in.

® Jenkins

Jenkins

& New ftem
& Person
= Bild history

2 Jenkins Management

Build Standby List

There are no build wait entries.

Build execution status

Waiting

Select Build Now.
job.

appears.

s N Name | Recent success Recent failures.

beSQURCE Code Inspection Job 3min 0 sec-#1

@  admin |Log out

(FEnter details

Recent time

46 sec

(9]

The build number will appear. Select the number to open the build

Once the build job is finished, select the build number. The beSOURCE Result menu

Select beSOURCE Result to see the analysis summary and details.

# Back to project
condition
= Changes
B console output
= Edit build information
@ Delete this build

_ | beSOURCE Result

bes

QURCE Result

beSOURCE Result
http://172.17.0.138:50102,

Result Summary

critical rechigh cmid

83 154 1 0
Result Detail

h Nurn

Priority Name of the rule File name

Critical | [SP] D turning the DAO java

Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere DAO java

Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere DAO java

Critical  [$P] Expasure of System Data to an Unautharized Cantrol Sphere TB_CD10java

Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CD20 java

Critical | [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CODE_ANAL_LOAD java
Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CUSTOMER java

Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CUSTOMER10.java
Critical  [$P] Expasure of System Data to an Unautharized Cantrol Sphere TB_CUSTOMER20 java
Critical  [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CUST_HOUSEH java
Critical | [SP] Exposure of System Data to an Unauthorized Control Sphere TB_CUST_ORDSUM java

umber of ines per page:[30 ¥

Route Offense line

/dao! %
Idaof 13
daol 23
Idao) 29
Idaol 29
/daof 29
Idaol 29
/daol 29
Idao) 29
daol 29
/daol 29

NOTE: If you select the Stop the build task when detecting defects option and there are
some defects with a predefined priority, the build job will stop (red bulb). The red bulb
does not mean the Jenkins plug-in failed, but that job was stopped due to a rule

violation.

Jenkins

& Back to Project
Status
.~ Changes
B console Output
() Delete Build
3 beSOURCE Result Summary
E beSOURCE Result Detail

¢ Previous Build

Enterprise Quick Start Guide

beSOURCE Code Inspection Job

#2
) Build #2 (Feb 6, 2018 4:51:31 PM)

P
—#" No changes
S—

Started by user admin
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Integrating with Git

This chapter describes how to import Java sample source files from Git Hub and analyze it.

Setting for Git integration

Java version

If you installed beSOURCE Server with Java 1.7 and run it on the Java version, importing
source files from Git or Git Hub would fail due to security policy of Git. A workaround for this
issue is setting internal option of the Analysis Server.

1. Open and log in to the beSOURCE Admin Console.
2. Select System > Server Setting.

3. Select Analysis Server tab > Job > Sub-Process-Option and enter -
Dhttps.protocols=TLSv1l.1l,TLSv1l.2.

4. Select Confirm.

& Server Setting O X

Analysis Server View Server Configuration File

Item Value Restart A
- CurrentDir ${CE_HOME}SRC/src
HistoryDir S{CE_HOME}/SRC/his
- IndexDir §{CE_HOME}SRC findex
USATempDir ${CE_HOME}/SRC ftemp
.. FaDir ${CE_HOME}(SRC [fa
- OLangDir S{CE_HOME}/SRC fosrc
.. CDataDir ${CE_HOME}(SRCjcdata
- HSQLDIr ${CM_HOME} /SRC/hsqgl
- PlanResultDir ${CM_HOME}/SRC fpresult
=l Execute
.- Execute Thread-Count 10
= Job
- Job-Thread-Count 1
- Execute-Mode Process
- Duplicated-Job Skip
- Sub-Process-Debugging True
- Sub-Process-Option Dhttps.protocols =TLSw1.1,TLSv1.2
Sub-Process-Memory 1024
- Process-Pool-Min 1
- Process-Pool-Max 1
. Process-Pool-Max-Job 3
- File-Indexing True
- Post-Indexing False
- Save-Object-History Falze
Statistics-Thread-Count 1
- PatternMacro-Thread-Count 4
PatternMacro-Init-Memory 256
- PatternMacro-Max-Memory 1024
- Remain-BizInfo-Of-DeletedSource 1024
=1 RealTime 57
Cancel Apply

To switch to the Java version, refer to the Appendix on page 157.
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Analyzing Java source files from Git in beSOURCE
Server

To analyze Java sample source files from Git Hub, do the following:

1. Open and log in to the beSOURCE Admin Console

2. Select View > Project Explorer.

3. Inthe Project Explorer, select the Add Project Items ( (g - ) icon (without selecting
any project).

4. Select New Project(Wizard). The Project Wizard opens.

Project Explorer o x
L (Eal=
E] Create Mew Category Agc

Wy Mew Project
64 Mew Project(Wizard)

5. On the first page of the wizard, do the following:

In the Please input the name of project box, enter a name.

In the Please input description box, enter a description for the project.
In the Please select mode of importing source box, select GIT.

Select the Please select location of source file box, and then enter the URL and
account information for your Git Hub repository.

6. Select Next.

a o oo
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@ New Project Wizard *

It will create a project. Please input the project name and select a option.

Please input the name of project.

[3ava -Gt |
Flease input description.
Java - Git ~
e
Please select mode of importing source. Please select location of source file.
|G1T | - | git:f{127.0.0. 1/mypri.git; ;master;; === Private-Key;; ***is0-8859-1; .
_ |ht‘tps:Hgiﬂﬂuh.mm,ﬂ)esourceﬂ:esourcd |
ossedrectry | ]
[ | e |
[hmbmicize | oo 5
s ] (o 5
x]
7. In the Rule Set box, select a ruleset.
8. Select Next.
& New Project Wizard X
Searched File's Extension Followings are configuration presets. Please select preset!
File Extension File Count Sel... | ‘ Preset Description Parser
java 33| » 'y JavaWeb Java Web #
md ASP.NET ASP.NET
FHONE c#45 C#4.5
C++ C++
cag cag
Java Java
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
m ] Distnom 2 Disthan? hd
Rule Set Java/Web Security Ruleset IR |
If you dick the Next button, the project will be set with the selected analysis configuration.

9. Select Finish. The project configuration window opens.
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& New Project Wizard %

The project setting is completed.

Click the Finish button to complete the wizard

10. Select Execute Collection/Analysis ( (3 Execute Collection/analysis | ). The Monitoring window

opens.
Project Configuration-Java - Git - x

Project Name | Java - Git

Java - Git
Desaription

Collection Target | Analysis Target (@) 5chedue Setting () Execute Collection/Analysis [ Generate Statistics 38

Analysis Target Analyzer
v [[J]  Javaweb Java Web

Application Filter 9 @ Q
Filter Type(*) Collection Target Filter Condition(%)

b | Indude v Java-Git

11. Select Start.
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bl Monitoring — O X

Execute Collectionfanalysis | Java - Git | Select All

Select Job Type Collection... | Collection/Analysis Job... Progress JOBID Start Time End Time Error Mesg
» |  Collection Target GIT Java - Git

| | Analysis Target  Java Web Java Web

Refresh Logs Start Close

12. On the dialog that appears, select Yes.

beSOURCE

':9:' Execute the automatically generated analysis job?

13. The Monitoring window shows the progress of importing and analyzing source files.

NOTE:
 If you want to see detail job logs, click ‘Logs’ button. The Monitoring
window is closed and the ‘View Job Log’ window opens. When you click the
‘View’ button in the right upper corner, the window is refreshed.

e For more information about the View Job Log window, press F1 key in it to
open online help.

14. On the All jobs are completed dialog, select OK.

15. Select Yes in the dialog to generate default statistics.
16. Select OK on the dialog that appears.

17. Select Close to close the Monitoring window.

Analyzing Java source files from Git in beSOURCE
Developer
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To analyze Java sample source files from Git Hub with beSOURCE Developer, do the
following:

Open beSOURCE Developer.

Select the beSOURCE server name.

Enter the User ID and Password of a developer. For example, besourcedev.
Select Log In.

You will see your connected server information in the title bar of beSOURCE
Developer.

a bk~ 0N =

Select File > New Project.
Select Type the Project Name.

© N o

Enter a name for your project.
9. In the Language box, select JavaWeb(Java 1.8).
10. Select Next.
11. Select Local Ruleset and a ruleset.
12. Select Next.
13. Select New (& nmew ).

14. Set the following option values:
a. Remote - GIT
b. URL - Your Git repository URL
c. If available, enter your user ID and password.

ﬁ Connection Settings =4

Remote GIT v

JRL https://github. com /besource besource
Liser

Password
Encoding LUTF-8 hd

Use 55H

S5H-Authentic-type
S5H-private-key

S5H-Passphrase

QK Cancel
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15. Select OK.

16. Inthe Importing Path box, select your branch.
17. Select the Add (+) icon.

18. Select Next.

o Project Wizard - [m} X

Select Analysis Target Source

Collection Target https: ffgithub. com/besource fbesource @ - Edit ;}" Mew
Imparting Path frefs/heads/master v
Collection Filter °
Collection Target Importing Path Filter Type Filter Condition
https://github. com/besource fbesource @ Jrefsheads fmaster Indude * java; = jsp; *.js; = xml;....

< Previous Next > Cancel

19. Review the summary of your project, and then select Create.

& Project Wizard - m} X

Summary of Project Configuration

[ Project Info.

_;] Project Name Git Java Sample Project
_g] Path C:\Users\gtone\Desktop\Project\Git Java Sample Project
= Language JavaWeb(Java 1.8)
2 Source File Collection Filter 1 Count
_;] Ruleset Java/Web Security Ruleset
2 Encoding UTF-8
A Analysis Config. Info.
_;] File Extensions * java;* jsp; *.js; = xml; = jar
=l Java Execution Path
2 Java Execution Option -Xms256m -Xmx512m
=] CodeMRI Option sasp.thread=1

< Previous Cancel

A

20. Select Open the Project and Start Its Analysis, and then select Finish.
21. The Console window will show the progress of the analysis.

22. Onthe dialog, select OK to open the project.

23. The List of Rule Violations tab shows rule violations.
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Integrating with SVN

This chapter describes how to import Java sample source files from SVN and analyze it. We
assume that you have a proper SVN access permission.

Analyzing source files from SVN in beSOURCE Server

1. Open and log in to the beSOURCE Admin Console.

2. Select View > Project Explorer.

3. Select the Add Project Items ( (@ - ) icon in the Project Explorer (without selecting
any project).

4. Select New Project(Wizard).

Project Explorer o x
L=
B3 Create Mew Category Agc

Wy Mew Project
£gd Mew Project{Wizard)

5. On the first page of the wizard, do the following:

In the Please input the name of project box, enter a name.

In the Please input description box, enter a description for the project.
In the Please select mode of importing source box, select SVN.

Select the Please select location of source file box, and then enter the URL and
account information for your SVN repository.

6. Select Next.

a o T o
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& New Project Wizard %

It will create a project. Please input the project name and select a option.

Please input the name of project.

[12va -sw |
Please input description.
Java -5VN ‘

Please select mode of importing source. Please select location of source file.

SV - svn:[f172.16.0. 161jCM;; [userid]; ****is0-8859-1;

| [-] ||
[url | [svn:si172.16.0.181)cm |
|base-drectory | | [-]
| user-d | | [userid] |
[passwors | | |

d encod | |

is0-8858-1 [~]

]

ERTYy cancEl

7. In the Rule Set box, select a ruleset.
8. Select Next.

& New Project Wizard X
Searched File's Extension Followings are configuration presets. Please select preset!
File Extension File Count Sel... | ‘ Preset Description Parser
java 33| | » Q Java Web JavaWeb
bak 4 O ASP.NET ASP.NET
ini 1 O cx4.5 Cx4.5
Jar 1 0 o4+ C++
il : (| ful=T:] ful=:]
O Java Java
O Objective C Ohjective C
O PHPS PHP
] Python 2.7 Python 2.7
m ] Distnom 2 Disthan? hd
Rule Set | Java/\Web Security Ruleset | - |
If you dick the Next button, the project will be set with the selected analysis configuration.

9. Select Finish. The project configuration window opens.
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& New Project Wizard

The project setting is completed.

Click the Finish button to complete the wizard

10. Select Execute Collection/Analysis ( (3 Execute Collection/analysis | ). The Monitoring window

opens.
" Project Configuration-Java - 5._.

Project Name | Java - SVN
Java - SVN

Description

(@) Schedule Setting ) Execute Collection/Analysis [ Generate Statistics 38
Qe -&-% 02

Filter Setting Status

Collection Target | Analysis Target

Collection Target
Collection Target Basic Setting
L Java -sUN sv:/f172.16.0. 161/CM; ftest_source/DE... [Include:=*]

Application Filter

Filter Type(*) Collection Target Filter Condition()

b | Indude ~ | Java - SN

11. Select Start.
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bl Monitoring — O X

Execute Collection/Analysis | Java - S¥N | Select All

Select Job Type Collection... | Collection/Analysis Job... Progress JOBID Start Time End Time Error Mesg
v | | Collection Target SVN Java - SVN

| | Analysis Target  Java Web Java Web

Refresh Logs Start Close

12. On the dialog that appears, select Yes.

beSOURCE

':9:' Execute the automatically generated analysis job?

13. The Monitoring window shows the progress of importing and analyzing source files.

NOTE:
 If you want to see detail job logs, click ‘Logs’ button. The Monitoring
window is closed and the ‘View Job Log’ window opens. When you click the
‘View’ button in the right upper corner, the window is refreshed.

e For more information about the View Job Log window, press F1 key in it to
open online help.

14. On the All jobs are completed dialog, select OK.

15. Select Yes in the dialog to generate default statistics.
16. Select OK on the dialog that appears.

17. Select Close to close the Monitoring window.

Analyzing source files from SVN in beSOURCE
Developer

To analyze Java sample source files from SVN with beSOURCE Developer, do the following:
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To analyze Java sample source files from Git Hub with beSOURCE Developer,

Open beSOURCE Developer.

Select the beSOURCE server name.

Enter the User ID and Password of a developer. For example, besourcedev.
Select Log In.

You will see your connected server information in the title bar of beSOURCE
Developer.

Select File > New Project.
Select Type the Project Name.
Enter a name for your project.

a krwbd A

© N o

9. In the Language box, select JavaWeb(Java 1.8).
10. Select Next.
11. Select Local Ruleset and a ruleset.
12. Select Next.
13. SelectNew (v rwew | ).

14. Set the following option values:
a. Remote - SVN
b. URL - Your SVN repository URL
c. If available, enter your user ID and password.

£¥ Connection Settings ®
Remote SYN -
URL svn:/[172.16.0.161/CM Port 3690 (=
User

Password ||

Encoding LTF-3 b

15. Select OK.
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16. Inthe Importing Path box, select your branch.
17. Select the Add (+) icon.
18. Select Next.

"« Project Wizard - [m| *
Select Analysis Target Source

Collection Target svn: ff172.16.0. 161/CM: 3590 @gpnam 4 Edit w New
Importing Path ftest_source /DEMOCase4/1DAY -
Collection Filter O °
Collection Target Importing Path Filter Type Filter Condition
fsvn:/f172, 18,0, 161/CM: 3590 @gpnam [test_source/DEMO/Case4/ 1DAY Indude * java; *.jsp; *.js; = xml;...

= Ec

< Previous Cancel
1 Z|

19. Review the summary of your project, and then select Create.

20. Select Open the Project and Start Its Analysis, and then select Finish.
21. The Console window will show the progress of the analysis.

22. Onthe dialog, select OK to open the project.

23. The List of Rule Violations tab shows rule violations.
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Integrating with TFS

This chapter describes how to import Java sample source files from TFS and analyze it. We
assume that you have a proper TFS access permission.

Analyzing source files from TFS in beSOURCE Server

1. Open and log in to the beSOURCE Admin Console

2. Select View > Project Explorer.

3. In the Project Explorer, select the Add Project Items ( @ - ) icon (without selecting
any project).

4. Select New Project(Wizard). The Project Wizard opens.

Project Explorer o x
L=
B3 Create Mew Category Agc

Wy Mew Project
£gd Mew Project{Wizard)

5. On the first page of the wizard, do the following:

In the Please input the name of project box, enter a name.

In the Please input description box, enter a description for the project.
In the Please select mode of importing source box, select TFS.

Select the Please select location of source file box, and then enter the URL and
account information for your TFS repository.

6. Select Next.

a o T o
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& New Project Wizard

It will create a project. Please input the project name and select a option.

Please input the name of project.
Java - TFS

Please input description.

Java -TFS

Please select mode of importing source.
TFS

Please select location of source file,

3;http://127.0.0, 1:8080//tfs juser; [userid] ; ***%;;{CE_HOME}lib/tfs/redist/native; -
i
http://127.0.0. 1:8080/tFs user

=

.

jni-native-base-directory &{CE_HOME} /lib/tfs/redist/native

*

7. In the Rule Set box, select a ruleset.

8. Select Next.

9. Select Finish. The project configuration window opens.

opens.
11. Select Start.

12.

Select Execute Collection/Analysis ( () Execute Collection/analysis | ). The Monitoring window

On the dialog that appears, select Yes.

beSQURCE

:l Execute the automatically generated analysis job?

Yes Mo

13. The Monitoring window shows the progress of importing and analyzing source files.

NOTE:

« If you want to see detail job logs, click ‘Logs’ button. The Monitoring
window is closed and the ‘View Job Log’ window opens. When you click the
‘View' button in the right upper corner, the window is refreshed.

e For more information about the View Job Log window, press F1 key in it to
open online help.

14. On the All jobs are completed dialog, select OK.
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15. Select Yes in the dialog to generate default statistics.
16. Select OK on the dialog that appears.
17. Select Close to close the Monitoring window.

Analyzing source files from TFS in beSOURCE
Developer

To analyze Java sample source files from TFS with beSOURCE Developer, do the following:

Open beSOURCE Developer.

Select the beSOURCE server name.

Enter the User ID and Password of a developer. For example, besourcedev.
Select Log In.

a w2

You will see your connected server information in the title bar of beSOURCE
Developer.

Select File > New Project.
Select Type the Project Name.
Enter a name for your project.

© N o

9. In the Language box, select JavaWeb(Java 1.8).
10. Select Next.
11. Select Local Ruleset and a ruleset.
12. Select Next.
13. Select New (& nmew ).

14. Set the following option values:
a. Remote - TFS
b. URL - Your TFS repository URL
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c. If available, enter your user ID and password.

£¥ Connection Settings =
Remote TFS -
URL http: /f172. 16. 12.9/tFs/QA| Port 8080 =
User qa

Password +*

Encoding LTF-3 d

15. Select OK.

16. Inthe Importing Path box, select your branch.
17. Select the Add (+) icon.

18. Select Next.

3 Project Wizard - m} X
Select Analysis Target Source
Collection Target http:ff172. 16. 12.9/tfs/QA: 8080 @qa - Edit ;:w’ Mew
Importing Path [QATeam beSOURCEfJava v
Collection Filter °
Collection Target Importing Path Filter Type Filter Condition
http:f{172.16. 12.9/tfs /QA:8080@qa JQATeam/beSOURCE(Java Indude * java; *.jsp; =.js; = aml;. .
i
= e
< Previous MNext = Cancel
)

19. Review the summary of your project, and then select Create.
20. Select Open the Project and Start Its Analysis, and then select Finish.
21. The Console window will show the progress of the analysis.
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22. Onthe dialog, select OK to open the project.
23. The List of Rule Violations tab shows rule violations.
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Using a User-defined Header

Overview

One of major characteristics of C family languages is extension of source file. Namely, the
languages merge several types of source files such as . c and .h to one file then compile it
to produce executable file. The main pre-processing macro for source extension is
#include.

Whenever the language parser meets #include macro in source files during pre-
processing, it merges the original source file and target include file. Therefore, if there are
some missing header files, parsing errors will occur.

f*a.h*/
intal) {

return O /* converted source */
H inta() {
return 0;
I b #/ Extending
#include "a.h” intb(1{
intb() { return al);

return af);

¥

The beSOURCE parsers for C, C++ and Objective C generate conv?2 files after extending
source files like the above explanation and err files for internal processing errors. The
temporary files are located in Server Install
Directory\analyzer\SRC\temp\Analysis Number directory and the conv2 file has
a naming convention of Original Source Name + postfix + .conv2.

NOTE: Since a conv? file is a temporary file, it is automatically deleted after internal use.
Optionally, you can keep the file for debugging by setting the Parser-Options > auto-
delete-temp-files option to False.

To keep the temporary file, do the following:

1. Open and log in to the beSOURCE Admin Console.
2. Open Project Explorer.
3. Double-click C Sample Project or CPP Sample Project.
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Project Explorer q x
@~ X
AElc
lfg {C Sample Project
LE; CPP Sample Project
W Java - Git
@ Java-sSwN
lfg Java Sample Project
LE; Java - TF5

4. Open the Analysis Target tab.

5. Select the gear icon, and then select Detail Setting.

“Project Configuration-C Sampl. | - x |
o~ X

Project Name | C Sample Project

ok
C Sample Project @ C Sample Project
Description @ CPP Sample Project
@ Jova-Gt
= - I @ mva-sw
Collection Target | Analyss Target (@ Schedule Setting () Execute Collection/analysis (g Generate Statistics 3¢

@ Java Sample Project
Q0 E 0| mams

Analysis Target Analyzer Basic Setting

BEE cs9

Detail Setting

6. Open the Analysis Option tab.
7. Set auto-delete-temp-files to False.

Analysis Setting-C99* | Project Configuration-C Sample ... |

- %

= © startAnalysis
Structure Analysis USA Mefric SecurityPrism =

T Analysis Filter  f, Reference Setting | (G} Analysis Option | Ugjliteral  {u|ExtractDataType R Code Quality/Security Inspection | ] Analysis Target

Option Value
b Reference-Checker-Options A
»  USA-Options
»  Fiter-Options
b Framewark-Option
» | Analyzer-Option
» | Handler-Options
» | Encoding-Options
»  DBC-Options
4 Parser-Options
4 Header-Option
ignore-case-for-find-header Fale
builtin-header-file
not-expands-macros
additional-header-path
header-search-priority Directory
4 Preprocessor-Option
convert-trigraph False
is-amdocs False
cpp-program-path [cpr]
4 Report-Option
show-cpp-detail-info Fale
auto-delete-temp-files iFalse v
4 | CodePrism-Options
cp_db_insert_type ALL-DELETE-INSERT
sp-entry-point
codemri-options sasp.thread=4
defect_key_type File-ame
violation-ine-view 3
command-for-statistics codeprism.run_statistics
coil-rewrite auto
g
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8. Select Save.

If you happen to have only C or C++ source files without header files or if you have missing
header files in your project, you can try analyzing them with the User-defined Header
functionality. If the analysis target project has full header information, the above function
would not be necessary.

It is useful for relatively clear situations as follows:

» Missing macro declarations
« Missing type definitions

Finding a parsing error in case of missing macro and
fixing it

You will try to analyze ‘sample.cpp’ file to see how to find a parsing error for missing
macro and fix it. For your exercise, copy the below source codes and make ‘samplel1.cpp’
source file (without line numbers). These steps assume that the file is located in the
beSOURCE Server Installation\Sample\UDH directory.

sample.cpp

#define LPVOID void*
class SAMPLE Processor {

public :

void Run( IN LPVOID parameter );

i

void SAMPLE Processor::Run( IN LPVOID parameter )

Analyzing C++ sample source files
To analyze C++ sample source files,

1. Open and log in to the beSOURCE Admin Console.
2. Select View > Project Explorer.
3. Select the Add Project Items ( (@~ ) icon in the Project Explorer (without selecting

any project).
4. Select New Project(Wizard). The Project Wizard opens.
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5. On the first page of the wizard, do the following:

In the Please input the name of project box, enter a name.

In the Please input description box, enter a description for the project.
In the Please select mode of importing source box, select Local Copy.

Qo T o

Select the Please select location of source file box, select the base-directory
box, select the beSOURCE Server (Enterprise Edition) installation folder (for
example, C: \beSOURCE\), double-click the Ssample\UDH folder, and then
select the source files.

6. Select Next.
7. The Project Wizard scans the source files and recommends a preset configuration.

Select C++.
8. Select Next.
& New Project Wizard X
Searched File's Extension Followings are configuration presets. Please select preset!
File Extension File Count Sel... | ... Preset Description Parser
cpp 1| » v Yy 4 T+t o)
ASP.NET ASP.NET
C#4.5 C#4.5
cag cag
Java Java
Java Web Java Web
Objective C Objective C
PHPS PHP
Python 2.7 Python 2.7
= Duthnn 2 Duthanz
Rule Set | C++ Security Ruleset -
If you dick the Next button, the project will be set with the selected analysis configuration.
Cancel

9. Select Finish.
10. The project configuration window opens.
11. Select Execute Collection/Analysis ( () Execute Collection/analysis | ).

12. The Monitoring window opens.
13. Select Start.
14. Select Yes.

18. The Monitoring window shows the progress of importing and analyzing source files.
On the dialog that appears, select OK.

19. Select Yes in the dialog to generate default statistics.
20. On the dialog that appears, select OK.
21. Select Close to close the Monitoring window.
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Checking the scanning result

To check the scanning result (parsing error) in the analysis engine and fix it, do the
following:

1. Select System > View Job Log.

2. Double-click the red column, which shows that there was problem during the
analysis.

3. From the Detail List tab, select the Detail Error Messages tab.

4. Select the samplel. cpp file in the left list.

NOTE: The message shows that "void" in the line number 7 has caused the
parsing error. You can also find a type qualifier, "IN" within the Run () function
declaration. It seems not a general C++ expression and you do not know the
exact meaning due to missing header information.

1l beSOURCE Admin Console - Local Host (http://127.0.0.1:50102)
sion  Code System  Schedule Tools Window Help

8w © w

File Edit View Anabysis User

B | Defautt
View JobLog | P

Dowrioad Log Fle Analyze Job Count(s) Q4 View

Colection | Analysis | Statistics/Mart

UsA Metric SecurityPrism
Al | success Fal | Al |Success Fal | Al | success| Fal

il o [ o
0 7 g 0 33 3 0 3 33 0
o 3 38 o m 2 o = m 0

:
@ My sample1

child Path Job Target

4 ErrorCode: RA5123-2102

v 17 ' samplet.cpp

>
Vie.. |BfRule... | Rep... [@ Proj.

Ready (& & besource

Select Analysis > Built-in Header Setting.

Select Add (+).

Enter your built-in header name (for example, My_cpp_sample_header).
Select OK.

© N o o
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11.

12,
13,
14.
15,
16.

7
Name Search Up Search Down Western European (Windows) s
Built-in-Header 1 —
Add Built-In Header x
Type : [Built-in-Header v
MName : |My'_cpp_,‘@ample_header ‘
O Cancel
oK Cancel Apply

Select the new built-in header name in the left list.

Enter #define IN in the editor. This will prevent the parsing error due to missing
header information.

Select OK.

% Built-In Header Setting m] X
& 0 e

Hame 4 SearchUp ¥ SearchDown &7 G U Western European (Windows) =

(=) Built4n-Header 1 = |

A £/ type definition or macre definition for C/C++ language
* My_cpp_sample_header

3 #define I

On the dialog that appears, select OK.

Open the Project Explorer.

Double-click your project name, My sample1.
Select the Analysis Target tab.

Select the gear icon, and then select Detail Setting.

View Job Log |/ Analysis Setting-Cr= ) Froject Configuration-My Sam... | - x |
B- X
Project Name My Sample 1 o
@ C Sample Project
Description @ CPP sample Project
@ Java -Git
@ Java-sW

rr e (@t seting @ exsate olectonjanclyss il enertesttsncs 3| @ 270
Q0 0| ®»-ms
Analysis Target Anlyzer G BasicSetting | Samelel

v il jes (&5 @ Detail Setting
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17. Open the Analysis Option tab and assign your built-in header to include a header-file
option.
7 AnalysisFiter ), Reference Setting | {3 AnalysisOption | Tghliteral  fa|ExtractDataType [ Code Quality/Security Inspection || Analysis Target

Option Value
Process Option
Comment:-String-Options
Reference-Checker-Options
UsA-Options
Filter-Options
Framework-Option
Analyzer-Option
Handler-Options
Encoding-Options
DBC-Options
4 Parser-Options
useFilePrefix-forGlobalobj True
b | COIL-Trans-Option
4 Header-Option

ignore-case-for-find-header False
builtin-header-file i My_cpp_sample_header
not-expands-macras

additional-headerpath

builin-c-header-file

header-search-priority Directory

} | Preprocessor-Option
+ | Report-Option

ionore-error-in-function False
CodePrisn-Options

18. Select Save tool.
19. Select Start AnaIYSiS ( 6 Start Analysis )

20. Select Search ( @ ).

21. Select the Select All option, or check the samplel. cpp file.
22. Select Execute.
23. Select OK.
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© start Analysis - C++ — m] ®
Analysis Type /| Select Al Search Filter =4 Search in Results
Structure Analysis
M et Dependency Filter
4 [v] usa
V] Metri
Metric Result : 1 | select All
SecurityPrism
Include D 4 | Object Type Child Path Analysis Target
| 1785 C++ Source File ! sample1.cpp
< >

Temporary depository for search result : 0

D a | Object Type Child Path Analysis Target
Indude Failed Files/Objects
Re-analysis
Quality/Security Inspection Only
< >
Execute Close

24. Open the View Job Log window.
25. Select View. You will find that there is no parsing error.

NOTE: The sample source file is just for showing fixing parsing errors. There
would be no meaningful security defects in the result.

Structure Analysis UsA Metric SecurityPrism

Al | Success | Fail Al | Success | Fail Al | Success | Fail Al | Success | Fail
1 1 0 1 1 0 1 1 0 1 1 0
Completed Manual Job CH+ 1 0 1 0 0 0 [ 0 0 0 0 0
Completed Manual Job Java Web 33 33 0 7 7 0 33 0 33 0
Completed Manual Job Java Web 82 282 0 358 358 0 82 282 0 282 282 0

Finding a parsing error in case of missing class
declaration and fixing it

You will try to analyze sample2 . cpp file to see how to find a parsing error for missing
class declaration and fix it. For your exercise, copy the below source codes and make
sample2 . cpp source file (without line numbers). These steps assume that the file is
located in beSOURCE Server Installation\Sample\UDH directory.

sample2.cpp

#define LPVOID void*
void SAMPLE Processor::Run( LPVOID parameter )

Enterprise Quick Start Guide www.fortra.com page: 122



Using a User-defined Header / Finding a parsing error in case of missing class declaration and fixing it

1. Open Project Explorer.
2. Double-click My Sample1 project

3. Select Execute Collection/Analysis ( © Execute Colection/Analyss ).

4. On the Monitoring window select Start.and then Logs. beSOURCE Server detects the
new added sample2. cpp file and automatically imports and analyzes it. The View
Job Log window opens.

5. Select the Analysis tab.

Double-click the red column, which shows that there was problem during the
analysis.

7. From the Detail List tab, select the Detail Error Messages tab.
8. Select the sample2. cpp file in the left list.

NOTE: The message shows that ‘'SAMPLE_Processor::Run’ in the line number 4
has caused the parsing error because it could not find a proper scope. This kind
of scope error is occurred due to missing declaration of the function’s parents
(namespace or class). In principle, you should find the original header that is
missing and analyze it together. However, if you cannot find the missing header,
you can try a limited analysis by defining the user-defined header with the
Forward Declaration characteristic.

View lobLog | "Analysis Setting-C++ }"View Job Log | Project Cenfiguration-My Sampl... -~ X

10/8/2019 | 11:00 AM 2~ | 10/8/2013 ~|11:55PM = Download Log File Analyze Job Count(z) &} View

Collection | Analysis | Statistics/Mart

Structure Analysis UsA Metric SecurityPrism
Status Type Job Target Message Al | Success | Fal Al | succsss | Fail Al | success | Fail Al | Success | Fail
1 0 1 0 0 0 0 0 0 0 0
Completed Marual Job CH++ 1 1 0 1 1 0 1 1 0 1 1

)

)

Completed Manual Job C4+ 1 0 1 0 0 0 0 0 0 0 0

)

< >

Detaillist | USA  Warning-20191008000113.log

Job Target C++ Job Type Structure Analysis
0B ID 2019100800018 Status Fail

D Chid Path Job Target Error Messages
4 ErrorCode: RA5000-1103
» | 1788 ! sample2.cpp

sabessal 10113 39
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9. Select Analysis > Built-in Header Setting.
10. Click the new built-in header name in the left list.
11. Enter class SAMPLE_Processor; in the editor.

12. Select OK.
% Built-In Header Setting m] X
& 0 0
Hame 4 SearchUp ¥ SearchDown &7 G U Western European (Windows)

=) Builtin-Header

. // type definition or macro definition for C/C++ language
L. My_cpp_sample_header

#define IN

class SAMPLE_Processor;

€D €0 -t O CT pn o0 B3

13. On the dialog that appears, select OK.
14. Open the Project Configuration window for the My Sample1 project.
15. Select Execute Collection/AnaIysis ( OExecutE Collection/analysis )

16. On the Monitoring window, select Start.
17. Wait a few minutes and then select Logs.
18. The View Job Log window opens. You will find that there is no parsing error.

NOTE: The sample source file is just for demonstrating the correction of parsing errors.
There will be no meaningful security defects in the result.

Finding a parsing error in case of missing function
declaration and fixing it

You will try to analyze ‘sample3.cpp’ file to see how to find a parsing error for missing
macro and fix it. For your exercise, copy the below source codes and make ‘sample3.cpp’
source file (without line numbers). This document assumes that the file is located in
‘beSOURCE Server Installation\Sample\UDH’ directory.

sample3.cpp

void Run () {
RawImageManager ImageManager;
ImageManager.AddText (

strVMSID,

PADOQuery->FieldByName ( "WIDTH" )->AsInteger, pADOQuery-
>FieldByName ( "HEIGHT" )->AsInteger, pADOQuery->FieldByName (
"FONTKIND" )->AsInteger, pADOQuery->FieldByName ( "FONTCOLOR" ) -

>AsInteger, pADOQuery->FieldByName ( "FONTSIZE" )->AsInteger,
pPADOQuery->FieldByName ( "FONTALIGN" )->AsInteger, pADOQuery-
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>FieldByName ( "DATAS" )->AsString );

FOR STL( Generator *, pGenerator, ImageManager.m
listImageGenerator ) {

/7.

}

1. Open Project Explorer.
2. Double-click My Sample1 project

. . E te Collection/analysi
Select Execute Collection/Analysis ( © Execute Colection/Analyss ).

. On the Monitoring window select Start.

5. Wait a few minutes and then select Logs. beSOURCE Server detects the new added
sample3. cpp file and automatically imports and analyzes it. The View Job Log
window opens.

> ow

6. Select the Analysis tab.

7. Double-click the red column, which shows that there was problem during the
analysis.

8. From the Detail List tab, select the Detail Error Messages tab.
9. Select the sample3. cpp file in the left list.

NOTE:

« Developers would write codes to make different statements depending on
the C ++ version through macro declarations to avoid problems with C ++
version compatibility. If the macro declaration file is missing in this case, a
parsing error will occur.

» The above parsing error occurred when * was encountered on line 15. The
parser attempted grammar analysis for ‘FOR_STR’, assuming thatitis a
function call but the type is unknown. Semantically, the ‘FOR_STL’ can be
inferred as a FOR statement, and the macro declaration can be defined in a
custom header as shown below.
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Collection | Analysis | Statistics/Mart

Structure Analysis UsA Metric SecurityPrism
Status Type Job Target Message Al | Success | Fail Al | Success | Fail Al | Success Fail Al | Success Fail
» Completed Manual Job (= 1 0 1 0 0 0 0 0 0 0 0 0
Completed Manual Job C+t 1 1 0 1 1 0 1 1 0 1 1 0
Completed Manual Job C+t 1 0 1 0 0 0 0 0 0 0 0 0
Completed Manual Job C+t 1 1 0 1 1 0 1 1 0 1 1 0
Completed Manual Job [ 1 0 1 0 0 0 0 0 0 0 0 0
Completed Manual Job Java Web 33 33 0 7 7 0 33 33 0 33 33 0
Completed Manual Job Java Web 8 ;2 0 358 358 o 282 282 o 282 282 0
Completed Scheduler Job Java Web
Completed Scheduler Job C+t
Completed Scheduler Job Java Web
Completed Scheduler Job Java Web
Completed Scheduler Job o9
< >
Detaillist | USA  Warning-20191008000127.log
- E——
20191008000127 Status Fail
D Chid Path Jab Target Error Messages com.grone.cm, xCeption. CEFEXTIAC =

4 ErrorCode: RA5123-2102
v | 1787 / sample3.cop

sabessapy Jo13 190

R¥ED SRC TEXT :::

10. Select Analysis > Built-in Header Setting.

11. Click the new built-in header name in the left list.

12. Enterclass #define FOR_STL(A,B,C) for(A B : C) inthe editor.
13. Select OK.

7 Built-In Header Setting m] x
& 0 e
MName « SearchUp ¥ SearchDown & &3 Q Western European (Windows) =
Bl Bult-n-Header 1. // type definition or macro definition for C/C++ language —]
- My_cpp_sample_header o

3 #define IN

4

8 class SAMPLE_Processor;

kB

T

G #define FOR_STL(A,B,C) for(A B : C)

q

14. On the dialog that appears, select OK.
15. Open the Project Configuration window for the My Sample1 project.
16. Select Execute Collection/AnaIysis ( OExecutE Collection/analysis )

17. Onthe Monitoring window, select Start.
18. Wait a few minutes and then select Logs.
19. The View Job Log window opens. You will find that there is no parsing error.

NOTE: The sample source file is just for showing fixing parsing errors. There would be no
meaningful security defects in the result.
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Setting user defined header in beSOURCE Developer

You can also define the custom header in beSOURCE Developer.

1. Open beSOURCE Developer.
2. Select your beSOURCE Server.
3. Enter the User ID and Password of a developer. For example, besourcedev.
4. Select Log In. You will see your connected server information in the title bar of
beSOURCE Developer.
5. Select File > New Project, or select New Project on the Start Page.
6. Select Type the Project Name.
7. In the Project Name box, enter a name.
8. In the Language box, select C++.
9. Select Next.
] Fe Project Wizard - O X
Project Name Local CPP Sample Project .
7] Type the Praect ame
g i
et | |

11. Onthe Select a Ruleset page, select Local Ruleset option and a ruleset.
12. Select Next.
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] & Project Wizard - m} ot

Select Rulesset

®) Local Ruleset Server Ruleset Ruleset Details

Ruleset

BSSC-C++
C++OWASP Top 10 2017 :

C++Ruleset

C++ Security Ruleset
CERT C++

HICPP
MISRA-C++-2008

JIL= ||
T

w

< Previous Cancel

13. In the Importing Path box, select the sample source files path.
14. Select Add (+).
15. Select Next.

] 3 Project Wizard - m} X

Select Analysis Target Source

Collection Target Local - w Mew

Importing Path C:/beSOURCEVS/Sample fJUDH v

Collection Filter O ° :
Collection Target Importing Path Filter Type Filter Condition

ELocal C:/beSOURCEVS5/Sample /UDH Indude *.cppe*.h;*hpp;¥.oc inl

LIl ||
T

w

< Previous Cancel

16. Review the summary of your project, and then select Create.
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] ["a Project Wizard - [m| X
Summary of Project Configuration
1
[ Project Info.

_g] Project Name Local CPP Sample Praoject

_;] Path C:\Users\gtone\Desktop'\ProjectLocal CPP Sample Project

= Language C++

=] Source File Collection Filter 1 Count

2 Ruleset CERT C++

= Encoding K5C5601

A Analysis Config. Info.

_5] File Extensions *.cpp; *.h;*.hpp; *.cc; =.inl

=] Java Execution Path

_g] Java Execution Option -¥Xms256m -Xmx512m

2l CodeMRI Option sasp.thread=1
i i
i
1
E ¢
'

< Previous Cancel

17. Select Open the Project and Start Its Analysis option.
18. Select Finish.

19. The Error tab in the Console window will show the parsing errors.

Console 4 x
Analysis | Error | Warning

wFILE =

FILE POSITION=C:/L roject/local CPP Sample Application ferc/20 18052310340C 1.cpp (7line)

MSG_CODE=7000-1005

MSG_TEXT=[CPSA-2000] Parsing error: parse statement : SimpleMemberDeclaration , encounter : void
TOKEN MARKED SRC TEXT 12

null

line at :5_LINE: 7, S_COL: -1, E_LINE: 7, E_COL: -1, FILEPATH: C: Users/gtone/Desktop/Project/Local CPP Sample Application src/20180523103400/sample 1.cpp

m.gtone. codk tandai Parsing error: parse statement : SimpleMemberDedaration , encounter : void
TOKEN MARKED SRC TEXT :::

null

line at :5_LINE: 7, 5_COL: -1, E_LINE: 7, E_COL: -1, FILEPATH: C:/Users/gtone/Desktop/Project/Local CPP Sample Application/src/20180523103400/sample 1.cop
at com.gtone. cod tandal Stand, le(CPStand )
at com.gtone. code standalone.run. Cf .run{(CH

at java lang. Thread run(Thread.java: 744)

java:Z:

Caused by: com.gtone. cm. parser.cpp. exception. CPPEXractotException: 5123-2102 : Parsing error: parse statement : SimpleMemberDeclaration , encounter : void

T List of Rule Violations |[] Summary of Viclations |ill| Console |

20. Otherwise, you can select the # of Failed Files graph in the Analysis Summary
window.

Analysis Summary - Local CPF S... |

- X
-

Analysis Summary for Local CPP Sample Project 2018,10,08 12:37:51
Language: C++ Elapsed Time: 00:00:05
Applied Ruleset: CERT C++ # of Analyzed Files: 3
Encoding: KSCEROT # of Violation Files: 0
Analysis Option: sasp,thread=1 # of Violations: 0
Target File Extensions: = cpp+ hi= hppi=.cci=,inl

Changed Source Files Result of Source File Analysis

# of Bxduded Files # of Failed Files: 3
# of Failed Files
Modified
# of Success Files
Deleted #ofViolation Files S
New Violations
Resolved
MotResolved
w
< >
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21.

22.
23.
24.

25.

26.

You can get the parsing errors like below.

Failed Analysis Files - Local CPP ... }“Analysis Summary - Local CPP S... | - X
2019.10.08 12:37:51 ] Show with analysis success fies
Path |F\Ie Mame |Succeedad | Failed ‘ Error ‘
sample 1.cpp J_?i Analysis Faile... [CPSA-2000] Parsing error: |Z|
sample2.cpp J_?i Analysis Faile...  [CPSA-2000] inner Internal process error: €.
sample3.cpp J_?i Analysis Faile...  [CPSA-2000] Parsing error:

Select Tools > Options > Analysis Reference Header Setting.
Select buitin, and then select Add a Header File.
Change the new header file name.

Analysis Reference Header Setting

G0 =k X
" B e 4 SearchUp ¥ SearchDown &) (3 () Westem European (Windows)
) [DiMy_Sample_Header h .
Cal] system

=+ Project Settings
i+ Basic Settngs
L Collection Settings

- Analysis Reference Header Setting
- License Settings

= save

oK Cancel

Double-click the new header file and input definitions like below.

Analysis Reference Header Setting
G Q s [@ ¥ Newreaderh

- E:D builtin + SearchUp ¥ Search Down @ q Q ‘Western European (Windows)
|2 [ My_sample_Header.h 1
3l system 2. #define IN

3
4. class SAMPLE_Processor)
5
a
T #define FOR_STL(A,B,C) for(A B : C)
8

H Save

Select Save and check the new custom header.
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Analysis Reference Header Setting

o |_1 s L% x Mew_Header.h

~+ L[] buitin # SearchUp ¥ Search Down Py Q Western European (Windows)
|2 [¥] My_Sample_Header.h 1
Cal] system 21 #define IN

3
4: class SAMPLE_Processor;
5
&
7% #define FOR_STL(A,B,C) for(A B : C)
:]

Ok Cancel

27. Select OK.
28. Select Start Analysis. You will not get parsing errors.

NOTE: The sample source files are just for showing fixing parsing errors. There would be
no meaningful security defects in the result.
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Automate Importing and
Analyzing Source Files

Scheduler of project

beSOURCE Server provides a scheduler, allowing administrator to automate importing and
analyzing source files in the existing project. If you create and finish analysis of source files
by using the Project Wizard, the scheduler job for the project is automatically added.

1. Open and log in to the beSOURCE Admin Console.
2. Select Schedule > Schedule Setting. The Job/Schedule Management window opens.

3obDesin | Detaie

;;;;;;;;;

ssssssssss
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3. Select the Details tab. The detail tasks are shown.

Selection Mode 28 | J5 Auto Linking Mede (7 g

Job Design | Detais

Callect Colleet Collect Collect Collect Collect Collect

Java sample Project C sample Project PP Sample Project tava - Git Java - SVN Java - TFS. My samplel

Analyze Analyze Analyze Analyze Analyze Analyze Analyze
Java Web 2 G Java Web Java Web Java Web Con

-
Dashboard - Entire:
Statistics {Widget)

Analysis Option lectjUnselect Al | Re-analysis ; Inspecton Grly

Analysis Target Re-analysis Quality/Security Inspection Only

4 Project Name: C Sample Project
b | 4 Project Name: CPP Sample Project
C++
4 Project Name: Java - Git
Java Web
4 Project Name: Java - SVN

4 Project Name: Java - TFS

4 Project Name: Java Sample Project

Each task does the following:

Collect — Imports source files and libraries based on project configuration.

Analyze — Scans source files by rule set.
Default Statistics

« Statistics for all projects — Builds internal data mart or calculates statistics for
all projects. It is used in dashboard or reports.

 Statistics by project - Builds internal data mart or calculates statistics by
project. It is used in dashboard or reports.

Code Quality/Security Inspection

» Create snapshot for all projects — Makes a snapshot of code inspection. It is
used for trends data.

» Create snapshot for by project — Makes a snapshot of code inspection by
project. It is used for trends data.

I NOTE: An example of trends data is Rule Violation History report.
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Rule Violation History Report-J... |

- X

Application: |Java Sample Application ‘

Period:  [4/23/2018 |~ [sr23/2018 v | search

Violation Count

Rule Violation History Report

300 |Bveraoe P S018-04-25 18:13 I critical
250 M Critical : 89 = ::::i\:';b
Rec.-High : 154 *
200 I Rec.-Middle : 51 I rec. Low
I 1rfa.
150 M Rec.-Low: 0  sum
50
: I
2018-04-25 18:13 2015-05-23 15144
List Compare
L BT R
Priority Category Rule Mame Violation Count  Mumber of Viola...
P critical  ECP [5P] Defensively copy private mutable dass members bef... 1 1
IF Critical Source Code Vulnerability->Insuffident . [5P] Exposure of System Data to an Unauthorized Contro... 77 19
m Critical Source Code Vulnerability->Insufficent ... | [SP] Leftover Debug Code 1 1
m Critical Source Code Vulnerability->Data Handling | [SP] Path Traversal 1 1
P critical Source Code Vulnerability->Data Handling | [SP] SQL Injection 2 1
[P Rec.High | Source Code Vulnerability-=Security Fun... | [SP] Cleartext Storage of Sensitive Information 2] 1
T—‘ Rec, High | Source Code Vulnerability->Security Fun... | [SP] Hard-Coded Password 1 1
T—‘ Rec.High |Source Code Vulnerability->Error Handling | [SP] Information Leak through Error Message 77! 19
T—‘ Rec.High |Source Code Vulnerability->=Poor Code Q... |[SP] NULL Pointer Dereference 74 17
[P Rec.Mi... Source Code Vulnerabiity-=Error Handling | [SP] Improper Check for Unusual or Exceptional Conditions 48 21
[P Rec.Mi... Source Code Vulnerability-=Time and State | [SP] Improper Resource Shutdown or Release 3 3
K—J Info. ECP [5P] Do not exhaust heap space 1 1
¥ fo. ECP [5F] Do not leak memary 4 4
I}J Info. ECP [SP] Release needless resources 1 1

You can adjust some actions of job scheduler with configuration options.
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Job/Schedule Management

Job List n
"] O &

Job Mame

4 [ Default

b 5 all Jobs

Configuration Description

| Active

| Automatically add projects

Start Time 12:00:00 AM =
Start Date 1/1/1990 hd
End Date 12/31/2999 hd

Schedule Type | Daily (start date ~end da... |1|r

Daily (start date ~ end date)
Weekly (specfying day)
Monthly (specifying date: 1~31)
Calendar (spedifying day)

« Active - If you clear this checkbox, the scheduler job will not run.

« Automatically add projects - If you clear this checkbox, the Project Wizard will
not make a scheduler for the new project.

» Schedule Type - You can select a scheduler type such as daily, weekly,
monthly, or specific date (Calendar). You can set sub -options based on the
option value.

Making your own scheduler job
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You can make your own scheduler job by doing the following:

1. Open and log in to the Admin Console as an administrator.
2. Select Schedule > Schedule Setting.
3. Select the Add Job Folder ( @ ) icon in the Job List window.

Job/Schedule Management ]

Job Lst |
] = B =
Job Mame
¥ | 4 [ Default
5 all Jobs

4. Change the folder name, and then select the Add Job ( & ) icon.

Job/Schedule Management ]

Job List n
O = B =]

Job Mame

4 [ Default

5 all Jobs
4 Lj My Folder
k 5 Mew Job

5. Select a project from the Job List.
6. Drag and drop it to the central area (designer).
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_Tob/Schedle Management | -x
a Selection Mode 2 | J{J Auto Linking Mode 77 & ‘
7. Select Statistics.
Wy Project Name
lill| Statistics
(g Mart
8. Select two statistics tasks in the right-side panel.
9. Drag and drop them to central area (designer).
"_n M Statistics <
Selection Mode %5 | Auto Linking Mode 55 & d

4 [ Default Statistics
[uull] Dashboard - Entrre Statistics (Widget)
[otll] Dashboard - Statistics (Widget) by Project

Java Sample Project

Default Statistics

Dashboard - Entire
Statistics (Widget)

v
Default Statistics

Dashboard - Statistics
(Widget) by Project

10. Select Mart.

Wy Project Name
lill| Statistics

[z Mart

11. Select two statistics tasks in the right-side panel.
12. Drag and drop them to central area (designer).
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Selection Mode 28 | J] Auto Linking Mode | 57 & % [ dit Internal Order
Job Design Details Task Name -
Al [
4 (& Code Quality/Security Inspection

> G4 icreate a Rule Violation Snapshot
) 4 Create a Rule Violation Snapshot by Application
Java Sample Project

Default Statistics

Dashboard - Entire
Statistics (Widget)

]
Default Statistics

Dashboard - Statistics
(Widget) by Project

Code Quality/Security
Inspection

Create a Rule Violation
Snapshot

Code Quality/Security
Inspection

Create a Rule Violation
Snapshot by Application

v
< >

13. Adjust each task as shown in this image. You can delete the arrow by pressing
DELETE after selecting the arrow.

+ m -

Selection Mode 25 | |H Auto Linking Mode [FF &

Job Design Detalls

Java Sample Project

Default Statistics

Dashboard - Entire
Statistics (Widget)

Code Quality/Security
Inspection

Create a Rule Violation
Snapshot

14. Select Selection Mode.

Default Statistics

Dashboard - Statistics
(Widget) by Project

Code Quality/Security
Inspection

Create a Rule Violation
snapshot by Application

Selection Mode 25 | LH Auto Linking Mode @

15. It will toggle to Linking Mode.
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16. Move your pointer over on the bottom of the project box. A linking point appears.
[ - x| i

=" Linking Mode =5 || Auto Linking Mode [ & |d

Job Design Details

~

Java Sample Project

&
Default Statistics Default Statistics
Dashboard - Entire Dashboard - Statistics
Statistics (Widget) (Widget) by Project
curity Code Quality/Security
Inspection
Create a Rule Violation Create a Rule Viclation
Snapshot Snapshot by Application

17. Drag your pointer to a Default Statistics box to make an arrow.
| - x| M

<" Linking Mode 8 [ Auto Linking Mode [ g I«

Job Design Details

Java Sample Project

.
Default Statistics Default Statistics
Dashboard - Entire Dashboard - Statistics
Statistics (Widget) (Widget) by Project

Code Quality/Security Code Quality/Security
Inspection Inspection
Create a Rule Violation Create a Rule Violation

Snapshot Snapshot by Application

18. Set arrows as shown in this image, and then select Save.
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: -
" Linking Mode 22 |[] Auto Linking Mode [ & d |
JobDesign = Details

Java Sample Project
- r's ‘_ — A
Default Statistics Default Statistics
Dashboard - Entire Dashboard - Statistics

Statistics (Widget) (Widget) by Project

Code Quality/Security
Inspection

Code Quality/Security
Inspection

Create a Rule Violation
Snapshot by Application

Create a Rule Violation
Snapshot

19. On the Configuration tab, set your options as shown in this image:

Configuration Description

Active

[ ] Automatically add projects

StartTime | 3:37:28 PM E
StartDate | 10/8/2019 |-
EndDate  |12/31/2019 |-
Schedule Type |Weekly (spedfying day) | - |

[ Fridar Saturda

20. Select the Save icon on the Job List panel.
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/" Job/Schedule Management ]

Job List E

& O E B =
Job Name
4 [ Default

(D) Al Jobs

4 Lj My Folder
' (D) New Job

21. Select Schedule > Schedule Monitoring.
22. Select New Job.
23. Select the Immediate Execute icon.

/ ViewJob Log } Schedule Monitoring | Job/Schedule Management | - x
Job List PRI o x| e
€ Auto. Refresh 22 [ 16:18:46
9 Auto. Refresh| © |
505 Naiae Job Monitoring | Detail Monitoring
47 Defaut 2
@ @ Al Jobs
4@  MyFolder
» @  Newlob

Java Sample Project

X .
Dashboard - Entire Dashboard - Statistics
Statistics (Widget) (Widget) by Project

v v
Create a Rule Violation Create a Rule Violation
Snapshot Snapshot by Application

24. On the dialog that appears, select No.
25. Select Auto. Refresh. The progress of the running schedule job tasks is shown.
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¥4 Auto. Refresh 25 7 16:23:55

Job Monitoring Detail Monitoring

Java Sample Project

Success
N
/// \\
L/ \h
Default Statistics Default Statistics
Dashboard - Entire Dashboard - Statistics
Statistics (Widget) (Widget) by Project
; ¥ ) l :
( Code Quality/Security | [ Code Quality/Security |
Inspection Inspection
Create a Rule Violation | | Create a Rule Violation
- Snapshot : “Snapshot by Application
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Using the SSL (HTTPS)
protocol

The beSOURCE Viewer Server embeds Tomcat web application server and it supports SSL
protocol (TLS1.2) to ensure secure communication between the beSOURCE Server and
Client.

To use SSL (HTTPS) protocol, security manager or administrator has to register certification
issued from an official certification authority. The security manager or administrator should
create Certificate Signing Request (CSR) first.

NOTE: Administrator can enable HTTPS protocol without the official certification but
user’'s web browser will show message of invalid certification.

Creating the CSR in Java 1.8 or later

The below steps describe to create the CSR in a Java 1.8 or later environment by using
keytool package.

1. In Windows, open Command Prompt as an administrator.
2. Move to your Java bin directory (for example C:\>CD Java\jdk1.8.0\bin).
3. Input following command and the required information to generate keystore:

keytool -genkey -keyalg rsa -keysize 2048 -alias tomcat -sigalg
"SHA256WithRSA" -keystore crosscert - storetype PKCS12

@S Comman d Prompt
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4. Enter the following command and enter your password to create a CSR file:

keytool -certreq -alias tomcat -keyalg rsa -file csr.txt -
keystore crosscert

5. You may be able to find the CSR file in the Java bin directory.

6. You can request official certification for the CSR file with the certification authority.
For more information about registering the official certification to your OS, refer to
guideline of the certification authority.

NOTE: The keytool package of JDK would behave differently depending on JDK version.
For more information of the use of keytool, refer to JDK guideline.

Configuring the beSOURCE View Server for the SSL
(HTTPS) protocol

1. Openthe beSOURCE Install Directory\WAS\conf\server.zxml file with a
text editor.

2. Add following <Connector> attribute:
NOTE:

e The port number ‘58342' is an example. The important property is
SSLEnabled="true".

» The keystoreFile="C:\Java\jdk1.8.0\bin\crosscert" should be changed to
your environment.

» The keystorePass="besource" should be changed to your password.
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<Connector port="50102"
maxHttpHeaderSize="8192"maxThreads="150" minSpareThreads="25"
maxSpareThreads="75" enablelLookups="false" redirectPort="9443"
acceptCount="100" URIEncoding="iso-8859-1"
useBodyEncodingForURI="true" />

<!-- A "Connector" using the shared thread pool-->

<Connector port="58342" protocol="HTTP/1.1"
connectionTimeout="20000"
maxHttpHeaderSize="8192"maxThreads="150" minSpareThreads="25"
maxSpareThreads="75"maxPostSize="1048576"
maxParameterCount="40" enablelLookups="false"
redirectPort="9443" acceptCount="100" URIEncoding="euc-kr"
useBodyEncodingForURI="true" SSLEnabled="true"
clientAuth="false" scheme="https" secure="true"
sslProtocols="TLS"
keystoreFile="C:\Java\jdkl.8.0\bin\crosscert"
keystorePass="besource" keystoreType="PKCS12" />

3. Add the certified domain and IP address to the hosts file (Not necessary for
localhost testing).
» Windows: C:/Windows/System32/drivers/etc/hosts
 Linux: /etc/hosts
4. Restart the beSOURCE View Server.

5. In your web browser, go to https://127.0.0.1:58342. The browser will say that this
site is not secure if you did not apply official certification.

6. Select More Information.
7. Select Go on to the webpage (not recommended).
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- [m] x
e @ https://127.0.0.1:38342 ~ G || Search... o~ =

(2 This site isn't secure

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

& Close this tab

@ More information

Your PC doesn’t trust this website's security certificate.

The hostname in the website's security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

% Go on to the webpage (not recommended)

8. You can use the website for testing before applying official certificate.

- & x
o ! 30/agn - @ Ceificateerror & | Search. B

be sourceserver

—
R

9. Open the beSOURCE Admin Console, beSOURCE Client, or beSOURCE Developer.
10. Select Config.

11. Select Add.
12. In the Connect Config dialog, enter your beSOURCE Server's information.
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Server Information
Server IF Address Port Encoding User ID Password S5L
|:| beSOURCE Server | 127.0.0.1 50102 150(is0-8859-1) I:‘
| [] ssL server 127.0.0.1 58342 150(is0-8859-1)
|
|
Add Delete Save Save & Close Close

13. Select Save & Close.
14. Log in to the SSL Server.
15. You can see the HTTPS protocol server URL in the title bar.

E beSOURCE Admin Console - S5L Server (https://127.0.0.1:58342)
File Edit View Analysis User/Permission Code Systern  Schedule  Tools  Window  Help

’_‘% Default Layout - | ¥ i = ] i @ & r\‘} o En .'{3.
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Dashboard

Viewing the dashboard

The beSOURCE Client provides a personalized dashboard view.

1. Open and log in to the beSOURCE style="font-weight: bold;" /> Client as the
administrator(User ID: besource, Password: besource).

2. Select View > Function Explorer.
3. Select Dashboard > Security Vulnerability to open the Dashboard.

~ Dashboard - X
Source Code Quality | Security Vulnerabiity +
Security Vulnerabilty % +
Security Violations by Priority © O % || Tops Projects by Security Violations @ © x || Top 5 Security Violations by Rule @ ox
AllProjects ¥ Critical Rec.+igh ¥ || critical Rec.High v AllProjects ¥ Critical Rec.+igh v
Priority tumber || Project tumber || Rule ...
Critical 1,165 || CPP Sample Project 1,470 || [SP] NULL Pointer Dereference 82
Rec.High 729 || Java-Git 238 || [5P] Detect and rs 265
Java -SVN 238 || [5F] The return v emory handing routines must... 230
Java Sample Project 232 || [5F] Exposure of System Data to an Unauthorized Contr. 229
C Sample Project 15 || [5P] Information Leak through Error Message 229
Security Violation Trends @ ¥ || Top5 Security Violations by Language @ © X | Security Rul.. @ © X | Security Vio... @ 0 %
AllProjects v Critical v || AlProjects ¥ Critical Rec. +High ¥ || AlProjects ¥ Thereis v || owaspTop 10 2017 v
a Language Number
A1,164 (99.91%) ; ped
Java 709

Top 5 Security Rules Increased Violations & & * || Top 5 Security Rules Decreased Viokati.. @& & *

Thereisno selecteditem. ¥ 9/9/2019~10/9/2019 ¥ || Thereisnosslecteditem. ¥ 9/9/2019~10/9/2019 v
Rule Increase Rule Decrease

4. Selecting the View List icon( = ) for a dashboard data item shows the detail list.

" Dashboard - X

Source Code Quality | Security Vulnerabiity +
Searity Vunerabity +
Violations Count by Project &
Project number

CPP Sample Project 1170

Java - Git 238

Java-SVN 238

Java Sample Project 232

C Sample Project 15

Java-TFS 1

5. To open the dashboard again, select the Return ( & ) icon.

6. To set options for the selected dashboard item, select the Configuration ( @ ) icon.

Change some options, and then select OK.
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Configuration - Top 5 Projects by 5... X

Background Calor [ #FFFFO0 -

Title Fant Color I #C00000 -

Content Font Color (Il =3F1315

Mumber Format Criginal -
Dedmal Places 2=

Default Value QK Cancel

7. Your changes will appear in the customized dashboard.
| Dashboard | - x

Source Code Quality | Security Vulnerability

Security Vulnerabiity  x +

Security Violations by Priority @ o x || Top 5 Projects by Security Violations @ O x | Top 5 Security Violations by Rule @ ox
Al Projects ¥ Critical Rec. +igh ¥ || Critical,Rec. Hgh v AllProjects ¥ Critical Rec.High v
Priority Number || Project Number || Rule Ny
Critical 1,165 || CPP Sample Project 1,470 | [SP] NULL Pointer Dereference 482
Rec.High 729 || Java-Git 238 || [P] Detect and handle errors 265
Java-suN 238 || [5P] The return values of memory handing routnes must... 230
Java Sample Project 232 || [SP] Exposure of System Data to an Unauthorized Contr... 229
€ Sample Project 15 || [5P] Information Leak through Error Message 229
Security Violation Trends @ * || Top5 Security Violations by Language @ © * | SecurityRul.. @ O %X | Security Vio... @ 0 %
Al Projects ¥ Critical v || AlProjects ¥ Critical Rec.+High Y || AlProjects ¥ Thereis.. Y || OWASPTop 10 2017 v
Language Number
A 1,164 (99.91%) c 1,185
Java 708

Top 5 Security Rules Increased Violations @ = % || Top 5 Security Rules Decreased Violati... & & %

Thereisno selected item. ¥ 9/9/2019~10/3/2019 ¥ | Theeisnosclcteditem. ¥ 9/3/2019~10/3/2019 v

Rule Increase Rule Derease

8. You can rearrange each dashboard item by dragging and dropping them.
| Dashboard | - x

Source Code Quality | Security Vulnerabilty

Security Vulnerabiity X +

‘Security Violations by Priority 8 0O x Top 5 Security Violations by Rule 8 0O x ‘Security Violation Trends 8 x
Al Projects ¥ Critical,Rec. High ¥ || Alprojects ¥ Critical,Rec. High ¥ || alProjects v Critical v
Priority Number || Rule M.

Critical 1,165 | [SP] NULL Pointer Dereference 482 A 1, 164 (99 . 9 10/0)

Rec.High 729 || [5P] Detect and handee errors 255

[SP] The return vaiues of memory handing routnes must... 230
[SP] Exposure of System Data to an Unauthorized Contr. 229 '_//—/\/—4—.
[SP] Information Leak through Error Message 229

Security Rul.. & © X | Security Vio.. & & % | Top 5 Security Rules Increased Violations & = % || Top 5 Security Rules Decreased Violati.. & © %

Al Projects ¥ Thereis... ¥ OWASP Top 10 2017 ¥|| Thereisnoselecteditem. Y 9/8/2019~10/9/2018 v Thereisno selecteditem. ¥ 9/9/2019~10/9/2019 v

/37
(230 files)

Top 5 Projects by Security Violations @ © % || Top 5 Security Violations by Language & © X

Rule Increzse Rule Decrease

Critical, Rec. High v All Projects ¥ Crifical, Rec. High v
Project Number || Language Mumber
PP Sample Project 1,170 || ¢ 1,185
Java -Git 238 || Java 709
Java -SWN 238
Java Sample Project 232
C Sample Project 15

The personalized dashboard configurations are saved on the beSOURCE Server.
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Making a new dashboard

You can make your own dashboard.

1. Right-click anywhere on the dashboard to open the shortcut menu.
2. Select Add Dashboard.

~ Dashboard - X
Source Code Quality | Security Vulnerabiity % +
Security Vulnerability % +
Security Violations by Priority @ © % || Top 5 Security Violations by Rule @ O % || Security Violation Trends e x
AllProjects ¥ Critcal Rec. Hich ¥ || Alprogects ¥ Critical Rec. High v || Alprojects ¥ citl v
Priority Number Rule Nu...
Critical 1,165 [SP] NULL Pointer Dereference 482 ‘ 1, 164 (99 .9 10/0)
Rec.+High 729 || [3P] Detect and handle errors 285

[5F] The return values of memory handing routines must... 230
[5P] Exposure of System Data to an Unauthorized Contr... 229 ._/—N—‘.—'
229

[5P] Information Leak through Error Message

Security Rul.. © © % || Security Vio.. @ = X | Top 5 Security Rules Increased Violations @ = * | Top 5 Security Rules Decreased Violati... @ & *

Allprojects ¥ Thereis... ¥ || OWASP Top 10 2017 Y| Thereisnoselecteditem. ¥ 9/3/2019~10/9/2019 ¥ || Thereisroselecteditem. ¥ 5/3/2019~10/s2019 v

737
(230 files)

Top 5 Projects by Security Violations @ = X || Top 5 Security Violations by Language ~ © = X

Rule Increase Rule Decrease

Critial,Rec. +igh v AllProjects ¥ Critical Rec. High v

5 7. Add Dashboard
Project Number || Language Number K
€PP Sample Project 1,17 || ¢ 1,185 |E]  Add Category
Java-Git 238 || Java 708 M Add kem
Java-SWN 238
Java Sample Project 232
C Sample Project 15

3. Double-click the dashboard name and change it.

Source Code Quality  Security Vulnerability | [TEEERE]

4. Right-click the area below the tab, and then select Add Category.

Dashboard

Source Code Quality Security Vulnerability My Dashboard 3

—

2. AddDashboard
||;| Add Category

5. Double-click the new category name and change it.
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Dashboard

Source Code Quality Security Yulnerahility My Dashboard

My Category| |

6. Right-click the area below, and then select Add Item.
Dashboard

Source Code Quality Security Vulnerability My Dashboard ¢

My Category X

—. Add Dashboard
Add Category

il Add ltem

7. Select some dashboard items, and then select OK.
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My Category - Add Item

ROOOOOOROO

.

HiN|NININN

Quality Violations by Priarity

Top 5 Projects by Quality Viclations

Top 5 Quality Violations by Rule

Quality Violation Trends

Top 5 Quality Violations by Language
Quality Rule Violations

Top 5 Quality Rules Increased Violations
Top 5 Quality Rules Decreased Violations
Security Violations by Priority

Top 5 Projects by Security Violations

Top 5 Security Violations by Rule

Security Violation Trends

Top 5 Security Violations by Language
Security Rule Violations

Top 5 Security Rules Increased Violations
Top 5 Security Rules Decreased Violations
Security Violations by Standard

| 0K | | Cancel
P
Dashboard | - X
Source Code Quality  Security Vuinerabiity | My Dashboard x +
.
Top 5 Quality Violations by Rule © o % || Top 5 Projects by Security Violations @ = X || Top 5 Security Violations by Rule ® o x
Al Projects. ¥ Critical Rec. High ¥ || Criical,Rec. High v Al Projects ¥ Critical,Rec. High v
Rule Number Froject Number || Rule M.
CPP Sample Project 1,470 || [5P] NULL Pointer Dereference 62
Java-Git 238 || [5P] Detect and handle errors 265
Java - SWN 238 || [5P] The return values of memory handing routines must... 230
Java Sample Project 232 || [5P] Exposure of System Data to an Unauthorized Contr... 229
C Sample Project 15 || [sP] Information Leak through Error Message 229
Security Violation Trends @ x
Al Projects. Y Criical v
A1,164 (99.91%)
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Web User Interface

beSOURCE V5 Enterprise Edition supports a web client user interface.

Open your web browser.

Gotohttp://[beSOURCE Server IP]:50104 (for example,
http://127.0.0.1:50104).

On the Sign In page, enter your User ID and Password.

beSOURCE ENGLISH

Password

Remember My ID

After signing in, the beSOURCE client defaults to the My Dashboard page.

||| beSOURCE besource  ENGLISH
Q
Source Code Quality _ Dashboard Security Vulnerability @
| @
-1 My Category
L)) Top 5 Quality Violations by Rule Top 5 Projects by Security Violations Top 5 Security Violations by Rule
Anproacts ~ Crlca e High - || cntsetnac.an ~| | anprocte - CltcalRoc.High -
< Project Count || Rule Count
PP Sample Project 182
o tava -Gt

20
20

Security Violation Trends
Jeva sampio Project - crtea

© 83 (98.81%)

From the left menu bar, select Security Vulnerability Analysis > Vulnerability
Analysis Results.
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|| beSOURCE

Q, INTEGRATED SEARCH <
g2 DASHEOARD I
Y SOURCE CODE QUALITY ANALYSIS <
Q) SECURITY VULNERABILITY ANALYSIS v

[ Vulnerahility Analysis Trend
q’i‘ Vulnerahility Analysis Trend by Project
E Vulnerability Analysis Results
ﬁ Vulnerahility Analysis Result By Period
E_) Defect Resolve History

&a REPORT

‘I ENVIROMMENT SETTING

6. The rule violation list appears.

|| beSOURCE besource  ENGLISH

Java Sampie Project > oBen Cteal ¥ Rec.High % Rec s % RecLow 5 Ino
1)

File Path Line Code Active Guide Trace Info Defect Status WP Review Comment

» [P Critical (84)
0 S et
o » W Rec-Middie (51)
-3 > [® info. (1)

7. You can select another project from the box at the top.
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|| beSOURCE

[ Q, [pearch

C Sample Project
CPP Sample Project

Java - Git

¢ D sl B O

Java - SVN
Java - TFS
Java Sample Project

My Sample1

8. When you select a rule violation, the lower area shows information such as rule
description, rule example, referencing standards, and flow trace data.

Il besource besource  ENGLISH
Q

Code

File Path Line

Active Guide Trace Info Defect Status W Review Comment

before returning their references (1)

Control Sphere (77)

- CuSTConfigjava (1)
Jcomigtoneldg/cusiomeric 26 aimprop Joad(new Fileinp... | An attacker can inciude 3 N

» [P Rec.High (152)

» [P Rec.Middie (52)

v [F mfo.)

Rule Description Rule Example Rule Standard Trace Info

Critical [SP] Path Traversal

Using an externally entered value as a resource identifier, such as a file paih or port number, an attacker ¢an use it to gain access to an invaid resource.
The following is a program that opens the data fle corresponding to the identifier input from the outside.

Siring fie = request getParameter"fle")
FileinputStream fis = new FileinputStraam(/varidatar + fie);

Perhaps the developer has assumed that only identifiers of the comest fype are entered. However. if an aftacker manipulates an extemal inpul value like *./_letc/passwd'. the unexpected file wil be opened as follows.
Ivarfdatal | fete/passwd = fetc/passud

Do not use externally entered values as resource identifiers. It is recommended that you prepare a st of resource identifiers that are accessible and select one of them as an external input value (vhite-list fitering). Inevitably, vhen
you need to use an external input value as  resource ideniifier, you must remove the risky sring (... ", /. 1. etc.) 50 that only the correct identifier is used

For example, the above problem can be solved by inserting code that removes the risky string as follows:
String fle = request getParameter('fle")
file = file replaceAlICTVT", ™)

FilelInputStream fis = new FilelnpuiStream("varidatal + fle);

Altematively, if the identifir consists of only alphabet and number, you can also resolve it by checking that it s in the correct format

String fle = request getParameter('ile’)
Pattem pattern = Pattem compile("[0-92-2A-Z]'5")
if (pattem matcher(fle).matches()) {

EilelnnitStrazm fis = nev FileinniiSirasmiari s« s

9. Select Environment Setting from the left menu bar.
10. You can adjust several options for web user interface:
» User account information Changes your password.
» Lookup Period - The default number of days for viewing periodical data.
e Menu Order - Customizes menu display order.
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« Main View - Selects the first page.
» Dashboard - Displays the Dashboard view.

||| beSOURCE besource  ENGLISH

User Information v

Lookup Period ~

Default Lookup Period 30

abeado

Menu Order

* Q INTEGRATED SEARCH

@ DASHBOARD
* % SOURGE CODE QUALITY ANALYSIS
b © SECURITY VULNERABILITY ANALYSIS

@ RepORT

Main View

Select Iniial Menu

Dashboard
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Appendix

How to get debugging information for technical support

If you suspect an analysis problem with a particular source file, Fortra Technical Support
ask you to submit certain internal files for more accurate cause tracking. Typically, there are
C/C ++ source extension file (conv2 file) for parsing errors, and intermediary file (coil file)
for security vulnerability analysis.

NOTE: The beSOURCE language parser internally generates Common Objective
Intermediary files for security vulnerability analysis for most languages. These files
have the extension * .coil and are binary. The beSOURCE Analysis Engine analyzes
the coil files.

Providing debug information
If you are asked to provide more detail debugging information, do the following:

Log in to the Admin Console as an administrator.

Select System > View Job Log.

Select the Analysis tab.

Double-click an analysis job in the list.

Select one or more error source files in the lower left list.

ok wnN =

From the shortcut menu, select Save Detail Analysis Information to generate zip
files. A zip file includes following:

» Analysis configuration information file
» The source file
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e The coil file

_/ View Job Log [ AnalysisSetting-Le Sample Ap-. |

[srij2018 “[1z:00am 21~ [sry201 “[issem <] Eponrioad Log Fie Analyze Job Court23) Q4
Colecton Analysis Statitics
Strucure Analyss Usa veric Searity Inspecton
Stats Type Job Target Message A [success| Fal | Al |Success| Fal | Al [ Success| Fal | Al | Success| Fal StartTme EndTme Elapsed Tme
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0 2018/05/0408:57:58 | 2018/05/0408:58:17 | 00:00:19
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0)2018/05/03 14:28:23 | 2018/05/03 14:28:37 | 00:00:14
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0 2018/05/03 14:27:20 | 2018/05/03 14:27:33 | 00:00:13
Completed Manual Job Java Sample Applicat. 33| 33| 0] 80 80 0] 33| 33| 0] 33 33| 02018/05/03 14:11:22 | 2018/05/03 14:11:38 | 00:00:16
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 02018/05/03 13:39:26 | 2018/05/03 13:3%:41 | 00:00:15
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0)2018/05/03 13:37:08 | 2018/05/03 13:37:22 | 00:00:14
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0/ 2018/05/03 13:36:00 | 2018/05/03 13:36:15 | 00:00:15
Completed Manual Job Java Sample Applicat. 33 33 I 80 80 I 33 33 I 33 33 0|2018/05/03 13:35:10 | 2018/05/03 13:35:26 | 00:00: 16
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 02018/05/03 13:34:11 | 2018/05/03 13:34:26 | 00:00:15
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 02018/05/03 13:33:10 | 2018/05/03 13:33:25 | 00:00:15
Completed Manual Job Java Sample Applicat. 33 33 0] 80 80 0] 33 33 0] 33 33| 0 2018/05/03 13:32:09 | 2018/05/03 13:32:24 | 00:00:15
» s i I
Completed Manual Job Java Sample Applicat. 2018/05/03 13:29:50 | 2018/05/03 13:29:53 | 00:00:03
Completed Manual Job Java Sample Applicat. 2018/05/03 13:28:38 | 2018/05/03 13:28:41 | 00:00:03
Completed Manual Job Java Sample Applicat. 2018/05/03 13:27:06 | 2018/05/03 13:27:09 | 00:00:03
Completed Manual Job Java Sample Applicat. 2018/05/03 13:25:31 | 2018/05/03 13:25:34 | 00:00:03
<

DetailList USA. Warring-20 150503000030.0g  log-20 150503000030.og

J0b Target. Java Sample Appication
081 20150503000030

D Chidrath Job Target o essages
3 Erarcose:
» 077 = TB_CODE ANAL_... |

Analysis Data Viewer

-

Save Detail Analysis Information

Providing the conv2 file for C/C++ language

If you are asked to provide conv2 file for C/C++ language, do the following:

oo w2

window appears.

Enterprise Quick Start Guide

Select the Analysis tab.

. Select System > View Job Log.

Double-click an analysis job in the list.
From the lower panel, select the log file and then press CTRL + F key. The Find

www.fortra.com

. Login to the Admin Console as an administrator.
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/View Job Log
20180517  +|2F 12:00 21020180517 ~[e=11:59 /] Download Log Fie I 1. Check
Collection Analysis Statistics Pattern

[ | Pzg USA | Metric

All

{ Status | Type [ Job Target V\ Message Succ | Fal All {Sacc Fail All vSucc... Fail 'AI

13| 13 ) 13 13| o

2. Double click

Detail List USA Warning-20180517000122.1ag log-20180517000122.log

1 [09:54:25:373] 2018051 < > start ChangeMiner ($Revision: 1.5 $)-ManagedServer [20180517000122)
2] [09:54:25:373) 20180517000122 <INFO> * vm-name -Java HotSpot (TM) 64-Bit Server VM
3 20180517000122 <INFO> * vm-version-20.45-b0l

4 20180517000122 <INFO> * wvm-vendor =-Sun Microsystems Inc.

S 20180517000122 <DEBUG> Addon-com.itplus.cm.ceal0l0.jar : [2
6 2018 <DEBUG> Addon-com.itplus.cm.cealOll.jar : [2
¢ 2018 <DEBUG> Addon-com.itplus.cm.cealOl3.jar : [2
8 2018 <DEBUG> Addon-com.itplus.cm.cealOl6.jar : 2
9 2018 <DEBUG> Addon-com.itplus.cm.ceal020.jar : [2
10, [09:54:25:737] 2018 <DEBUG> Addon-com.itplus.cm.ceal030.jar : 2
11 [09:54:2 50] 2018 <DEBU! Addon-com.itplus.cm.ceal040.jar : [2
12) [09:54:2 8] 2018 <DEBUG> Addon-com.itplus.cm.ceal050.jar : 2
13] [09:54:25:769] 2018 <DEBUG> Addon-com.itplus.cm.ceal0S5.jar : [2
14; [09:54:2 79] 2018 <DEBUG> Addon-com.itplus.cm.ceal056.jar : [2¢

7. Inthe Find window, find a problem file name (ex: assert.cpp).

Detail List USA Waming-20180517000122.log l0g-20180517000122.log

370
371 22

374! 22 <DEBUG> Common-Parsing-[33] Find X |psed.]
375 22 <INFO> Common-Parsing-[3310

O ; | Find What [assertopn | [ FindNewt |

$# initializeForCo I Match Case ¥ Search Hidden Text Mark &ll
0 [ I Match Whale Word Onlyl™ Search in Selection

Close
I~ Search Up
ereeq I Use Opiion [Regular Expression =
TEMP_FILE_PREFIX -livarreo

3ss 22
386 22
387 22
388, 2 00> d cp/so MustDeclConstruc itor.cpp coil wri

389, 22 <DEBUG> Common-Parsing-[33105]1/cp/source/MustDeclConstructorvisitor.cpp [25ms Elapsed.]
390 22 <INFO> Common-Parsing-[33106]/CR/9566/]

391 -

392 0 t i o vzer CE/cpp_buitin.h

393 4% initializeForCommonAnalyzeUnit :: runCPP.cppArg.isAutoDeleteTempFile() is called-true
EEL] CustomDPD-inserted user dpd cc line. (0)

395 Structure-Analvsis-331001/cn/source/DoNotAssionAddrToParamvisitor.cop [134ms Elapsed.]

8. Determine the conv2 file path of the corresponding file.

375 22 <INFO> Gommon-Parsing-[33105]/cp/source/MustDeclConstructorvisitor.cpp

376 1

377 A ‘

378

379 Find What [assert.cpp > Find Next F

380 " 0

35 x | I Matsh Case ¥ Search Hidden Text Mark &l r

pi DEBUG: CussempbED-insersea| [ Match Whole Word Onlyr Search in Selection — ‘

383 <DEEUG> TEMP_FTLE_PREFTX -]~ Search Up _I Hsitor.cpp_3487476567548545548
~|r UseOption  [Regular Expression |

<DEBUG> Common-Parsing-[33105]/cp/source/MustDeclConstructorvVisitor.cpp [25ms Elapsed.]
380, 22 <INFO> Common-Parsing-[33106]/CR/9566/assert.cpp

391 i

382 rrent built in - anzlyze er/CE/cpp_buitin.

393 ## initializeForCommon&nalyzeUnit :: runCPP.cppArg.isAutoDeleteTempFile() is called-true

394 CustomDPD-inserted user dpd cc line. (0)

385 Structure-Analysis-[33100]/cp/source/DoNotAssignaddrToParanVisitor.cpp [134ms Elapsed.]

396 C Preporcessor]-input file - I: SRC/SRC/tem 7 8

397 T e - S

398 por r r e - I: SR

389 TEMP_FILE_PREFTX -I:/APPGOV_SRC/SRC/temp/20180517000182/assert.cpp_538942250642250

400 INCLUDE FILE NOT FOUND -cassert:S_LINE: 1, S COL: -1, E_LINE: 1, E_COL: -1, FILEPATH: I:/APPGOV_SRC/SRG/Src/20180517000181/CR/9566/
401 INCLUDE FILE NOT FOUND -cstdio:S_LINE: 2, S5 COL: -1, E_LINE: 2, E_COL: -1, FILEPAT /APPGOV_SRC/SRC/src/20180517000181/CR/9566/2
402 Analysis-[33101]/cp/source/DoNotReturnArrayAddrvisitor. cpp

How to switch JDK

If you have installed beSOURCE Server with Java 1.7, but want to use Java 1.8, do the
following:
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NOTE: These steps assume you have installed Java 1.7 and Java 1.8 on your computer.
For example, ‘C:\Java\jdk1.7.0" and ‘C:\Java\jdk1.8.0".

1. Openthe beSOURCEInstallFolder\analyzer\server\CE folder.

2. Using a text editor (for example, Notepad), open the startServer.cmd or
startServer. sh file.

echo Starting Analyzer on Stand-alone mode...
echo off

set JAVA HOME=C:\Java\jdkl.7.0
set CM_HOME=C:\beSOURCE

set CE_HOME=%CM /analyzer

set CLASSPATH= /lib/internal/com.itplus.cm.startup.jar
em se

set PAT /lib/usa/windows;

Erem set JFDA_OFTS=-Xdebugy —Xrunjdwp:transporc=dc_socket,address=9399, server=y, s

/bin/java"™ -DVER= -DCE_HOME= —-DCM_HOME= -DJRVE_HOME=" i r =

3. Change the set JAVA Home=C:\Java\jdkl. 7.0 path of the Analysis Server to
set JAVA Home=C:\Java\jdkl.8.0, and then save your changes.

1 echo Starcing Rnalyzer on Stand-alone mode...
2  echo off

4 set JAVA HOME=C:\Java\jdkl.3.0

5 set CM_HOME=C:\beSOURCE

5 set CE_HOME= /analyzer

7 set CLASSPATH= /lib/internal/com.itplus.cm.starcup.jar

@rem set PATH=
set PATH= /1lib/usa/windows;
@rem set JPDA OFTS=-Xdebug -Xrunjdwp:transport=dc_socket,addrsss=9999, server=y, suspend=n

/binfjava”" -DVER= -DCE_ HCME= -DCM_HOME= -DJAVE HOME=" " =1

4. Openthe beSOURCE Install Folder\WAS\bin folder.
5. Using a text editor, open the catalina.bat or catalina. shfile.

rem

rem #1 [%DATER STIME%]
81 rem
82  set JAVA_HCME=C:\Java\jdkl.7.0

set CATALINA OPTS5=-XmsZ5ém -Xmx256m -Djava.net.preferIPv4Stack=true

rem Guess CATALINA | ot defined

set "CURRENT DIR=

if not " " = "" goto gotHome

set "CATALINA HOME= "

if exist " \bin\catalina.bat"™ goto okHome

ed ..

6. Change the set JAVA Home=C:\Java\jdkl.7.0 path of the View Server to set
JAVA Home=C:\Java\jdkl.8.0, and then save your changes.

rem A

rem #1.Server$#l [%DATE%® RTIME%]
Bl rem
B2 set JAVA HOME=C:\Java\jdkl.8.0

set CATALINA CPTS=-Xms25ém -Xmx256m -Djava.net.preferIPv4Stack=true

rem Guess CAT t defined

set "CURRENT_|

if not " " == "" goto gotHome

set "CATALINA HOME= "

if exist " \bin\catalina.bat" goto okHome
cd ..

7. Stop the Analysis Server, and then restart it.
8. Stop the View Server, and then restart it.
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