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Overview / How beSTORM fuzzes Wi-Fi devices

Overview

To perform Wi-Fi fuzzing with beSTORM, you must install and configure a Kali Linux virtual
machine on the computer running beSTORM and purchase and connect the ALFA
AWUSO036ACH USB Type-C dual-band AC1200 WiFi adapter.

How beSTORM fuzzes Wi-Fi devices

Fuzzing is performed by injecting malformed Wi-Fi packets into an existing communication
between a live access point and the target wireless device you want to test. beSTORM uses
the IEEE802.11 (AP) module to perform attacks on the target wireless device in a non-
encrypted environment (WEP or WPA is not supported).

Access Point Target Wireless Device

ALFA AWUS036ACH Wi-Fi Adapter

beSTORM
IEEES02.11 (AP - Simple)
Module

Kali Linux Virtual Machine
(WiFi Router Python Script)

Hardware & software requirements

The following items are required to set up and perform Wi-Fi fuzzing with beSTORM:

e beSTORM 13.1.0 or later (licensed)

« Windows 10 or later

 VirtualBox 7.0 or later for Windows Hosts
» Kali Linux 2023.2 or later for VirtualBox
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Overview / Hardware & software requirements

o 7-Zip
e ALFA AWUS036ACH USB Type-C dual-band AC1200 WiFi adapter
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Install and Configure the Kali Linux Virtual Machine / Install Oracle VM VirtualBox

Install and Configure the Kali
Linux Virtual Machine

Follow these steps to install and configure a Kali Linux virtual machine on the computer
running beSTORM:

Install Oracle VM VirtualBox

Go to virtualbox.org/wiki/Downloads.
Download the Windows hosts version of VirtualBox.
Right-click the VirtualBox installer file, and then select Run as administrator. The

—_—

w

4.

VirtualBox setup wizard opens.

On the Welcome page, select Next.
On the Custom Setup page, select VirtualBox Python Support, and then select Entire

feature will be unavailable.

# Oracle VM VirtualBox 7.0.8 Setup

Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

=l v| VirtualBox Application

- 2 7 | VirtualBox USB Support
- &3~ | VirtualBox Metworking

VirtualBox Python Support

it (=30 v | VirtualBox Bridged Netwo
---------- (= ~ | VirtualBox Host-Only MNet

hard drive,

< =0 Will be installed on local hard drive

=18 Entire feature will be installed on local hard drive

Location Entire feature will be unavailable

Version 7.0.8 Disk Usage

< Back

Python support far VirtualBox,

This feature requires OKB on your

Browse

Cancel

s

6. Select Next, and then continue through the rest of the setup wizard to finish the

installation process.
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Install and Configure the Kali Linux Virtual Machine / Install 7-Zip

Install 7-Zip

1.
2.

Go to 7/-zip.org.
Download and install the latest version of 7-Zip.

Create and configure the Kali Linux virtual machine

1.
2.
3.

Fuzzing Wi-Fi Devices Guide

Go to kali.org/get-kali.

Select Virtual Machines.

Download the version of VirtualBox that corresponds with your version of Windows
(this guide uses the 64-bit version).

Right-click the kali-linux virtualbox file, and then select 7-Zip > Extract files.

On the Extract dialog, enter the desired file path. Leave all other options to their
default setting.

Select OK to extract the files. The extracted folder should contain the following files:

Mame Type

'I-i kali-linux-2023.2-virtualbox-amdod. vbox
ﬂ kali-linux-2023.2-virtualbox-amdod wdi

YirtualBox Machine Definition

Virtual Disk lmage

Open Oracle VMVirtualBox.
Select Machine > Add.

In the Select a virtual machine file window, select the kali-linux-2023.2-virtualbox-
amd64.vbox file from the folder you extracted in step 6.

¥ Select a virtual machine file *
<« A < kali-linux-2023.2-virtualbox-amd84 »  kali-linux-2023.2-virtualbox-amd6&4 ~ (] h kali-1 2023 2-virtu... 0
Organize ¥ New folder -~ @ @

~ Name Date modified Type Size

\i kali-linux-2023.2-virtualbox-amd64.vbox 5/23/2023 12:40 AM VirtualBox Machin... 3KB

r

v

File name: | kali-linux-2023.2-virtualbox-amd64.vbox v| Virtual machine files ("xml "k ~

www.fortra.com
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Install and Configure the Kali Linux Virtual Machine / Create and configure the Kali Linux virtual machine

10. Select Open. The Kali Linux virtual machine is added to the Oracle VM VirtualBox
Manager.

11. From the top of the Oracle VM VirtualBox Manager, select Machine > Tools >
Snapshots.

12. Select Take, and then enter a name for the snapshot (for example, "InitialSetup”).
This creates a snapshot of your Kali Linux virtual machine in the event you need to
restore it to its initial state.

|
|

| — =
nay Cam ( e I:&
| ﬁ%ﬁ Tools @ a7 \j CQ,UJJ -
Take Delete Restore Properties Clone  Settings Discard  Start
| ™ kalidinux-2023.2-virtualbox-a. Q— | ™ Taken
([, (L) Powere: d Off 3= @ current State
¥ Take Snapshot of Virtual Machine ? X
-\ Snapshot Name
\J [nitialstate]
Snapshot Description
et | [

14. Connect the AWUS036ACH Wi-Fi adapter to the beSTORM computer using the
provided USB cable.

15. After Windows finishes installing the adapter, confirm Realtek 8812AU Wireless
LAN 802.11ac USB NIC appears in the Device Manager.
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Install and Configure the Kali Linux Virtual Machine / Create and configure the Kali Linux virtual machine

™ Device Manager

Eile  Action View Help

s @ Hm B
O Display adapters
W Firmware
4 Human Interface Devices
3 Keyboards
{1 Memory technology devices
m Mice and other pointing devices
[ Monitors

v @ Network adapters
i3] Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windows x64

@ VirtualBox Host-Only Ethernet Adapter
& WAN Miniport (IKEv2)
@@ WAN Miniport (IP)
& WAN Miniport (IPv6)
& WAN Miniport (L2TP)
@ WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)
¥ WAN Miniport (PPTP)
& WAN Miniport (SSTP)
B Portable Devices
§ Ports (COM & LPT)

= Print queues

16. From the top of the Oracle VM VirtualBox Manager, select Machine > Settings.
17. From the left pane, select USB.

®
B ceernl use

] system ] Enable USE Controler

1 (®) USB 1.1 (OHCT) Controler

|

— () USB 2.0 (OHCT + EHCI) Controlier

k] Seorege () LS8 3.0 (4CT) Controler

'-D:' 5 USB Device Filters

W tetwork P
£ senstpors |
‘? uss

[J Shared Folders

E User Interface

(3 Cancel Help

18. Select the Adds new USB filter with all fields set to the values of the selected USB
device attached to the host PC & button, and then select Realtek 802.11n NIC.
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Install and Configure the Kali Linux Virtual Machine / Create and configure the Kali Linux virtual machine

G bl 2023. Tvirtunlbox-amndé - Settings - O %
| conerst use
(] s ] Enabie USh Controler
(@) LS8 1.1 (OHCT) Conroler
B ooy
— () LISB 2.0 (0HCT  EMCT) Contrler
Bl ssee O USB 3.0 (4#4CT) Cantroler
1158 Divice Finers

Do e

&
el Corp. [0002]

Dell Computer Corp. Dell dock [0101]
Dell Computer Corp. Dell dock [0101]

Roeaitek Semiconductor Corp. [8267)
Genesic USE Auda [0001]
Eroadcom Corp. [0101]
Sarraurg PSED T (9300
Logiech LS Keyboard [§400]
Logrtech LS8 Optcal Mouse [7200]
o1 om [
Cressve Tecnology Lt Livel Carm Sy 30800 [1103]

PO e

19. From the left pane, select Network.
20. Onthe Adapter 1 tab, select NAT from the Attached to box.
21. Expand the Advanced section, and then select the Cable Connected checkbox.

-| Gerral Metwork
|L]smr- Adapter 1 Adapter 2 Adapter 3 Adapter 4
W ooty ] Enable Metwork Adapter
M Storage = -
B tedo
T Advanced
iﬂ Netwerk Adater Type: |Intel PRO/1000 MT Deskiop (B2540EM)
{i Senalports
~ MAC Address: @
L) - ess: &
£ Cabie Cornected
[ shared Foders
Port Forwarding
| User Intertce

22. Select OK.

23. From the top of the Oracle VM VirtualBox Manager, select Start. The Kali Linux
virtual machine will start booting up.

24. On the Kali log in screen, enter kali in both boxes (default username and password),
and then select Log In.
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Install and Configure the Kali Linux Virtual Machine / Create and configure the Kali Linux virtual machine

Kali = us r 12Jun,16:04 O

Change the keyboard layout in Kali Linux (optional)
If you need to change your keyboard layout after logging in to Kali Linux, do the following:

1. From the top of the Kali desktop, select the Applications icon.

2. In the search bar, enter keyboard.
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Install and Configure the Kali Linux Virtual Machine / Install the AWUSO036ACH Wi-Fi adapter drivers for Kali Linux

| il kali-linux-2023.1-virtualbox-amd64 [Running] - Oracle VM VirtualBox - a X

Fle  Machine View Input Devices Help

O < gl ¥ 3

€ Mouse integration ... W8
Auto capture keyboard ... ™ &

=.. Onboard

=,. Onboard Settings
AR ai ng
T sibility

“ Window Manager Tweaks

I 2 Appearance

) Window Manager

_ BORPH B EEEE R eon
3. Select Layout.

4. Disable Use system defaults.

5. Select Edit, and then select the desired keyboard layout.

English [US) U

Install the AWUSO036ACH Wi-Fi adapter drivers for Kali
Linux

1. From the top of the Kali Linux desktop, select the Applications icon > Terminal

Emulator.
2. In the Terminal Emulator window, run the following command to update Kali Linux:
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Install and Configure the Kali Linux Virtual Machine / Install the AWUSO036ACH Wi-Fi adapter drivers for Kali Linux

sudo apt-get update

kali@kali: ~

File Actions Edit View Help

free amd64 Contents (deb)

3. Run the following command to install the linux-headers package (prerequisite for the
drivers):

sudo apt install -y linux-headers-$ (uname -r)

NOTE: If the "Couldn't find any package by..." error appears while installing the
linux-headers package, see Install any missing packages on page 10.

4. Run the following command to install the Linux drivers:

sudo apt install realtek-rtl88xxau-dkms

5. When prompted, enter y to continue.

Install any missing packages

If the "Couldn't find any package by..." error appears while installing the linux-headers
package, do the following:
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Install and Configure the Kali Linux Virtual Machine / Install the AWUSO036ACH Wi-Fi adapter drivers for Kali Linux

keali@kali: ~

File Actions Edit View Help

1. Make note of the missing package's name.
2. From the top of the Kali Linux desktop, select the Applications icon >Web
Browser.

3. Go to https://http.kali.org/kali/pool/main/l/linux/, and then search for the package's
name.

4. Right-click the package's link, and then select Copy Link.

Semko-l

Index of [kali/pool/m:

NetHunter Exploit-DB

2023-02-17 13:18
2023-02-17 13:18 1.0M

@ linux-headers- kali4-cloud-amd64 _6.1.8-1kali2_amd64.deb 2023-02-17 15:43 841K
@ linux-headers-6.1.0-kalid-cloud-arm64_6.1.8-1kali2_armé64.deb 2023-02-17 15:31 836K

- - - - 3 2023-02-17 15:43 7.7M
@ linux-headers-6.1.0-kali4-common _6.1.8-1kali2 all.deb 2023-02-17 15:43 9.3M
@ linux-headers. kalid-marvell 6 kali2_armel.deb 2023-02-17 11:23 909K

[# linux-headers-6.1.0-kalid-rpi_6.1.8-1kali2_armel.deb 2023-02-17 11:23 893K
= - 3 S sl 3 1 2023-02-17 13:32 1.0M
@ lmux headers 6. l 0-| kallfl It amdsd 6.1.8- lkahz amd64 deh 2023-02-17 15:43 1.1M
@ linux-headers-6.1.0-kalid-rt-arm64 6.1.8-1kali2 arm64.deb 2023-02-17 15:31 1.0M
@ inux-| hgﬁﬂg}ﬁ 6.1.0-kalid-rt-armmp_6.1.8-1kali2_armhf.deb 2023-02-17 13:18 1.0M
86-pae_6.1.12-1kali2 i386.deb 2023-02-23 18:52 1.0M

86 6.1.12-1kali2 i386.deb 2023-02-23 18:52 1.0M

2023-02-23 20:01 1.1M
2023-02-23 21:09 1.1M
J = 2023-02-23 19:10 1.0M
@ linux-headers-6.1.0-ka| 2023-02-23 19:10 1.0M
[?) linux-headers-6.1.0-kali5-cloud-JS k 2023-02-23 20:01 853K
- - 2023-02-23 21:09 848K
2023-02-23 20:01 7.7M
2023-02-23 20:01 9.3M
2023-02-23 16:51 921K
2023-02-23 16:51 905K
2023:02:23 18:52 1 OM

5. Open the Terminal Emulator.

6. Enter sudo wget, and then after the command text, right-click and select Paste
Link.

Fuzzing Wi-Fi Devices Guide www.fortra.com page: 11



Install and Configure the Kali Linux Virtual Machine / Install the AWUSO036ACH Wi-Fi adapter drivers for Kali Linux

7. Run the command.

kali@kali: ~
File Actions Edit View Help

’ https://http.kali.org/kali/pool/main/1/1linux/1linux-headers-6.1.
0-kali5-amd64_6.1.1 ali"’ _amd64 .deb
[sudo] password f =

2 httpd.’fhrtp kali.org/kali/pool/main/1/linux/linux-h
.0-kali5-amd64_6.1.12-1kali2_amd64.d
Resolving http kali http.kali.org) ... 192.99.200.113
Connecting to http.kali.org (http. kﬂl nrq]llg .99,200.113]:443 ... connected.
HTTP request sent, awaiting r 302 Found
Lnratlon https://kali.download 1/main/1/1inux/linux-headers-6.1.0-ka
6.1.12-1kali2_amd64 ) [following]
2 ali.download/kali/pool/main/1/1linux/linux-h
1.0-kali5-amd64_6.1.12-1kali2_amd64.deb
ng kali.download (kali.download) ... 104.18.103.100, 104.18.102.100, 26

Connecting i.download (kali.download)|104.18.103.100]:443 ... connected.
HTTP reques , awaiting

Length: 11200 (1.1M) [1pp E

Saving to: lan\ headers-6.1.0-k a 4_6.1.12-1kali2_amd64.deb’

linux-headers-6.1.0 100%[ —————] 1.07M —.-KB/s in 0.1s

2023- 20 10:51:54 (8.39 M ‘linux-headers-6.1.0-kali5-amd64_6.1.12-1ka
1i2_amd64.deb’ saved [1120060/1120060]

8. Enter sudo dpkg -1i, and then after the command text, right-click and select Paste
Link.

9. Run the command.

NOTE: If you see dependency problems in the Terminal Emulator after running the sudo
dpkg -i command, see Install any missing dependencies on page 12.

Install any missing dependencies

If you see the "dependency problems" error in the Terminal Emulator after running the sudo
dpkg -1i command, you must search for and install the missing dependencies before
retrying the command. To install each missing dependency, repeat steps 3-9 from Install
any missing packages on page 10.

In this example, there are three dependencies missing:
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Install and Configure the Kali Linux Virtual Machine / Install hexinject

kali@kali: ~

File Actions Edit View Help

1.07M —.-KB/s

s) - ‘linux-headers-6.1.0-kalis-amd64_|
006

.@-kali5-amdé4 (—

in 0.1s

6.1.12-1ka

cali2); however:

install):

When copying dependencies, note the following:

« If you are missing a linux-headers
rt" in its name.

common dependency, copy the version without "-

? llm_a_h_eaﬂgr%blﬂkah)_&mmnnrtbllzlkﬂhz_all_d_eb

¢ 6.1.12-1kali2_all.deb

['_5] ]mux he'udets 6.1.0- ka]m m'mell 6.1.12- lk li2 anel deb

2023-02-23 20:01 7.7M
2023-02-23 20:01 9.3M
2023-02-23 16:51 921K

If you are missing a linux-kbuild dependency, copy the version that includes the

same version number in the original missing package's file name. For example, in
Install any missing packages on page 10, the missing package's file name is "linux-

headers-6.1.0-kali5-amd64_6.1.12-1kali2_amd64.deb." The corresponding missing

dependency is "linux-kbuild-6.1_6.

1.12-1kali2_amd64.deb."

@ linux-kbuild-6.1-dbgsym_6.1.20-2kalil armhf.deb
linux-kbuild-6.1-dbgsym 6.1.20-2kalil i386.deb

U 6.1.12-1kali2 amd64.deb
linux-kbuild-6.1 6.1.12-1kali2 armé64.deb
@ linux-kbuild-6.1 6.1.12-1kali2 armel.deb

2023-04-18 15:49 1.0M
2023-04-18 14:51 952K
2023-02-23 20:01 829K
2023-02-23 21:09 818K
2023-02-23 16:51 806K

Once you have copied and installed the missing dependencies, execute the following
command to install the Linux drivers for the AWUS036ACH Wi-Fi adapter:

sudo apt install realtek-rtl88xxau-dkms

When prompted, enter y to continue.

Install hexinject

Fuzzing Wi-Fi Devices Guide
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Install and Configure the Kali Linux Virtual Machine / Create the Wi-Fi router Python script

In the Terminal Emulator, run the following command to install hexinject:

sudo apt install hexinject

kali@kali: ~

File Actions Edit View Help

installed:

64 1.6-0kali3

ntly installed.)

Create the Wi-Fi router Python script

1. From the top of the Kali Linux desktop, select the folder D icon > Open Folder.

B File Syste

Network

D Browse

3. In the Enter the name box, enter WiFiRouter.py.
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Install and Configure the Kali Linux Virtual Machine / Create the Wi-Fi router Python script

New Empty File...

=
Ent: ne:
. WiFiRouter.py

Cancel Create

4. Select Create.
5. Double-click the WiFiRouter.pyfile.

NOTE: If you need to set a default application, select Mousepad, and then select
Open.

= Set Default Application
. Open WiFiRouter.pyand other files of type "empty document” with:

ritmproxy
[_:_‘] mmcat
E] mmls
a_ mmstat
' Mouse and Touchpad
',. Mousepad
{2 msf payload creator
M NASM shell

[T nbtscan

. A R—
Devices -.$=nerLk

E File = natrat
=
B » Use a custom command:

Network

D Bro

# Use as default for this kind of file

Cancel Open

In Windows, open the beSTORM folder (C:\Program Files (x86)\beSTORM).

Using Notepad, open the WiFiRouter.py file.

Select Edit > Select All.

Select Edit > Copy.

In Kali Linux, right-click in the open WiFiRouter.py file window, and then select Paste.

© 0 o N
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Install and Configure the Kali Linux Virtual Machine / Update the network adapter settings

ass=argparse.RawTextHelpFormatter)

11. Select File > Save.
12. Close the Kali Linux WiFiRouter.py file.
13. In Windows, close the beSTORM WiFiRouter.py without saving (if prompted).

Update the network adapter settings

After installing the Linux drivers for the AWUS036ACH Wi-Fi adapter, do the following:

Close Kali Linux virtual machine window.
On the Close Virtual Machine dialog, select Save machine state.
From the top of the Oracle VM VirtualBox Manager, select Machine > Settings.
From the left pane, select Network.
On the Adapter 1 tab, update these settings to the following:
a. Attached to - Host-only Adapter
b. Name - VirtualBox Host-Only Ethernet Adapter
c. Advanced

a ks D~

i. Promiscuous Mode - Allow All
ii. Cable Connected - Selected
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Install and Configure the Kali Linux Virtual Machine / Update the network adapter settings

E General
System
IE Display
@ Storage
(‘D:l Audio

@ Metwork

Network

Adapter 1 Adapter 2

Enable Network Adapt
Attached to:
Mame:

V7 Advanced

Promiscuous Mode:

£ kali-linux-2023.2-virtualbox-amdéd - Settings

Adapter 3 Adapter 4
Host-only Adapter w

VirtualBox Host-Only Ethernet Adapter

spet | Intel PRO/1000 MT Desktop (82540EM)

Allow Al

MAC Address: |080027530CEA
ﬁ USE

Cable Connected
I___| Shared Folders

Ifl User Interface

Concel | [t

6. Select OK.

7. From the top of the Oracle VM VirtualBox Manager, select Machine > Start > Normal
Start.

8. Log in to Kali Linux.

9. In the Terminal Emulator, enter and run the following command to verify the
AWUSO036ACH Wi-Fi adapter is recognized in Kali Linux:

iwconfig

kali@kali: ~

File Actions Edit View Help

lo no wireless extensions.
ethe no wireless extensions.

wlan@
s Point: Not-Associated

alid frag:e
ed beacon:®

10. Disconnect the AWUS036ACH Wi-Fi adapter from the beSTORM computer (you will
reconnect the adapter in Start the Wi-Fi router Python script on page 19.
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Fuzzing Your Target Wireless Device / Set up an access point

Fuzzing Your Target Wireless
Device

Follow these steps to fuzz your target wireless device with beSTORM using the Kali Linux
virtual machine and AWUSQ036ACH Wi-Fi adapter:

Set up an access point

Set up an access point on an open network (disable WEP or WPA encryption). Internet
access is not required. Take note of the SSID (Name of the access point) and the channel in

use by the access point.

To test the access point, connect to it from the computer running beSTORM, and then ping
the IP address of the access point. To ping an IP address in Windows, do the following:

1. Inthe Windows search bar, enter cmd.
2. Select Command Prompt from the search results.

3. Inthe Command Prompt window, enter ping, followed by the IP address of the
access point.

l EXAMPLE: ping 192.168.0.0

4. Press Enter on your keyboard.
5. Once your ping is successful, connect the target wireless device you want to fuzz to
the access point.

Disable sleep mode in Windows

To prevent the computer from going to sleep during fuzzing, do the following:

1. Inthe Windows search bar, enter Power & sleep settings, and then select Power
& sleep settings from the search results.

2. For the computer's sleep settings, set the battery power and plugged in options to
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Fuzzing Your Target Wireless Device / Start the Wi-Fi router Python script

Never.
Change settings for the plan: Balanced
Choose the sleep and display settings that you want your computer to use.
I On battery 2% Plugged in
L' Turn off the display: 5 minutes » 5 minutes e
\9 Put the computer to sleep: | |Never » Never e
Change advanced power settings
Restare default settings for this plan
Save changes Cancel

Start the Wi-Fi router Python script

1.

Log in to the Kali Linux virtual machine (enter kali for the username and password
boxes).

Connect the AWUS036ACH Wi-Fi adapter to the beSTORM computer.
From the top of the Kali Linux desktop, select the Applications icon > Terminal
Emulator.

Using the folder and WiFiRouter.py file you created in steps 1-4 of Create the Wi-Fi
router Python script on page 14, run the following commands in the Terminal
Emulator:

cd /home/kali
sudo python WiFiRouter.py

IErLCEEE

root@kali: fhome/kali

File Actions Edit View Help

/home/kali

/home/kali
WiFiRouter.pyll

Fuzzing Wi-Fi Devices Guide www.fortra.com page: 19



Fuzzing Your Target Wireless Device / Create a Wi-Fi fuzzing project in beSTORM

5. The Wi-Fi router Python script will start and detect the Selected IP Address of your
Kali Linux virtual machine (you will need this IP address while configuring
beSTORM), and the wireless adapter's interface name. Once "Waiting for connection”
appears, the router is ready to use for fuzzing.

Create a Wi-Fi fuzzing project in beSTORM

1. Start beSTORM Client.
2. Select New Project. The beSTORM New Project Wizard opens.

3. On the Welcome page, enter a name in the Project Name box. Leave all other options
to their default setting.

4. Select Next.

5. On the Basic Configuration page, select IEEE802.11 (AP Simple) from the
beSTORM's predefined modules box.

6. In the Hostname or IP address box, enter the Selected IP Address from step 5 of
Start the Wi-Fi router Python script on page 19. Leave the Protocol and Remote Port
options to their default settings.
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Fuzzing Your Target Wireless Device / Create a Wi-Fi fuzzing project in beSTORM

beSTORM New Project Wizard

Target Host Settings
. Hostname or IP address: Protocol
192.168.56.101 [uge ~]

Basic Configuration

(¥ beSTORM's predefined modules [EEES02. 11 (AP - Simple) -

(" Build a Network Module

(" Build a File Module
(" Build a Web Application Module

(" Build a CANBUS Module

Remote Port: | 54794

s ] reo J ona |

7. Select Next.
8. On the Module Environment page, confirm or set the following:

a.

BSS ID - The MAC address of the Access Point.

b. Default SSID Value - The name of the access point you are replacing.

Destination Address - This is the MAC address of the target wireless device.
You can double-click the Value box to open the MAC Address Finder dialog (a
useful tool for locating a device's MAC address).

Radio channel to send the data - This is channel of the previous access point,
and where the radio waves will be sent.

Remote Hostname - The IP address of the Kali Linux virtual machine.

Remote Port - The default port number selected on the Basic Configuration
page.

Remote Protocol Type - The default protocol type selected on the Basic
Configuration page.

Source Address - The MAC address of the access point. This test will spoof the
access point's MAC address to inject packets into the communication between
the access point and the target wireless device. You can double-click the Value
box to open the MAC Address Finder dialog (a useful tool for locating a
device's MAC address).

Timeout value - Leave to default value.
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beSTORM New Project Wizard

Module Environment

This module’s configuration can be further tweaked by altering certain parameters that depend on the testing
environment

Please review the following parameters and change their value if necessary:

BSS D (default set to the AP HW address)
Default SSD value (default value set to BESTORM) BESTORM Yes

3

Destination address (the target client address) Yes
Radio channel to send the data 10 Yes
Temote Hostname Yes
Remote Port 54794 Yes

ke Al -
Source address (default set to the AP HW address) Yes
imeout value o

B

NOTE: Use this example configuration to set up the IEEE802.11 (AP) or
IEEE802.11 (AP - Simple) module. To create a project for the IEEE802.11
(Subscriber) or IEEE802.11 (Subscriber - Simple) module, switch the values
for the Destination Address and Source Address (BSS ID remains the
same).

9. Select Next.

10. On the Extra Configuration page, to monitor fuzzing, enter the IP address of the
wireless target device in the Monitored IP address box.

beSTORM New Project Wizard

Extra Configuration:
Saturation Rate Threshoid: | 100
h % Fixed Saturation Rate Threshold
¢ Auto Adjust - Optimize CPU usage

o Monitor Type(s):

[v ARPEcho [ ICMPEcho [~ F =
u I Monitored IP address: [192.168‘0.(! rnﬁ‘ IC
m ™ External Monitor

External Monitor IP address:
incoming Command Port: | 6970 3:

‘ Incoming Exception Port: | 6969 —

Outgoing Command Port: | 6971 3:
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11.
12.

13.
14.

15.

NOTE: If you can run software on the target wireless device, the Windows monitor
or GDB monitor are ideal methods to monitor for failure. However, the most
compatible method is to ping the target wireless device. If Internet Control
Message Protocol (ICMP) pinging over Wi-Fi is unsuccessful, this indicates the
client's Wi-Fi stack stopped working, which shows a potential weakness.

Verify monitoring works by pinging the target wireless device from the beSTORM
computer using the ping command in the Windows Command Prompt. For
example:

ping 192.168.0.0

If you receive a response, the monitoring will work with ICMP.

Select Next.

On the Complete beSTORM wizard page, clear the Auto-start beSTORM scan now
checkbox.

Select Finish.
Stop the access point that the target wireless device connects to.

NOTE: Skip this step if you are using the IEEE802.11 (Subscriber) or IEEE802.11
(Subscriber - Simple) module.

On the beSTORM Monitor window, select Start to begin fuzzing. If there are no
issues, fuzzing will begin immediately.
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[i# beSTORM - Running — X

Project Module Bookmarks Settings Monitor Report Help

Test Information Test Progress
Host: 192.168.56.101 Port: 54794

Started: 15:00:55 05/31/23

Elapsed 0 days 0 hours 19 minutes 14 seconds

Total elapsed: 0 days 0 hours 19 minutes 14 seconds
Time remaining (estimate): 19 days 1 hrs 46 mins 1 secs
Session combinations: 17659

Total combinations: 17659

Testing: Router Communication

Fuzzing: RSN GTKSA

Suspected vulnerabilities detected: 0

Attack vector: (Preview, Thread count: 1 of 1 i

MO0:PO-SE3:B0.8T0:B0,BT0:B0.BT0-SE1:SE1:80 BT0:B0.8T0:B0 BT - - iestonin A ver e el e e Mot ey
0:B0.BT0:B0.BT0:B0.BTO:B0.6T0.L0:80.6T0.L0:B3.BT15.L0.806T0  Saturation Rate Threshold: )

B0.BT0:B0.BT0:B0.BT0:BO.BTO: Momentary: 16 Avg Max: 19 Min: &

[BE1.BE1.BE1 BE1].L0:B0.BT0:B0.BT0

Preview

{0 B 00000000

0000 00 00 20 00 AE 40 00 AD 20 08 00 A0 20 08 00 00 10 02 99 se -

0013 09 AO 00 EA 00 64 00 00 00 BA 00 BA 01 10 00 00 00 70 73 éed oo ps
0026 CB 34 11 8C E8 B1 FC 29 15 DF E8 B1 FC 29 15 DF 10 FO 11 E4 Gexi) Rexi) R 3
0039 04 DA 00 00 07 42 45 53 54 4F 52 4D 0L OF 00 00 00 00 00 BESTORM
004C 00 00 00 00 00 00 00 00 00 00 30 14 01 00 00 OF AC 02 00 0 -
005F 01 00 OF AC 04 00 O1 00 OF AC 02 00 18 32 04 OC 12 18 60 - - 2
[ Fwot |
u 100 SRT
Monitor Status: w Heartbeat: N/A

[15:00:55 05/31/23] Starting

Attack Vector: MO0:P0:SE3:B0.BT0:B0.BT0:B0.BT0:SE1:SE1:B0.BT0:B0.BT0:B0.BT0:B0.BT0:B0.BT0:B0.BT0:B0.BT0.LO:BO.

root@lal: ~

TP Address: 192
interface. We have detecte * as your Wi-Fi adapter interface. Confirm you want to use this one (

in monitor mode, t
metines putting the int

PID Name
Nef

Inte

wlano e . 11a/b/g/n/ac 2T2R DB WLAN Adapter

ting for a cor
lected channel 10

Leng

135.40
141,01
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